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PUBLIC SAFETY

Railways Could Be a Key “Utility Player’ for Backup Power
NATIONAL
Rise in Anti-LGBTQ Hate and Extremism Captured in New Reports

2023 Trafficking in Persons Report

All Railreads Must Alert First Responders Within 10 Miles of Derailed Train Cargo Under New
Rule

INTERNATIONAL
Three Arrested Including 14-Year-Old as Police Foil Attack on Vienna’s Pride Parade

Other National/International Articles of Interest (Links):

Gary L. Smith

Gary L. Smith

Criminal Intelligence Analyst
Regional Intelhigence Group
TPD/PCSD

Tacoma, WA

(253) 594-7964

(253) 405-6214 (C)
gary.smith(@eityoftacoma.org
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“There must be a Lone Ranger!” m
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REGIONAL

These Are the Most-Common Gun Related Crimesin Washington

‘Mass shootings have become a tragic staple-in-the: American news cycle.

According to the nonprofit orgamzatmn Gun: Vidlence Archive, there were
over 640 mass shﬂotmgs in the U.S. in 2022. Though these horrific
incidents often receive widespread media coverage, whercit comes to gun
crimes in America; they are only the tip of the iceberg;

The Burean.of Alcohol, Tobacco, Firearms,. and. Explosives traced a total
of over 456,000 firearms 11ker hnketi to # crime in the: United States in
2021, the.most recent-year of available data. Each of these traced firearms
is ass1gned one of 59 cate gones that descnbe the circumstances in'which it was recovered by law enforcement,

The ATF traced a total of 5,586 firearms:in Washington in 2021.-Excluding potential crimes which, by definition, always
‘involye a firgarm such as 111egai weapon possession; the-most commen category of circumstances to ‘which traced firearms
re linked ini the siafe were drug related. This classification accounted for 8.3% of all firearms traced by the ATF in the

The: two: other most common. categories for fraced firearms, in ' Washington in 2021 were related to family .offenses and
aggravated assault, which accounted for 6,0% and 5.5% of all traced firearms, respectively,

‘Methodology: To identify the most:common crimes.involving a firearmin each state, 24/7 Wall St. reviewed 2021 gun
‘tracing data from’ the, Bureau of Alcohol, Tobacco, Firearms, and Explosives, The. ATF traces firearms that -were either
used, or are suspected fo have been nsed, in.a crime.
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Each traced firearm is classified in one of 59 categories, .assigned by: the ATF, to designate the circumstances in which
that-firearm'is- suspected. 1o’ have beén used, or how it was being used when' confiscated by law enforcement. To rank the
top three circumstances a traced firearm was tied to, we excluded all categories that are not necessarily criminal in pature.
Examples of these categories include Hquor use and- gambhng

Additionally, we only considered crimes which do not always necessarily-involve a firearm, such as homicide, suicide,
:and kidnapping, We also included the sumtotal of all-traced firearms that were directly linked to incidents that can only
involve firearms, such as altering the identification of a weapon, carrying a prohibited weapon, and firing a weapon.

Recap for Washington:

> Most conimon crime-category involving a traced firearm: Dangerous drugs (8. 3%:of all tracéd-guns )

> 2nd 'most common: crime-category mvalvmg a traced firearm: Family offense (6.0% of all traced-guns)
>3rd most common crime-category involving a fraced firearm: Ageravated assault (5.5% of 4ll traf;ed~guns)
>Traced guns linked to firearm-specific incidents only (ex. concealed carry, gon frafficking, concealed
-weap(m) 2911 (52.1% of 4ll traced-guns)

> All gnns traced by the ATF in 2021: 5,586

##To Compare to the other 49 State Click-on following link;
‘hitpsi//www thecentersquare.com/washingfon/article ccSeabS4:410b-53dd-b2d3-006933a1626.htm]

Saturday 24 June Street Racing ¢ DFRNT Car Clib)

The DFRNT Car Club, run by De’antre Lemar FRAZIER (12/18/1991), is organizing street racing on Satuiday 06/24.
Info on Instagramindicates.over 200 people have said they’ll be attending, with.a scheduled meet up time of 2100 hours
‘at the Tahoma Market at 6006 Pacific Hwy, E. in Fife, Frazier drives a black Dodge Challenger (WA: CGC4528) and is
1D only (o driver license)—photos of him and his car are below.

TAKEOVER

“Swengin Saturdays”
@dirnt_productions

Fife, Wh %4&4
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LE contacted Frazier and he claimed his event will not involve any interséctions or public roadways. He said he was
planning to go to some “abandoned warehouse” parking lots far from any residential/business areas. ILE warned him he
needed the property owner’s permission to be on any private property and any street racing crimes would likely result in
him getting criminal charges,

On June 10", Frazier organized street racing intersection takeovers in Seattle (unincorporated King County), Tukwild, and
Auburn.

OFFICER SAFETY
#**QFFICER SAFETY/SITUATIONAL AWARENESS** (KIA Boyz)

“Get Cooked of Get Booked” night (KIA Boyz Massive Crime
Spree)

A'PCSD on the FBI - South Sound Gang Task Force was provided information that
the KIA Boyz may be going on a massive crime spree possibly tonight (first day of
Summer). The KIA Boyz call it “Get Cooked or Get Booked™ night. A confidential
source had stated this was on'a social media page, The KIA Boyz plan on going on a
. massive crime spree regarding shootings, robberies and auto thefts, The “KIA Boyz”
trend, which started up earlier in 2022, began in Milwaukee in 2021 and quickly began spreading across the Midwest to
throughout the nation. The trenid has now sparked increased car thefts nationwide thanks to countless videos on TikTok
and YouTube: These individuals have also used the stolen vehicles to: commit numerous violent crimes throughout loeal
areas,
*Law Enforcement Officers need fo continue (0 be aware of this possible activity occurring tonight and possibly it
could oceurin the next few days within their sectors and/or areas of responsibility,

For any questions, contact the SSRIG at PCINTEL @piercecountywa.gov orindividuals listed above in the
RIG.

*¥The above Officer -Safety Bulletin went out on Weds June 21" and the results later that night were as followed
below:

Incident #; 23-172-02529
Date: 6/21/2023
Location: 12811 Meridian East
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85911 put out & call of an Armed Robbery at-gun point at:the Rite:Aid located at the listed address, Suspects were a group’
of ‘possibly 5 to 6 teens who committed the crimie. :Suspects were: wearing black surgical mask and black hoodies with the
"hoods up. Vietinyindicated that'the gun was'held to her head. Suspects were nof wearing gloves, Pierce County Forensic
were responded tothe scene. Suspects left in a4 grey orsilver Kia Sorrento northbound on Meridian, If is.unknown if thisis

the (KIA BOYZ) at this fime,

iKIA BOYZ potenua,l acuvxtv, itds vary probable that th.xs vmlent crmlmal actmty wﬂl contmne to occur in our area: based
‘on the very current trends of these types of crimes that have been occurring in the Puget Sound Region:

Friday Juné 23rd , 2023

“Office~(253) 5915828

lter@sityofiacoma.org

On 6/18/2023 at approximately 0705 hours a robbery occurred at 4211 Center St, Tacoma, WA 98409 (Shell Gas). The
pictured suspects entered. the store and ordered. the: cashier to lay on'the floor-and threatened. to hurt her-if she did not
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comply. The suspects stole items from behind the counter; the cash register drawer and, attempted to break:into.an. ATM
machine: The suspects were nnable to gain entry intop the ATM mching and fled in the mctmed Dodge Ram 2500, The
pictured rear license plate on the Dodge Ram is a Kent PD Stolen Ticense plate.

1f you have any information regarding the identity of the above pictured suspect please notify Detéctive Showalfer via
email address BShowalisr@cityoftacoma.org.

OFFICER AWARENESS

Pierce County
Sheriff's Department

CRIMINAL INVESTIGATIONS DIVISION

ATTEMPT TO IDENTIEY — THEFT IST SUSPECT

Pierce County Sheriff’s detectives are: attempting toidentify the suspect responsible for Theft Ist Degree under PCSD
case #23-171-09026.

On 6/19/2023 at approximately 2355 hours the suspect entered the backroom storage area and stole alocked cart full of
‘batteries, cigarettes and other merchandise estimated value over $10,000. The suspect took the rack of merchandise out
the back door and Toaded it into a black truck; possibly a Dodge Ram; The suspect:
may have had an accomphcc waiting outside the backdoor with the truck. Unknown
race male, wearing all black.

wearmg, a,biu_e Nike: basebaii cap_, white: short sleewd ,t—shn't;” cham? whltefwatch‘, dark
jeans; and white/black Nike srieakers.
VEHICLE: Newer Blk Pickup Dark tint,:no plate. Poss Ram 1500..

Ifyou have any information on the 1denutv of this suspect or similar incidents, please contact Deputy D. Maier at
dong maier @ piercecountywa.gov,
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*The suspect vehicle appears to be a newer model black pickup truck with dark tinted windows, black wheels, no rear
license plate, no bed liner, black rear bumper, and a rectangular decal on the lower Ieft rear window (possibly an
American Flag). The truck appears to be a black 1999 Dodge Ram 1500, with an amber light on the roof.

LAW ENFORCEMENT SENSITIVE// NOT FOR MEDIA DISTRIBUTION

'WANTED

'BY THE FBI
CAIDEN J CHARLTON

‘ REMARBKS
Chartton has a federal arrest warrant for armied robbery, Charlton is responsible for a serigs of foid-Up style, armed
! robberies to sevaral marijuana dispensaries in the greater. Searﬁe area, most recently on 6/21°in Ballard. No known

- address, phone, or vehicle at this time.
“Charito'x will likely give an incorrect name during paﬁce contact,

; (AUTIQN
! In footage taken at “0z Cannabis” Charlton carried a firearm that appearad to have 3 fully-automatic Glock switch

at‘tached
ARMED AND DANGEROUS

| Fleld Office: Seattle
If apprehended immediately contack FBI Special Agent Emily Moore (206-586-1756)
or SPD¥ Detective Ashley Fitzgerald (206-399-0104) 24/7

LAW ENFORCEMENT SENSITIVE// NOT FOR MEDIA DISTRIBUTION
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Special Bulletin
PUYALLUP POLICE DEPARTMENT
Case Number: Multiple Friday, Jusiz 16, 2023

i‘m MIetin approved by (APt BOWbon PEepATed by Flei CIIWiom (00 11030y |
) ) T - Hridicd) ‘aiw%vmi vi

PROBABLE CAVSE TO ARRESY
Ronald Edward Hubbard

DOB: 477/1988 — 4ge 35

DOL Address: 2297 Collins R4 Buckley
$°117, 160 pounds

Brown hair, brown eyes

Assac Vehicle: Blue Dodge Caravan, WA Lick
BKV9340 ’ .

Det. Schaefer has probable cause to Arrest Hubbard, Ronald Edward for 8 counts of Burglary 2nd degree and 1 count of
Organized Retail Theft Ist degree. Hubbard has targeted. the Puyallup Home Depot at Jeast 8 times since March of 2023
and stolen approximately $8297.06 in power tools in that 4 month period. Home Depot corporate LP has a larger case on
him targeting multiple stores in multiple counties. Hubbard has the same MO almost every time at our location. He parks
his blue Dodge Caravan (WA LIC# BKV9349) on the North end of the store near the garden center emergency exit doors,

He goes and breaks into the power tool cages and then runs out the emergency exit and flees in his vehicle with the
merchandise. The vehicle has a bill of sale as of March 2023 with no-new owner listed.

Hubbard has an active PMC warrant for DWLS 3rd and Operating a Vehicle without Ignition Interlock. He is also
currently DWLS 3rd with an ignition interlock requirement. In the past, Hubbard has lied about his name and given the
name of his brother Rory Hubbard who looks similar,

Home Depot LP and security footage reveal Hubbard routinely grows out his facial hair and shaves it into random styles
to-alter his appearance. If Hubbard is located. notify Det. Schaefer at 253-387-9866 so he can be inferviewed,

1f you have questions, you can émail Det. Schaefer at mschaefer@puyallupwi.gov,
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Special Bulletin
FIFE POLICE DEPARTMENT

Bulletin. Number: 2316000117 Friday, Jun 23, 2023

Det. Sgt. Kenyon (253)896-8291 Det, Fleming (253)896-8254
tkenvon@cityoffife.or rfierhing@cityoffife or

BOLO -~ PC for Robbery 1st Degree and Assault 2st Degree

Bradley O’Neal Gaines
Date of Birth: 01/22/1985
DIN: IEEREE]
Gender: Male
Height: 5°09”
Weight: 1601bs

Eye: Blue

Hair; Red/Blonde

Associated Vehicle: No Known Vehicle

Last known address: Transient — In and around N Levee
Rd and River Rd from Fife to Puyallup

On 06/09/2023 Fife Officers responded to the report of an armed robbery with a bat. The victim was riding her bicycle
through her neighborhood when the suspect stopped her and told her to get off the bicycle. When the victim tried to ride
away, the suspect pulled what was described as a wooded table Ieg and hit the victim in the side of the face. The suspect
hit the victim two additional times before atternpting to ride away on the bicycle. The bicycle was recovered a short
distance away.

The victim sustained fractured facial bones and several stitches 1o her face. After inyestigation, Bradley Gaineshas been
identified as the suspect and Probable Cause exists to arrest him for Robbery 1st Degree and Assault Znd Degree. Upon
Gaines' arrest, please notify Det. Fleming for an interview and/or the on duty patrol supervisor for booking into the Pierce
County Jail.

If you have any information, please call Fife Police Department at 253-922-6633.
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CYBER THREATS

20'JUNE 2023 DHS-A-IF-2023-12763.
CYBERSECURITY

(U/FOUQ) Ransomware Actors Increasingly Attacking the US Education Sector

(U/FOUO) Ransomware aciors are incréasingly attacking the US education sector; very likely due to this sector’s
integration of educational technology toels and inadequate cybersecurity posture and resources. The integration of
eeducation technology—includinig rémote access tools, digital services, and support personnel—widens a network’s attack.
surface and potentially: introduces new attack veetors. Limited cybersecurity resonrces constrain the education sector’s
ability to protect against network intrusions and respond to attacks, While we generally lack ingight into ransomware
actors” perception of a victim’s willingness to pay ransoms, they may view educational institutions” legal requirements tg
function within certain dates or operating hours as a catalyst:for ransomware-payments,

= (U/FOUQO) The number of K<12 schools and higher' education institutions. impacted by ransomware atfacks nearly
doubled from 2021 to 2{)22—going from 1,043 to 1,981 and 26 fo 44 respectively—and the average cost for education
resulted in eltht:r encrypimn exﬁitration or extortion of data accarchng o a body of rehable cybersecuntv and. mdustry
‘news reporting. Ransomware actors, generally pressure:victims into: payment by threatening fo publish or sell sensitive
Jinformation—including social ‘security mimbers and other sensitive persondlly identifiable and administrative
‘information—or demand a follow-on payment to delete the stolen data, according to cybersecurity news reporting and a
reputable oybersecurity firm,

= (U/FOUQ) Approximately 55 percent of data breaches impacting K-12 organizatibns were. against educational
tt:chnology vendors;. and there are more-than 1,000 educational technology companies in the United States, according to.a
body of industry news teporting. Since the COVID-19 pandemic, the: education: sector has continued fo accelerate its
intégration of educational technology, including digital tools to enhance lessons: and store confidential student, faculty
and staff datd, according fo industry news reporting:

* (U/FOUO) The US' education. sector’ generally faces financial and personngl resource limitations, which hinders
sustained mitigation against the:evelving factics of ransomware actors, aceording to reputable cybersecurity-and industry
reports, At th& K-12 level, in particular; the lack of overarching cybersacm’xty strategies, incident response: plans, and
cybersecurity professionals probably compound funding issues, judging from a reputable. cybersecurity firm’s feporting.
For higher education institutions, the transient nature-of students and faculty and a culture of information sharing probably
present additional cybersecurity challenges for IT staff, judging from indusiry réportirig.

(U#/FOUO} Incorporating and prioritizing cyber hygiene best practices throughout the US education sector and
with ifs associated partners would likely hinder ransomware¢ actors’ activities, mitigating many unsophisticated
network intrusions that lead to: ransomware attacks. Ransomware actors typically use relatively unsophisticated
methods to gain access. 1o educational institutions” networks, including phishing, credential stuffing, and exploiting
common vulnerabilities. Edocation. sector network. defenders—including third-party suppliers: and edncational technology
vendors—have a range of preventafive measures available that can help thwart these initial access attempts:and strengthen
data security and availability,
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+ (U Identification.of a network’s vulnerabilities is often the first step: to practicing cyber-hygiene: CISA offers-no-cost
scanning -and testing services to 4 wide range of pubhc and pnvate sectar critical infrastructure organizations, which
includes the education seetor. CISA’s information security experts evaluate the requesting organization’s public, static [P
address(es) for accessible services and vnlnerabilities, culminating in weekly vulnerability reports and ad-hoc alerts as:
needed,

» (U/FCUO) Tnitigl steps to protect critical infrastructure networks: include: enabling automatic- wpdates; testing -and
deploying; patches quzcki} ; and replacing unsupported operating systems, applications, and hardware. Additionally, CISA
recommends requiring multi-factor authentication for users with privileged, administrative, and remote access.:

» (U/FOUO) In addition: to cyber hygiene: best practices, CISA. and the: Multi-State. Information Sharing: and. Analysis
Center have highlighted that the best ransomware-prevention and preparation techniques include; but are not limited to,
maintaining regularly updated offfine.. encrypled backups of data; establishing: 4 cyber incident résponse plang and
employing security-measures like e-mail filters.

Worldwide: MOVEit Ransomware Wave of Extortion

A The MOVEit Transfer extortion atiacks continue to dominate the news cycle,

éjpmgress‘ ‘ with the- Clop ransomware operation now extorting organizations breached in

JOVET the: attacks. On. 14 June 2023, the Clop gang started listing' the names of

‘ breached organizations, warning that data would be leaked in seven days if a

ransom was ‘not:negotiated. Many orgamzatmns have: decided to disclose the

breaches rather than negotiating, warning impacted people that their data was

] _ exposed.. Known: impacted orgamzatlons include: US: federal -agencies, the

Louisiana and Oregon DMVs, Zellis (BBC, Boots, and. Aer Lingus, Ireland’s HSE. through' Zellis), the: University of

Rochester, the governmerit of Nova Scofia, the US state of Missouri, the US state of Illinois, BORN Ontario, Ofcom,
‘Extreme Networks, and the: American Board of Internal Medicine,

As for Clop, they have now lisied thirty-seven organizations impacted by the MOVEIt breaches on their-website, hoping it
will pressnie them to negotiate.

This week's other b1g news is the FBI arrestma a LockBit affiliate in Arizona just as CISA warned that the ransomware

operation extorted over $90 millionin 1 ;700 attacks on US organizations.
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We also learned more about ransomware aitacks this week, withthe Medusa operation extorting Argentina's Nafional.

Securities Commission (CNV) and Rhysida ransomware leaking data stolen from the Chilean Army,

In addition to applylng mitigations; FBI and CISA recommend exerczsmg, testing, and: vahdatmg your orgamzaﬁon s
security program against the threat behaviors mapped to the MITRE ATT&CK for Enterprise framework in this advisory.
"The authoring authorities of this CSA recommend testing your existing security controls; mventory to assess hiow they’
perform against-the ATT&CK techniques deseribed in this advisory. Source; Security Week

*Analyst Comment* QOak Ridge Associated Universities and the Waste Isolation Pilot Plant, a-nuclear waste facility, both
contractors for the Departient of Energy (DOE), havé been compwxmsed by the MOVEit Transfer security flaw, A
spokesperson for the DOE confirmed that both facilities received ransom:requests: via email .on 16 June. Neither facility
engaged with. Cl0p, who has been actively exploiting the vulnerability for the last four weeks. Multiple other
orgdnizations have been compromised, including Louisiana’s Office of Motor Vehicles and Oregon’s Department of
Transportation, International victims include: the Nova Scotia. provincial govermnent, British Airways, -the British
Broadcasting Company, and the UK, drugstore’ chain Boots, The flaws in MOVEit Transfer are SQL. injection
vulnerabilities tracked as CVE-2023-34362 and CVE-2023-35036. On 18 June, Progress Software, the owner of MOVEit
Transfer, issued an advisory to customers to paich a third SQL: injection vulnerability, CVE-2023-35708. This
‘vu]nerablhty could enable a threat actor 1o escalate privileges and unauthorized access. According to Progress Software,
“An aitacker could submit: a crafted. payload 1o a ‘MOVEit Transfer application. endpoint which could. result in
modification and disclosure of MOVEit databasg content,” The Director of the Cybersecurity and Infrastructure Security
Agency,-Jen Easterly, told reporters. that these attacks are “opportunistic.” She further noted that “this is not a campaign
like SolarWinds thatpresents a systemic Tisk to our. national security or onr niation’s networks.” Source; Over the-Road-
Bus Intelligence Awareness Daily (OTRBIAD) Report.

PUBLIC SAFETY
Railways Could Be a Key “Utility Player’ for Backup Power

The U.8. electric. grid faces: simultaneous, evolving pressures. Demand for power
from the grid is increasing as people adopt electric cars and. bmidlﬂg energy ‘is
| transitioned: from gas- io electricity. At the same: time, climate change is driving
‘more’ extreme weather, Events like the 2020 heat wave that led to rolling
blackouts in California are relatively infrequent, but they are happening: more
often — and utilities need 1o be ready forthem. New research points to a flexible,
j cost-effective option for backup power ‘when rouble; strikes: batteries aboard
',trams A smdy from the U S. Department of Energy’s Lawrence Berkeley National Laboratory (Berkeley Lab) finds that
rail-based mobile .energy storage is a feasible way to ensure reliability during exceptional events. Source; Homeland
‘Security Today, 6/14/2023.

#Arialyst Comment™ I, February 2021, mu]t}ple power plants contributing ¢nergy to the Texas power gmd were unable fo
operate due to extreme: cold weather, which cansed power failures that impacted.4.5 million homes ‘and businesses. To
reduce strain on the power grid;: transnussmn companies began cutting power to various entities; and inadvertently cut the
power to parts of the natural gas supply chain, Thig caused a decrease in natural gas production, shutung down more-than
half of Texas’ natural gas supply at one:point, which in turn caused a'loss of heat that contributed.to at: least 246. deaths.
Researchers at the: University of California at Berkeley have found that rail-based, mobile energy storage (RMES), which
is ess;antiaily grid-powering batteries that can be transported by rail, could provide emergency power by connecting to the
grids in areas affected “during excepuonal events.” Jill Moraski, a researcher at Berkeley' Lab and the lead. anthor of &
recent study on RMES systems, stated, “we found that the 17.8. rail network has the capacity to bring energy whereit’s:
-peeded when these events happen, and that it can cost less: than building new infrastructure:”” Studies: found: that
“compared 10 new transmission lines and stationary’ battery capacuy, deploying RMES for such events could save the
‘power secfor upwards of US$300 per kW-year and US$85 per kKW-year, respeciively.” It is estimated that RMES could be
on-scene where needed within a week, without-interrupting freight operations, especially if they are prepositioned near an
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anticipated weather or high impact event, Source; Source; Surface Transportation & Public-Transportation ISAC Transit
& Rail Intelti gence Awareness Daily. Report (TRIADj

NATIONAL

Rise in Anti-L.GBTQ Hate and Extremism Captured in New Reports

Two newly released reports: capture the' growing anti-LGBTQ+ extremism
across the U.S., that has led to protests, threats:and violence: against the queer
community. A new report from' the Institute for Strategic Dialogue has found
significantly more incidents of anti-drag protests, threats, and violence than
previously: reported, with ‘the report: adding that anfi-drag efforis are
accelerating; amid growing anti-LGBTQ+ sentiment from conservative
politicians. Another report from the Anti-Defamation’'Leagne and the LGBTQ+
organization. GLAAD: ‘shows. there have: been more: than 350 incidenis of
harassment; vdndalism or assault from June 2022 to April 2023, which the
report:states coincide with an increase in rhetoric and legislation. targeting the
GBTQ+ commumty Source; ABC, 6/22/2023

#analyst Comment* On 22 Jung 2023, the: Anti-Defamation Leagne (ADL) and the Gay & Lesbian Alliance Against
Defamation (GLAAD) released a - joint report detailing anti-LGBTQ+ incidents in the United States between June 2022
and April 2023. The teport, titled “Year in Review: Ant-LGBTQ+ Hate & Extremism Incidents, 2022 —2023,” found that
there were 356 incidents during the course of the study, mcludmg “305 incidents of harassment, 40 incidents of
vandalism, and 11 inciderits of assault and that 49% of the: incidents were “perpetrated wholly or substantially by
individuals: associated with: extremist-groups.” The report: claims that 138 of the incidents targeted drag performers and
‘performances, though “schools: and educators, health ¢are facilities and providers, and. _government buildings and elected
officidls’ were alsa targeted. According to the Institute for Strategic Dialogue;-which released a separate Tepott on anti-
LGBTG+ incidents also:in June, the Proud Boys are-“the leading group behind anti- drag activity;” and have protested 60
different drag events, and been involved in verbal or physncai altercations a1'39 of them, Over the past few weeks, Pride:
events.scheduled in the U.S. and Euvrope have faced a series of threats, including a Kansas man - who-was arrested for
threatening to' bomb and commita mass shooting at a Tennessee pride event; three tegnagers who were arrested in Viennag,
Austria for planning to conduct a. vehicle ramx:mng attack at a Pride festival, and.a man-was arrested for making a series of
threaty against .an. upcoming Pride festival in Oslo, Norway; ‘which was aftacked last year when an Kranian-born
Norwegian citizen committed a mass shooting at it, killing two people and wounding 20, Source; Suiface Transportation
& Public Transportation ISAC Transit. & Rail Intelligence Awareness Daily Report (TRIAD)

For situational awareness: the Tacoina “Pride Festival” is scheduled for Saturday, Joly 8, 2023 12:00
noon to 6:00 PM. The locationis the 700-800 block of Pacific Ave. -Currently There are no known threats or concerns at
‘this time,

| 2023 Trafficking in Persons Report.

"This year's Trafficking in Persons Report provides a comprehensive overview of the
state of human trafficking around the world.and the tools-we are usmg 0 strengthen
| ourresponse and coordination, It also hlghhghts the stories of survivors, emerging
| tactics—like: cyber scam operations—used by traffickers and prowdes
recommendations for how' we can- better ‘work together 1o address ‘this -crime. The
report is the product of the hard work and dedication of countless. individuals and
organizations: around the world, who are engaged in the fight against: human
Erafﬁcking sometimes at greaf personal sisk, The pages that follow are an immediate
call to action, Tackling a glabal. problem like trafficking requires.a global coalition,
one that cuts across government; business, and ¢ivil society: By sharing resources and
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information, we can better-equip:front-line stakeholders. to: track and respond to evolving trafficking trends, By parinering
with sutvivors, we can bétter establish trauma. informed. anti-trafficking’ policies and strategies. And by leverdging
ttechnology, we can’better address the nexus between finance and’human trafficking and better detect online exploitation,
‘Source; Department of State; 6/19/2023

*Analyst Comment Human trafficking involves forced labor; ranging: from physical labor to sex work, and over 25
‘million’ people worldwide arg victims of huoman trafficking. The fight against human trafficking requires governments;
international organizations, the private sector, non-government: organizations, and, survivor: focused or surviver-led
‘organizations cooperate and ‘implement: measures that enicompass prevention;,: protection; and ‘prosecufion, which are
referred 1o as the three pronged approach. This need for cooperation and the importance of the three- -pronged approach is
hightighted in the United States’ Trafficking Victims Protection Act of 2000/ (FVPA), which “recognizes the importance
of both the: threerpronged approach and stritegic partnerships. in global efforts-to fight hyman trafficking.” According to
the U.S. State Department’s 2023 Trafficking in Persons Report, the extent of human frafficking has been exacerbated by
outsourcing manufacturing to regions that have no rules regarding labor protections or environmental safeguards and little
capacity’ or desire fo create those Pprotections; The internes dnd socidl media have also created additiondl rfecruiting
methods: to lure vulnerable populations into. forced labor. The report documents thousands of cases of cyber scams that
have been used to snareivictims into forced labor. According to the U.S. Department of Transportation’ (DOT), human
traffickers “often nse public transit because it is low cost, offers gréater anonymity in buying fare cards, and provides less
direct interaction -with: government: or transit officials” In. 2012, the DOT formed the Transportation Leaders Agamst
Hunman Trafficking (TLAHT) initiative which brings the transportation and travel industries together to maximize their
efforts. :in identifying: and acting against hnman  trafficking. The: report. can be found. ‘in its: entirety at:
’hm)‘i /A AR &tate Eov/renorts/2{)23«traff1<:ﬂngqnmer;.ons—repcart/

Source; Source; Surface Transportation & Public Transportation TSAC Transit & Rail Intelligence: Awareness Daily
Report (TRIAD)

All Railroads Must Alert First Responders Within 10 Miles of Derailed Train Cargo
Under New Rule

[United. States] Federal regulators ‘want first responders to. 4 train
derailment to know exactly what they are: dealing with even before they
reach the: scene; because: the dangerous chemicals: {traing carry mlght
require:a specialized resposse. ‘So-the. Pipelines and Hazardous Materials
Safety’ Administration proposed a new Tule Wednesday that- would require
all railroads to immediately send the details of everything aboard. their
trains fo every emergency responder’ within 10 miles, as soon as' the
railroad becomes aware of an.accident: The new mle comes one day ahead
of a Natiorial Transportation Safety Board hearing to scrutinize emergency
responses to the fiery Feb. 3 derailment of a Norfolk Southern train outside East Palestine, Ohio. Source; Associate Press,
6/21/2023

*Ana[yst Commem‘ On 3 Fcbruary 2023 at a;)pronmate]y 9 pim:. Jocal tlme, 38 1ail cars carrying genera] merchandise
derailed in the Clty of Hast Palestme, Ohio. The crash 1gmted a fire that bm‘ned the tank cars as weﬂ as 12 of the n0n~
derailed railcars: The cordon around the crash site extended for two miles and required 2,000 residents of the: town to
evacuate. The tank cars containing the boiling vinyl chloride had to be vented and burned under controlled conditions to

prevent an explosion, and the burnmg chemicals resulted in numerous ecological complications and-inhalation hazards,
Following' the accident, the 1.8. Department of Transportanon {(DOTs) Plpelme and. Hazardous, Materials Safety
Administration is recommending that in addition to the existing “AskRail” app in.use by first responders. that enabled
them fo query the contents of rail cars; electronic push notifications and proactive efforts by rail persormel should be made
to:notify. emergency’ personnel within 10:miles of any. crash site or derailment involving hazardons. materials. This would
save valuable time by providing first responders-with dataprior to-their arrival on scene. Currently, first responders have
to arrive on scene and query the train inventory using the app before they krow' what they are déaling with. Dot
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Secretary Pete'Butfigieg stated, “Our-proposal - would improve rail safety and help yretect communities across the country
by tequiring railroads’ to maintaiv detailed, real-time information about trains: carrying hazardous materials;” The DOT
‘proposal ean be-found at:
https://www:phmsa.dot.gov/mews/usdot-propéses-requirements-real-time-hazmat-information-firefighters-and-first-

Fesponders.

Source; Source; Surface Transportation. & Public. Transportation ISAC Transit & Rail Intelligence Awareness Daily
Report (TRIAD) ' |

INTERNATIONAL

Three Arrested Including 14-Year-0ld as Police Foil Attack on Vienna’s Pride Parade

[Vienna, Avstria] Police in’ Austria say they foiled.an attack on Vienna's annual
‘Pride parade-Saturday after arresting three suspects with alleged links to Islamic
extremism. The three — aged 14, 17 and 20 ~ are Austrian-nationals of Bosnian
and Chechen origin, Omar Haijawi-Pirchner from Austria’s State Protection and
Intelligence Directorate (DSN) told journalists at a hastily called press conference
Sunday: They had ‘allegedly become: radicalized online' and developed views
sympathetic to [Islamic State Group-(I8G)], according {0 Hagavsu—Plrchner “In
our democratic society; hate and terror have no place,” he: said. State ‘police
president Gerhard. Piirstl told )oumdzsts “For the LGBTQ ccmmumty, many
Islamic as well as nght»wmg exfremists represent an: intense -enemy, which is
clear from the violent crimes that have been committed during events-in the past
across-the world, as well as in Enrope.” The DSN: bad advance knowledge of the
suspects” alleged. plans and kept: them “‘under constant’ control:” The trio were
arrested ‘ahead of Saturday’s parade by Austria’s Cobra special forces. Source;

CNN, 6/18/2023

FAnalyst Comment® On 17 June 2023, Austria’s. State: Protection and Intelligence. Diréctorate (DSN), Task Force: Cobra
arrested three: Austrian nationals of Bosnian and. Chechen origin, ages 14, 17, and 20, who are suspected of planning a
terrorist attack in Vienna, Austria. The individuals were allegedly motivated by Islamic State Group (ISG) ideology and
are suspected, of planning a coordinated attack on Vienna’s annual Rainbow Parade, which is attended by appmmmately
300,000 people each year: According'to-an 18 June press release, the three suspects were arrested approximately an hour
before the: parade began, though there was "no danger-for the parficipants 6f the parade at.any time" because: Austrian
officials had *advance knowledge of the suspects™plans” and kept the:suspects “‘under constant control.” During searches
of properties associated with the ‘suspects; Austrian’ police' found “various. evidence,” mciudmg three: long: guns, a
‘handgun, a.sword, 4 knife, and a hatchet, A spokesman for the DSN. said that the-individuals. were radicalized online, and
that: they may have: also intended to use a car during their planned atfack. According to' the' European Union’s 2023
Terrorism Sitnation and Trend Report {TE-SAT), 266 individuals were arrested on charges related to jihadist motivated
terrorism: in. Europe in 2022, The 2023 TE-SAT also claims that Europe saw two completed jxhad}st terrorist attacks (one
in France, and one in Belgium), and four foiled jihadist terrorism attacks (three'in France, and one in Belginm) throughout
2022,

*Analyst Assessment® Last year 31 members of the Patriot Front ‘were arrested. in' Idaho for pianmng to riot at a Pride
event and :members of the Proud Boys disrupted an event in' San Lorenzo, Calif. This month, pmtcstcrs clashed. in
California and Montana, and Pride flags were vandalized at the Stonewall Monument National Park in NYC; according to
ABC News: NYC’s annual Pride March will start-with elected officials stepping off at 11am on Sunday, June: 25 and is
expected. to: include more: than: 700 groups and millions: of spectators. The route can be found here. In past years, the
March has gorie on for between six and 12 hours, Source; Watchling@fdny.nyc.gov
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Other National/International Articles of Interest (Links):

Seattle safe? Seattle PD chief thinks so
vhtt sai /i www dnigh com!amcle/new S/locaUseattielis~sea§tie-safe—nohcewhmﬁadnan-ﬁxa2/281 24f’74456-cab3~4af8-<
s8eb1-93f7b90633d1 '

Renton PD busts nationwide retail theft ring
httns //komenews. cBm/news/iacal/renton»-pohcewdepartment-staien—&tems»fredvmever~h0me—depot~target«walmart*
shoplifters-mniti-million-dellar-retail-theft-operation-special-enforcement  téam-ehay-e-commerce-mercharidisetf

Extremist messages spread Snohomish Co.
‘hitpsy//www. fox13seattle. cnm/‘newshts%eallv-dlsheartemn‘
county’

-violent-extremist-messages-spread-in-snohomish-

:Sleepmg Seattle driver's arrest leads to recovery of fentanyl more drugs and cash
htips: //komonews. cnm/news/imaifsleegmg drivernsecttﬁe«fentanvi drugs«-crlslsucrmle-meih-herom-cacdme ;mwder-
‘pills-cash-methan hetarmne-dealer—selim .1nten:-‘-nalf(.‘fc§t;esﬂ-ﬁieal—a;siee» -i)ehmd-wheei-block-szdewalk;bﬂ:e-!ane-

ciothes—klridand-w ashmﬁun-fbl#

Border Patrol sets record with 29 terrorism suspects encountered in May
bitps:ffwww.washingtonitimes.com/news/2023/jun/20/border-patrol-sets-record-29-terrorism-suspects-en/

FBI Terror Watchlist Arrests, Encounters at Southern Border for FY 23 Hits All-Time
Record

hitps:/fwww foxnews.com/politics/fhi-derror-watchlist:arrests-encounters-southern-border-fy-23-hits-all-time-
feeord

Suspect Arrested After FBI Uncovers Alleged Mass Shooting Plot
‘https://abenews.go.com/amp/US/suspect-arrested-after-fhi-uncovers-alieged-mass-shooting/story?id=100155442

Kansas man accused of threatening ‘mass shoofing’ at Nashville Pride event
bttps://www.wsmy .com/2023/06/20/kansas-man-sceused-threafening-mass-shootin, ~na§hv1ﬂe-‘ nﬁe—ment[

75 people shot, 13 fatally, in_ Chicago over violent holiday weekend
htt s://abenews. er.wm/U /15-people-shot-13-fatally-chica (u-vmlent-ha]m:sv/storv"1d-100”28756

Norwegian Citizen Arrested in Hungary for Alleged Extremist Plot ;
hittps://abenews. mwmllnternatwnallwzreStor norw ian~c1tlzen~arresteé~hun ary-dlleged-extremist-plot-
100225790 ) ‘ ' '

'Why the current state of court security is cause for concern

hitpsi//www.pelicel.com/conrthonse- secumtviameieslwhv-the-current-state uf»cuurﬁ—secuntv-ls»cause-for—concern-
.rKRHeXzathO UkN/?utm sourw-—-l’uhcel&utm campaion=3854b64844.
EMAIL CAMPAIGN 2023 (}6 _20:04 - bﬁ&utm medmm:emaﬂ&uim term:D 5:384e692€}bu50997291e0~
'%SBLIST EMAIL ID%59

#TPD/PCSD Homéland Security Reports Received this week 7.
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To: SHRCOMMISSIONED[SHRCOMMISSIONED@piercecountywa.gov], SHRJCO[SHRJCO@piercecountywa.gov]
Cc: David Hutchinson[david.hutchinson@piercecountywa.gov]

From: Gary Smith

Sent Fri 6/30/2023 2:43:53 PM

Subject SSRIG Weekly Intelligence Summary 26 - 2023 (June 30, 2023)

Received: Fri6/30/2023 2:44.07 PM

SERIG Weekly Summary 26-2023. pdf

23-0099 WSFC SETA - Tacoma Summer Blast (04Jul23} - 22.4un23 (U-FOUO) pdf

(U) FBI - Law Enforcement Officer Deaths (20230101-20230430) - 20230501 .pdf

Also Attached to this email is The Washington State Fusion Center (WSKFC) Special Event Threat Assessment for
the “Tacoma Summer Blast” (July 4, 2023) & the FBI’s Law Enforcement Officers Deaths Data from (01/01/2023 -
04/30/2023)

South Sound Regional

Intelligence Group
SSRIG email: PCINTEL @piercecountywa. sov

Weekly Summary

#26-2023 June 30, 2023
Gary Smith This document is a FOUO communication and is not
Intelligence Analyst to be disseminated oufside of the 1aw enforcement or

inielligence communifies.

Gﬂw.Srmﬁ]((_i{n.tﬂcomﬂiv.la.us Dissemination fo media sources is not anthorized.

(253) 594-7964

REGIONAL
4th of July Pierce County Threat Concerns & Mitigation Measures

Fourth of July Travel Expected to Reach Record-High

OFFICER SAFETY

Criminal Arrest Warrants Heather R. Jolicoeur

ATTEMPT TO IDENTIFY —- ROBBERY

OFFICER AWARENESS

Identify Illegal Gambling Machines

ATI street racer

CYBER THREATS

PCSO P026498 Hendricks 001960



The FBI Has Formed a National Database te Track and Prevent 'Swatting'
Daily en Energy: The Latest Details on Cyber and Physical Threats to the Pewer Grid
Metro Vancouver Transit Police Hit by Cyber Attack

PUBLIC SAFETY

Steady Rise in Vape Product Poisonings Among Kids Under Five
CDC & FDA: E-Cigarette Sales Up Nearly 50%0, Calls to Poison Control Up 100

FDA: 9 in 10 Calls to Poison Control for E-Cigarette Ingestion Involve Children Under 5

Report Determines Fentanyl is Often Unintentionally Ingested

U.S. Pedestrian Deaths Reach a 40-Year High
NATIONAL
US Retailers Targeted with Bomb Threats, Seeking Bitcoin and Gift Cards -WSJ

INTERNATIONAL

United States: U.S. To Prosecute Chinese Companies on Charges of Trafficking Fentanyl
Ingredients

Texas Man Sentenced to Over 13 Years for Attempting te Provide Material Suppeort to [Islamic
State Group (ISG)]

Other National/International Articles of Interest (Links):

Gary L. Smith

Gary L. Smith

Criminal Intelligence Analyst
Regional Intelligence Group
TPD/PCSD

Tacoma, WA

(253) 594-7964

(253) 405-6214 (C)
gary.smith(@cityofiacoma.org
gary. smith{@piercecountywa.gov

*There must be a Lone Ranger!” o>
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| KEY OBSERVATIONS

The 6 law enforcement officars feloniously killed in April 2023 represent 2200 percent Increase compared
ta the 2 officers killed during the same period in2022. Firearms were used in 16 of the 18 felonious deaths

in 2023, and 2 deaths involved the use of a vehicle as a weapon. The leading circumstances surrounding

-the officers’ deaths were related to investigative/enforcement (6} and parsuit (4). Accidental deaths of law
enforcement decreased-100 percent when comparing April 2023 (0) with those of April 2022 (1). Accidental

deaths in 2023 were due to motorvehideaceidents (5), aircraft crashes {2), and afall(1). The Miclwest:

and Seuthern regions have the maost faw enforcement deaths in 2023, with 9 deaths each. Although not
| represented in the below graphic; 6 officers have died from the following medical conditions in2023;1

officer died from iinesses refated to COVID-19, 1 officer died from conditions related 10 9/11, 2 officers
- died from cancer, and 2 officers died due to other natural causes:

Dfficer Deaths by Month
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Officer Deaths by Region MIDWEST
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#Felonious: #Accidental

Felorious: 3
Accidental; 1 PUERTO RICO: A
and Outlying t
Territories 2
Faloniousz 0 8
Accidental: g
- ]
" Circumstances of Officer Deaths u
1% Felgnious: ) B Aucidental X
& Administrative assignment 5 Motor vehicle crash o
6 Ambush (entrapment/premeditation} 0 Assisting/investigating vehicle crash Z
o Arrestsituation ) 4 Assisting motorist g
; Assisting another law enforcement officer 0 Engaging in vehicle pursuit ¢
4. Assisting motorist: 1, Escorting dignitary or funeral g
& Citizen complaint G Overseeing work zone g
3. Crime in progress (robbery; burglary; etc.) 2 Patroliing o
1 Disorder/disturbance (domestic distur- 0 Performing traffic control )
bance, civil disorder, stc.) o Performing traffic stop ki)
# Encounter/assist an emotionally disturbed 1 Respondingto emergency .
person. 0 Responding 1o nonemergency- pa
& Investigative/enforcement (Drug-related. 0 Training
matter, wanted person, traffic violation i Other

stop). 0 Pedestrian officer struck by vehicle

@ Qut of service (court, dining; etc.) O Assisting/investigating vehicle crash

0 Providing/deploying equipment (flares; O Assisting motorist
traffic cones, etc’) O Providing/deploying equipment

4. Pursuit ] o U Engaging iri foot pursuit

o Reportof ¢rime: {robbery, burglary, etc.} 0 Overseeing work zone

3 Respond to.alarm {audible/silent) o Patroliing

o Serving/attempting 10 serve court order & Performing traffic.control
{eviction notice; subpoena, etc) 0 Perforiming trafficstop

# Tactical situation ¢ Training:

.2 ‘Trafficcontrol (cmshscene,du’ectmg o Other

. Lrafﬁz:, etc) o Drowning

1 Unprovoked attack 1 Fall

2 Other

9 Firearmerelated incident’
2 Aircraft crash

Location of Fatal Firearm Wound
Felonious Killing

Front head

Rear head

Side head

Neck/throat

Shoulder (upper torso) afea
Front upper torso/chest:
Rear upper torso/back:
front lower torso/abdomen
Rear lower torso/back-
Front below waist/groin area
Rear below waist/buttocks
Arms/hands

Front legs/feet

Front legs.

Rear legs

Feet

Multipie locations; unable to
determirie fatal wound

Fatal wound location not reported

5 Officers Confirmed Wearing Body Armor

Distance from Firearm
Feloniguy Kiflings

Weapons Used hy Offender

N
=
f
L%
=)
&
L
R BS NS

o Knives{cutﬁnglnstruments ) Not reported:
I+ Personalweapons{hands,ﬁsts.et E Unknown
{
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Clearances of Incidents
Felonious Killings

15 Cleared
% Yncleared

Feionious Killings

1% Incidents
18 Victims.

‘Incidents and Victims:
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UNCLASS!F]EQ/[FOR OFFICIAL USE ONLY WSFC Tracking Number #23-0099

Washington State Fusion Center Phone: 1-877-843-9522
Special Event Threat Assessment: E-mail: intake@wsfc.wa.gov

Tracked By: HSEC-8 and WSFC SIN-1

TACOMA SUMMER BLAST (JuLy 4, 2023)

{U) Special Event Assessment Rating: SEAR 3.~ An event.of national dnd/or international
importance that requires.only limited federa -su;a;;ort

{U) Event Description:

{U) The Tacoma Summer Blast is scheduled for july 4, 2023, along the Ruston Way Waterfront
in Tacoma, Washington. This event is: the largest free community eventin the South Sound. There will be five music;
over 150 vendors, and beer gardens at Dune Peninsula and. Cummings Park from 1200-2200. The 20-minute: fireworks
display over Commencement Bay will begin at 2200

(U} Executive Summary:

(U//FOU0) The Washington State Fusion Center (WSFC} is not currently aware of any credible or specific threats
targeting Tacoma Summer Blast, or the Ruston Way Waterfront. However, given the ongoing surge in gun violence
and mass shootings nationwide, there is an increased risk for large public gatherings to experience random violence,
targeted violence, and mass casualty incidents. The unrestricted nature of this event may make the introduction of
weapons, such'as knives and firearms, difficult to detect..

(U) The United States remains.in’ a heightened threat environment: Lone offenders and small groups motivated by a
range of ideological beliefs-and personal grievances continue to pose a persistent and lethal threat to the Homeland.
Both domestic viclent extremists. (DVEs) and-those associated with: foreign terrorist organizations continue to-attempt
to-motivate supporters to conduct attacks in the Homeland, including through violent extremist messagingand online
calls for violence. In the coming months, factors that could mobilize individuals to commit violence include their
‘perceptions of the 2024 general election cycle and |egislative or judicial decisions pertaining to scciopolitical issues.
leely targets of potentuaf v:olencamc ude us crmcal i nfrastructure fauth based mstitutlons, |nd|wdua|s or events.

personnelk inc udmg law, enforcement L

= (U] OnJune 17, 2023, a miass shooting occurred at the Gorge Amphitheatre, near George, Washington. The
shooter opened fire at a campground near the amphitheatre, killing two people and wounding two others. 234

® (U} On uly 4,2022, an identified 21-year-old man was arrested after shooting and killing seven people, and.

injuring dozens more, at a July Fourth parade in Highland Park, Illingis & %

{U) Other likely threats exist from nuisances related to public intoxication and various criminal activities such as theft,
disorderly eanduct, and assault—as well as-vehicle'accidents and possible road rage incidents caused by event-related
traffic congestion.22 Additionally, unauthorized drones or unmanned aircraft systems (UAS) flying in close proximity to
event venues and participants can cause accidental or intentional harm

e
. é/{%%,;f”
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*** FOR OFFICIAL USE ONLY *** LAW ENFORCEMENT USE ONLY ***

TACOMA /PIERCE COUNTY

REGIONAL INTELLIGENCE
UNIT

WEEKLY SUMMARY
262023 Friday, June 30,2023

Det:'Sgt. John Pelgado (253)341-1369
gohn delgado@pierceconntywa 2OV,

Gary L. Smaith, Tatel Analyst ,
‘gary. smath@mivaftacoma org: (253} 594 7964

REGIONAL

4th of July Pierce County Threat Concerns & Mitigation
- Measures

(U/FOUQ) Summary; The South Sound Regional Intelligence Group (SSRIG) have
not identified any specific, credible threats to any 2023 4* of July celebrations or
events in Pierce County. However, we assess .domestic violent extremists
(DVEs)continue to pose the most likely threat to the events, based on recent incidents of
1deo]ng1ca1§y mofivated "violence and plots fo target pubhc vennes, officials, law
enforcement, and. government’ bmldmgs. Unaffiliated lone offenders and homegrown vielent extremists: (HVEs) remain a
‘concern due 1o their ability: to act with' litle to no warning, willingness to attack civilians and soft targets, and ability to
inflict significant casualties with weapons that do not require specialized knowledge, access, or training, The SSRIG will
continue to-monitor afl associated events in coordination with other federal, state, and local partners;

‘Most common tactics or threats used during large events across the nation have been:
~Vehicle Ramming’s into Jarge crowds

-Active shooters

-IEDs place atlocations for maximum effect

-Drones becoming a hazard or nuisarice

*Other likely threats exist from nuisances related to-public intoxication and varions criminal activities such as theft,
disorderly conduct, and. assault—as- well as vehicle aceidents and. possible road rage:incidents: caused. by event-related
‘traffic congestion..
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(U//FOU0O) LOCAL CONCERNS

& (U//FOUQ) 4th of July event locations with open access and unsecure: perimeters, such as parks, should be areas: of
concern. for’ possxble attacks. Outdoor celébrations expectmg large: crowds: should block off portions of streets for
‘pedestrian traffic. and set an extended perimeter.

». (U//FOUO) Parades with crowds. of spectators lined along the roadway may be ar risk. Parade routes should be blocked
to non-participant vehicles, and an outer perimeter-should be established.

o (U/fFOUOY Tall buildings, structures, and. parking garages adjacent to enferiainment areas should be swept for
suspicious:persons priorto the events.

» (U//EOUQ) For events with attendees walking Tong distances between parking areas and event-venues; there may be'an
increased risk from criminal activity such as‘public intoxication, disorderly-conduct, theft, motor vehicle accidents; and
-assaulf.

& (U//FQUO) Crowds will likely:gather outside designatéd areas to observe firewerks displays, such as from parking lois
.or highways. Given these are: ontside: designated areas and ‘not-monitored by event officials, these crowds may be at an
elevated risk from potential criminal or dangerous activity, anud may further present. traffic hazards or blockages. Local
law enforcement should be familiar with popular areas for spectating fireworks.

o (U/FOUO) People ofien use Unnianned Aerial Systems. (UASs)—or drones—to. observe. or. record fireworks: displays.
Officers should be aware of local and federal airspace restrictions within their jurisdiction..

. (U//EOUO) As events end and. large crowds attempt to leave at once, there is an increased risk.of pedestrians being
struck by motor veliicles or targeted by criminal actors. -Additionally; slow moving fraffic without clear escape routes may.
be attractive soft targets for threat actors, Traffic congestion will make: it difficult for first. responders 10 access event areas
1in the event of an emergency.:

o (U//FOUO) During 4th of July celebrations, officers should expect-an increased number of public intoxication and TYWI
incidents. Because. official Fourth of July events are: spread throughout the county; there may be:an increased number of
people driving between cities after consuming alcohol.

» (U//FOUO) Officers should expect an increased number of calls regarding gunfire during and surrounding 4th of July
events, Exercise cavfion and watch for people shooting. guns in the air, Celébratory gunfire often causes property damage
and may cause injury or death.:

* (U/FOUO) Locat clubs and bars with relaxed security measures:may be attractive soft targets to threat actors because
they offer easy accessto large crowds: Local law enforcement should be familiar with popular establishments:and events
during the holiday weekend.

» (U/FOUO) Officers: should also be aware that nde—shanng services-will be hxghly utilized, Rlde—shanng vehicles may
cause roadway bleckages in front of event locations that could prevent or dclay first responders as they respond to an
‘incident, Officers should be aware of event locations: that: may become congested,. and identify alternate: routes, if
-available,

(U/FOUQ) Domestic Terrorism

(U/EFOUO) We have no information indicating a planned attack against July 4, celebration events by Domestic Violent
Extremists (DVEs). Independence Day celebrations do- not .conflict with any recognized domestic extremist ideology.
‘However,.conspiracy theories, accelerationism, .and misinformation on social media platforms could influence a potential
thréat actor’s behavior and increase the likelihood to commit violence at these events.

{U//EOUO) Lone offenders and HVEs are: self-radicalized, lack direct links to known extremist organizations, and pose
the greatest ferrorism threat due to their unpredzctablhty They are of partlclﬂar concern. due: to their ability to remain
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undetected until operational as‘well as their willingness to attack civilians and soft targets. These threat actors possess the
ability to inflict significant casualties with weapons that do not require specmhzed knowledge, aceess, or trammg, such as
firearms, knives, and vehicles.

& (U//FOUO) Last year on.4 Tuly 2022, Robert “Bobby” Crimo, armed ‘with a semi-antomatic rifle, fatally shot seven
‘people and wounded approximately 30 others from a rooftop during a 4th of July eventin Highland Park, 1L. ftis believed
Crimo planned this shooting weeks: in advance and potentially planned a second shooting. Crimo dressed in’ women’s
clothing to conceal his identity-to blend in with the crowd and flee the: scene.

(U/FOUO) Foreign Terrorist Organizations (FTOs)

(U/fFOUO) The FBI remains concerned regarding’ the sustained ‘interest by terrorists and criminal mass shooters: in
targetmg sporting events’ and mass gatherings. Al-Qa’ida, the: Islamic State. of Irag and ash-Sham,. and their affiliates
remain -infent: on atiacking Western targefs and continug' to-call on individuals' to conduct independent attacks in the
United States using a variety of weapons and tactics, mcludmg vehicle Eammlng edged weapons, improvised explosive
devices, and small arms. Numerous: plots and attacks demonstrate: the continued interest of foreign terrorist organizations
and cher violent extremists: 10 target mass gatherings and other soft targets such as spomng £vents, music venues;
shopping districts, and mass-transportation systems.

(U//FOUO) POTENTIAL THREAT INDICATORS: While: event security measures may reduce threats for a large-
scale. attack, small-seale targeted attacks remain a possibility. Due to the size and nature of some events associated with
4th: of July celebrations, officers and organizers are reminded to remain vigilant for' possible attack locations and
‘suspicious behaviors exhibited by persons attending any event.

(U/FOUO) Analyst Commenty Some of these pubhc events may- be viewed as an opportuaity’ for individuals motivated
by extreme political, ideological, social, or religious issues to use these public events as.a piatform ‘to carry-their agendas
forward. Though first amendnwnt—pmtected activities may be planned as peaceful, there is 4 possibility for' aggression
from those with opposing ideologies..
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Fourth of July Travel Expected to Reach Record-High

Nearly 51 million people in the: United States are projected to-travel over Fourth of July
‘weekend, dccording to AAA, ... That's the highest number on record for Americans
traveling by car and air over. the Independence Day holiday. This year’s projection
surpasses the previous July 4th weekend record setin 2019 of 49 million travelers. .
"We've never projected travel numbers this high for Independence Day weekend,” sald
Paula Twidale; senior vice president of AKA Travel. "What this:tells us is that despite inventory being limited and some:
prices 50% higher, consumers are not ctting back on travel this summer,” she added.. Source; Axios, 6/26/2023

*Analyst Comment*The American Aufomobile Association (AAA) regularly reports on travel statistics in the United
‘States and is'predicting that50.7 million people will travel at least:50 miles or more from their homes over the upcoming’
Independence Day weekend. The: Independence. Day haliday travel period is defined as the five-day period from Fri Y,
30 June to Tuesday, 4 July. This is'a record high-number and exceeds the pre-pandemic Independence Day-travel record
of 49 million travelers:set in 2019; The majority of travelers, approximately 43.2 million, or 85%; will travel by car, Air
travel is also expected to break records as 4.17 million bookings have been made over the holiday weekend, AAA also
expects that'3.36 million people will travel by over-the-road bus, cruise ships, or passenger trains, which is 224% increase
from last.year’s passenger traffic, Major metropolitan areas are expecting significant delays with the surge in fraffic; and
travelers are-advised o avoid being on the road between 6 a.m. and 6 p.m. if af all-possible; To assist-with:scheduling and’
trayel planning; AAA has charted specific times of peak congestion when traveling: thmugh spemﬁc major metropohtan
-argas, which can be found at: hittps:/mevwsroon.aaa.cony/2023/66/record-breaking )| i
weekend/

‘Best/Worst Times to Travel and Peak Congestion by Metro

INRIX, a provider of transportation data and insights, expects Friday, fune 30 to be the busiest day on'the roads during the
TIndeperidence Day hohday weekend, with werage travel times up nearly 30%: over normal. Major metros like- Boston,
Seattle and Washmgten DC are expected to see the worst traffic. lNRIX recormnends leavmg in the mormng or after 6
dnvers s.hould prepare for above- average dﬁlays tor their favorite destmatmns,” said Bah Psshue? transpcrtauon analyst al
INRIX. “Using traffic apps, local DOT notifications, and 511 services.are key to' minimizing holiday travel traffic
frustrations this Independence Day.”
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OFFICER SAFETY

Special Bulletin

TACOMA POLICE DEPARTMENT

Bulletin Number: §23.114 Fune30%, 2023
Det.C. Lawless Office (253) 830-6522
Tacoma Police Department . Celi (253 255-8327
Criminal Investigations Email clawless@cityoftacomaorg

Aggravated Assault/Homicide

Criminal Arrest Warrants Heather R. Jolicoeur (9/27/1986)

Heather R. Jolicoeur (9/27/1986) currently has two felony warrants for her arrest out of Pierce County (FTA Attempt to
Elude Police Vehicle and UPCS w/ Intent to Deliver/UPOF 2*) plus two misdemeanor warrants out of Tac Muni and Dist
#1. She has prior felony convictions for Felony Harassment and is known to carry a firearm. Jolicoeur is wanted for
questioning in numerous investigations in Tacoma and Milton, Jolicoeur has recently been seen driving a newer dark gray
Nissan Murano 4 door (spare rear pass tire), a newer silver Chrysler Sebring 4 door with a black bumper and an early
20007s silver Cadillac CTS 4 door.

There is currently no freésh probable cause for her arrest, but arrest on the outstanding warrants if contacted. There is no
current address for Jolicoeur; Please seize any cellular communication devices as evidence for follow-up search warrants.
If she is contacted in possession of a vehicle, please have the vehicle towed to Tacoma Police HQ for a follow-up search
warrant. Jolicoeur should be considered armed and dangerous so use appropriate caution during contact.

Please contacted Detective C. Lawless (253-255-8327) or Detective T. Song (253-732-3482) if arrested. Please do not
discuss any active investigations with Jolicoeur.
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Tacoma | puncsia suever: s23.113

Special Bulletin

TACOMA POLICE DEPARTMENT

Jirne 28, 2023

Det.:S. Shank #045
Tacoma Police Department
Criminal Investigations Division

Office: (253) 594-7839
] Cell: (253) 720-2569
Email: Sshank@cityoftacoma.org

uv. O
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Pierce County SPECIAL
Sheriff's Department

CRIMINAL INVESTIGATIONS DIVISION BU LLET!N

PCSD CIB 23-040s PCSD CRIMINAL INVESTIGATIONS DIVISION June 29, 2023

ATTEMPT TO IDENTIFY — ROBBERY

Pierce County Sheriff’s detectives are attempting to identify the suspects responsible for a robbery with bear mace-under
PCSD Case #23-151-02456.

On 5/31/23 at 2100 hours, the depicted suspects stole two carts full of items from the' South Hill Target 10302 156th St E.
When confronted, one suspect pointed a can of bear mace at the employee and threatened.to spray them. The suspects left
in a silver Dodge minivan
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Suspect #1 is a white female in her 30s, 57, heavy set, with stiort hair, wearing blue jeans, a gray t-shirt, and a black
jacket..

Suspect #2 is a white female in her 30s, 52, heavy set, with long hair ina bun, wearing a striped dress.

Vehicle: Silver Dodge minivan with multiple stickers on the back- window.,

‘Actual Vehicle:

If you have any information on the idenitity of the suspects, vehicle, or similar incidents, please contact Detective Shane
Masko at.253:377-5398 shane.masko@piercecountywa.gov.

Washington State
Gambling Commission

Identify Tllegal Gambling Machines
‘Bulletin
June 21, 2023
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The  Washington State Gambhng Commission receritly seized:several machines that facilitate Lllegal on-line gambhng
“The machines were located in convenience. stores/gas stations in Pierce County The way it works is a customer
downloads a gambling appon a device and deposits cash into'the convenience store Kiosk to purchase credits to wager on
slot type games-through the app. The kiosks also hiave the abﬂity to:pay customers-out in cash, The machines have the
‘name: “Connect Pacific” (sce below phcvto) Ifa machme is 1éent1ﬁed, ;)Iease don’t contact the OWner or notlfy zmyone at
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ATI street racer

Kent P is attempting to'identify the below car and.its owner/driver for involvement in illegal street Tacing crimes.
‘The'car is 4 white Chevrolet Camaro; bearlng a fictitions Washington State-style license plate of “CHVYBOL™

Kent PD.case #23-8112. If Identified contact; J. Bava, Commander; Kent Patrol | Police Department,:253-856-5834,
jbava@kentwa,gov.

CYBER THREATS
The FBI Has Formed a National Database to Track and Prevent 'Swatting’

.Author Patrick. Tomlinson. and his wife, business owner Niki Robinson,
“haye been "swatted” at their home in' Milwaukee more than 40 times, ofien
'resultmg in’ police pomtmg guns at. their heads. Their tormentors have also
_called in false bomb threats fo-vepues: using their names in three states. Yet
law enforcement hasn’t been able to. stop. the calls: ... To. conibat the
growing problem, the FBI has begun taking formal measures to gef a
; comprehensive picture of ‘the problem on a national level, Chief Scott
‘Schubett. with. the bureau’s Criminal Justice Information Services headquarters in Clarksburg, West Virginia, told NBC
News.that the agency formed.a national online database in May to facilitate information. sharing between hundreds: of
‘police departments and law’ enforcement agencies across the ‘country perfaining 10 swattmg incidents; Source; NBC,
6/29/2023

#Analyst Cominent™The Federal Bureaw of Investigation (FBI) has created a national online database to better addréss the
growing problem. of swatting. Chief Scott Schubert with the FBI's Criminal.Justice Information Services told NBC News
that the -agency formed -the: database’ in May ‘of this year to increase information shamag between law enforcement
-agencies and departments regarding swatting incidents: Early this year, a swatting campaign featuring a synthesized voice
targeted high ‘schools, businesses, and. personal residences in Texas, Pennsylvania, Florida, Virginia, Maryland,
Washmgtﬂn, and California. The calls claimed that there were ongoing bomb threats or active shooters at-the targeted
organizations and homes. A Telegram channel, Torswats, is believed to have been behind the months-long campaign. The
channel runs a swatfing- ~for-service: operation that allows customers to buy 4 gomputer- -generated swatting call. They. offer
school swatting’ calls for $75 and “extreme swatting” that will likely xresult in the victim being” handcuffed by law
enforcement-for $50, All payments are taken in cryptocurrency and discounts are offered to returning users, The channel
hias numerous recordings of their swatting calls available on Telegram, There are other swatting groups on Telegram, and
Discord, .one’known as “The: Comm’ is currently under investigation by the FBI for swattings: that targefed educational
‘institutes. Swalting incidents can’be lethal. In 2017, a 28-year-0ld Kansas man was killed by ofﬁcers wheo had arrived at
his home: after receiving a swatting call, The person responmble for the call, a serial swatter; is serving 4 20-year senfence
for the incident. Source; Over the-Road-Bus Intelligence Awareness Daily (OTRBIAD) Report.
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Daily on Energy: The Latest Details on Cyber and Physical Threats to the Power Grid

| Attempted. aftacks on the grid increased nearly severni-fold between May 2022 and
December 2022, according 1o a new report from the North American Electric
Reliability- Corporation.. This. includes physical -attacks—such. as vandalism, assault,
| and ballistic attacks; but also new: types of malware and ransomware by wlnch hackers
can seek to access the grid. This new threat data, was outlined yestcrday in NERC’s

new: 2023 State: of Reliability: Overview:. The Electricity Information Sharing, and
Analysig Center, or E-ISAC, conducted 90 separate intelligence ‘briefings and shared
870 ifidividual information posts on relevant cyber and physical thredts to the U.8.

energy industry last ‘year, NERC said yesterday. Source; Washington Examiner,
6/26/2023

*Analyst Comment* Each year, the Electric Reliability Organ'izatiﬂn (EROY Enterprise, which is made up of the North
American Electric Reliability Corporation (NERC) and six regional entities, analyze the reliability of the bulk power
-system for the United States, as well as challenges the bulk power system faces likeweather related disasters, strain to the
system during’ penods of peak demand, ‘production issues, physical equlpment mtegnty and maintenance, and secunty
threats. According to.the 2023 State of Reliability Overview, “Hostile nation-states persist-in targeting N orth American
‘critical infrastructure’ and are constantly evolving their methiods to compromise the grid's reliability, resilience, and
security, Domestic exiremists have also .demonstrated the: intent 1 atfack the electricity infrastructure-and. take violent
action against: grid. assets™ The latfer half' of 2022 saw a seven-fold increase in both physical and cyber-atfacks on
electricity infrastructure, as well as ‘a “dramatic uptick in malicious cyber activities;” The' NERC is ‘working 1o’ evolve
system protections to strengthen the grid’s defenses and resilience, and have recommended: “ongoing development and
adaptation of cyber and-physical security standards-and guidelines to keep up with the ever-changing threat landscape.”
The 2023 State of Reliability Overview can be found at:

https /Awvw ners.com/pa/RAPA/PA/Performance%20Analysis%20DL/NERCT SOR: 2023 Overview.pdf:

Source: Surface Transportation & Public Transportation ISAC Transit & Rail Intelligence Awareness Daily Report:
(TRIAD)

Metro Vancouver Transit Police Hit by Cyber Attack

Metro Vancouver Transit Police has disclosed: that a limited number of its files.
were accessed during a cyber-attack on MOVEi; a third-party file transfer
software used by the agency. Hackers were able to.dceess 186 files that had been
transferred using MOVEit. There isa thorough review nnderway to defermine:
what information is contained within the 186 files that were accessed. Hackers
did not have access fo the Transit Police network, The files were accessed due to
a security vulm:rabﬁlty within the MOVEit software, which has since been patched and repaired. Transit Police'is one of
many organizations around the world that has been' impacted by the Zero-Day MOVEit security vuinerability..Source;
‘Homeland Security Today, 6/26/2023

*Analyst Comment™ On 19 June, the Metro Vancouver Transit Police (MVTP) issued.a press release notifying: the public
that:they had been impacted by the zero-Day MOVEit security vulnerabxhty According to the MVTP, ClOp ransomware
accessed 186 files on their server. Transit police have confirmed that “a thorough review is underway 10 detérmine what
information is contained within the 186 files that were accessed.” Cl0p ransomware:is the main threat actor exploiting the
MOVEit Transfer vulnerability, The flaws in MOVEit Transfer are SQL injection vulnerabilities tracked as CVE-2023-
34362 and. CVE-2023-35036, On: 18 June, Progress Software; the owner of MOVEit Transfer; issued 4n advisory fo
customers to patch a third SQL injection vulnerability, CVE-2023-35708, This vulnerability could enable a threat actor to
escalate privileges and unauthorized access. According to Progress Software, “An attacker could submit & crafied payload
1o a MOVEit Transfer application endpoint which could result in modification: and .disclosure of MOVEit- database
content.” The U.S. Director of the Cyberseeurity and Infrastructure Security Agency (CISA), Jen Easterly; told reporters
‘that these attacks are “opportinistic” and do.not pose “a systemic risk to.,.national security.” Patches are available for at-
risk: devices. ‘Transit police have: confirmed they have applied. the latest patches.. Additionally, Progress Software: has
‘advised ‘that MOVEit customers disable: all HI'TP and. HFTPs traffic to their MOVEit Transfer environment; delete
upauthorized: files and user accounts, and. reset. credentials. Source; Over the-Road-Bus Intelligence Awareness Daily
(OTRBIAD) Report,:
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PUBLIC SAFETY

Steady Rise in Vape Product Poisonings Among Kids Under Five

June: 22,2023 (U.S. News) Center: for Tobacco Products at the: U8, Food and Drug
Adﬂnmstranon The number of cases of vape producwelated poisonings reporied o
America’s: poison_control centers: doubled between 2018 and early 2023, a new report
finds. The bulk of those cases were in kids under the age of 5. And another new report,
. released Thursday by researchers at the 11.8. Centers for'Disease Control and Prevention,
found that U8, sales of e-cigarettes just keeps rising, from 15.5 million units per month
in 2020 to nearly 23 mﬂhon umts in' 2022, That means a lot of vaping devices, refill containers and other paraphemaha are
left lying around. i American homes, , ready for small hands to. grab and explore. The new feport examined National
Poison Data:System (NPDS) data- for Apiﬂ 2022 through to'the end of March 2023, The number of monthly exposures
climbed by 32% over the: coutse of the year, from-476 cases reported in April 202210 630 by March 2023. Among all
exposures, 6,074 [87.8%] occurred armong children aged less than 5 years. Sourcey usnews.com/health

‘hitps//www usnews: cem!news/healm—news/amcies/”?0’?3»06’27/5teadv—rzse~m~vape~modact-;)oxsonlngs~ameng—kidc;«
under~5

CDC & FDA: E-Cigarette Sales Up Nearly 50%, Calls to Poison Control Up 100

The Centers for Disease: Conirol and Prevention (CDC). réleased. a: report
Thursday" aniniouncing e-cigarette sales rose 46.6% over the last three years
and were largely driven by fruity or menthol-flavered products. According
to the report, which includes: figures from the CDC’s analysis .of data
collected by a market research firm, e-cigarette sales went from 15.5
million: in Jan. 2020 to 22.7 million in Dec, 2022, During that. same
fimeframe, the number of e»mgarettﬂ brands rose from 184 to 269 — an
increase. of nearly 50%. *The surge in total e-cigarette sales: during 2020-
2022 was driven by non-tobdcco flavored. c-;:xgarette sales; such. as
smenthiol, which dominates the prefxlled cartridge market, and fruit and candy flavors, ‘which lead the disposable e- cigarefte
market,” [the] Tead author of the CD€’s market analysis, wrote:in a statement. Source; (Campus Safety Magazme} 21,
2023 via DHS S&T Chemical Security Analysis Center Chemical Current News Report

hitps:/fwww. camuus@afetvmavazme com/safetv/cdc—fda—a-cx gareite—sales—u‘g—S0—caﬁs—m—pcussn—control—un IDO/

FDA: 9 in 10 Calls to Poison Control for E-Cigarette Ingestion Involve Children. Under 5

The CDC published & second report Fhursday from the Food and Drug: Administration (FDA) which found calls to poison.
‘control centers regarding children ingesting liquid or inhaling-vapor from e-cigarettes have significantly increased in
recent years, reports CBS News, The report analyzed data gathered by the National Poison Data Systern and found from
April: 2022 and March 2023, there were 7,043 reports made. due to-potential poisoning by e-cigareties. Nearly ninein 10
«cases.(87.8%) involved chlldren urider the age of five: Citing the appeal of flavored e-cigarettes to childrén, the FDA then
announced in Jan. 2020 thatit-would prioritize enforcement against.certain unauthorized e-cigarettes in flavors other than
tobaccd. and menthol, bttps://www. campussafetymagazing: com/safety/cde-fdaze- mgarette~sales~un—SO-cqu—to»nmsaﬁ«
omrol ungOO Source; (Cdmpus; Safety Magazine) 27, 2023

First €DC Report: E- -cigarette, Unit Sales by Product and Flavor Type, and Top-Sel]mg Brands, United States, 2020-2022;
‘Weekly £ June 23, 2023/ 72(25),672-671

hitps:/fwwwiedc. gov/mmwr/volumes/72 fwimm7275a 1 him?s .cid=mm7725al -wisuggestedciiation

Second €DC Report: Notes from the Field: E-Cigarette-Associated Cases Reported 1o Poison Centers — United States,
April 1,2022-March 31, 2023; Weekly / June 23, 2023/ 72(25);694-695

hitfpé: //www ede. av/mmwr/’volumesﬁ2/wr/mm’7 22533 htm?s c1d—mm722335 w#sn ;

estedeitation
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" Report Determines Fentanyl is Often Unintentionally Ingested

A-recent:study by NYU School of Public Health found that: §0-percent of people who
mject drugs: tested positive for fentanyl, despne only 18 percent knowing they were
using the substance, The overwhelming majority of drug-users in the study. reported a
strong preference: for heroin over fenianyl, demonstrating the: fentanyl prevalence in the
NYC dmg supply, and the data showed that more were seeking out fentanyl because of
their increased tolerance: and. making heroin less potent in. thelr opinions. These drug
‘users-were aware of the dangers of fentanyl and used a variety of techniques to protect
themselves, including having a supply of Narcan, using trusted dealers, and using less of the product. The conclusion is
that though most of the users thought they were-not using fentanyl; the drug often is unintentionally consumed,

.$xi§raei‘Thunitoﬁ County Sherif# e

*Analyst Assessment* NY tecently legalized the recreational use of cannabis.- Currently, there are seven legal. cannabis
dispensaries in NYC and -authorities estimate over 1,400 illegal shops selling marijuana-products: A study of products
found at these-illegal distributors. contained heavy metals, toxic pesticides, and harmful bacteria, as well as an inaccurate
potency labeling, Unlicensed and illegal shops, sell products that are-unregulated and unsupervised and could be a source
of health dangers, As-with fﬁntanyl there are products being purchased that may not be-what is expected, Also this week,
an Illinois firefighter was charged with reckless-homicide when the apparatus he was operating crashed into a civilian car;
killing the driver and testing revealed the chauffeur was over the legal limit for THC, reponed FireFighterNation, Source:
Source; Watchling @fdny.nyc.gov

'U.S. Pedestrian Deaths Reach a 40-Year High

A new:study paints a grim picture of American roads: every day, 20 people walk outside and
‘end up’ kﬂled by a:moving vehicle. "There are-more: pedestrians being killed today than in
decades,” Russ Martin, the senior director of policy and government relations at the
Governors: nghway Safety Association, told NPR. The organization, which tracks
pedestrian deaths in the U.S., estimiates that more than 7,500 ‘pedestrians were killed by
drivers last year — the highest number since 1981. The final tally may be-even greater given
that-Oklahoma was unable to provide data due fo-a technical issue. Pedestrian’ deaths’ have

een chmbmg singe: 2010 becase of unsafe infrastructure and the prevalence: of 8UVs,
which tend to be more deadty for pedestrians than smaller cars, according to Martin. Source;
NPR, 6/26/2023

“Pedestnan Trafﬁc Fatal tics.

the highest number of pedestrian deaths in the U S._since 1981 y and a 1% mcreasefrom the 7 443 pedesinan deaths that
occurred in 2021. The report claims that the 1.8, saw a 19% increase in pedestrian deaths from 201910 2022, and.a 77%
increase in pedesirian deaths from 2010 to 2021. The GHSA says: that their report contains preliminary projections that.are
based on “preliminary data provided by the states, anin-depth analysis of recently released 2021 pedestrian fatality data
from the National Hi ighway Traffic Safety. Adm;mlstration 5 (NHTSA) Fatality Analys;s Repomnu System (FARS); and.a
review of sirategies {o reduce pe.desman crashes.” Yonah Frﬁemark, senior research associate at the Urban. Institute;
suggests:that the ingreasing trend of pedestrian deaths in the U.S. is due to a'myriad of factors, including the i mcreasmg
commonality of hieavy-bodied-and taller consumer vehicles like SUVs and trucks that are more lethal thar sedans during
‘pedesirian collisions, and the development of roadways in suburban areas that do-not have adequate sidewalks or- '
crosswalks for pedestrians, despite having a'pedestrian presence.. The full GHS A report with a state by state breakdown in
traffic fatalities can be found at; hitps://www:ghsa org/sites/default/files/2023-06/GHSA%20-

Tp20Pedestrian%20Tralfic %208 atalities720by %208 tate %2 € %202022 %20Preliminary %20Data%20%2 8 anuary-

kaecember%ZQ Qdf

Source; Surfdace Transportation & Public Transportation ISAC Transit & Rail Inté_lli}gencs: Awareness Daily Repore
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NATIONAL

US Retailers Targeted with Bomb Threats, Seeking Bitcoin and Gift Cards -WSJ

Law-enforcement officials and retailers are investigating a recent wave of
bomb threats across the United States; targeting' grocery operators and other
stores, the. Wall Street Journal reported on Sunday.

Retail companies “including’ Kroger, Walmart ‘and Amazon's Whole Foods
Market, -among: others, have received bomb threats at their stores in recent
months, the report said; adding that some callers ‘demanded glft cards, bitcoin
or'money and threatened o detonate bombs if payments were not made:

These threats have been. spread across various areas from New Mexico to
Wisconsin. Af-a Kroger-owned store'in. New Mexico, an employee received a
‘call from a suspect who asked her to wire money and said a bomb would go-off if she called the police.

A similar incident was repertcd in a suburb north of Chicago, where a caller told a Whole Foods Market employee: a. pipe
bomb had been placed in the store and demanded $5,000 in bitcoin, according to the Wall. Street Journal,

The FBI said it is working with local and state law-enforcement officials and asking members of the public to-maintain
awareness of their surroundings and report any suspicious activity 1o law enforcement, the newspaper added. According 10
‘the report, itis-unclear to authorities whether the threats are part:of an.organized effort. Source; WSJ

Key Points::

» Law-enforcement officials and retailers are investigatinig' a recent wave: of bomib threats across the United States,

targeting grocery. operators and oftier stores, the' Wall Street Jonrndl reported o Sunday [Fune 25].

» Retail companies including Kroger, {Meijer}, Walmart: and . Amazon's Whole Foods Market, among others, have
received bomb threats at their stores in recent months, the [WSJ] report said, ‘adding that some caliers demanded gift
cards, bitcoin or money and threatened to detonate bombs:if payments were.not made.

» The FBI said itis working with local and state law- -enforcement officials and asking members of the public to maintain
awareness of their surroundings and report any suspicious activity to'law enforcement, the newspaper added.

INTERNATIONAL

United States: U.S. To Prosecute Chines¢ Companies on Charges
of Trafficking Fentanyl Ingredients

. The U.S. Justice Department filed criminal charges on Friday against four Chinese
companies and.eight-individuals for allegedly trafficking the chemicals used to make
‘the! }nuhly addictive’ painkiller” fentanyl in ‘the: United States and Mexico. The three
separate. ‘indictments. unsegled in federal court in New York represent: the. first
‘prosecutions ‘to charge: China-based chemical companies and-Chinese nationals with
illegally selling the chemicals used, to make fentanyl, which has beer blamed, for a
deadly overdose crisis. A spokesperson for the Chinese Embassy condemned. the
charges, accusing the Us. government. of seeking to shift the blame for its domestic drug problem; Federal prosecutors
said the companies marketed the’ fentanyl precursor chemicals on their websites and social media accounts, advertised ihat
they accepted payment in cryptocurrency: and shipped them to drug traffickers including Mexico's Sinaloa cartel. “When I
‘announced in Apnl that the Justice Department had taken sxgmﬁcant enforcement. actions against the Sinaloa Cartel, 1
promised. that. the. Justice. Department would never forget the victims of the fentanyl epidemic;” Attorney General Merrick
Garland said'in 4 news release.
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An indictment unsealed in’ Maniattan féderal court charges the China-baséd chemical company Hubei Amarvel Biotech
Co. as well as three company executives with fentanyl trafficking, precursor chemical importation-and money laundering,

Prosecutors said Amarvel Biotech uised. deceptive pra::tzces to evade anthorities, such as advertising that it conld dlsgmsc
its products as'dog food, nuts or motor oil to.ensure “safe’” delivery to the United States and Mexico..

‘Tworof the: Amarvel Biotech executives were arrested. earlier this month.and appeared before a federal magistrate judge in
‘Honolulu, They-will be brought to New York to appear in Manhatian federal court. The third has not been:arrested.

Two additional indictments: unsealed in federal court in Brooklyn charge five other executives or employees and three
Chinese companies; identified as: Anhui Rencheng Technoiogy Co., Anhui Moker New Material Technology Co, and
Hefei GSK Trade Co., with: offenses inchiding conspiracy to. manufacture and distribute fentanyl and cusfoms fraud
conspiracy, None of these individuals has been arrested.

U.S. Attorney Breon Peace. said the defendants “knowingly- distributed. the chemical building blocks of fentanyl to the
United States and Mexico" and provided advice on. "how they should be used to manufacture this dangerous drug."
Source; DOJ ' '

Texas Man Sentenced to Over 13 Years for Attempting to
Provide Material Support to [Islamic State Group (ISG)]

A Houston man was sentenced. today to 165 months, the equivalent of 13 years and
nine months, in. prison followed by 2 lifetime of supervised rélease for attempting to
provide: ‘material support to [Islamic: State: Group {ISG)] a designated foreign
‘terrorist ﬂrg,a_mza_ﬂon,_, Acwrdmg to court documerits, Kaan Sercan Dauil_arkaya 23,
atternpted to join and. support. [ISG] from. Angust 2017 until his arrest in December
2017. He'pleaded. guilty July'8, 2019, In addition’ to' wanting to join [ISG], Damlarkaya also provided information to [ISG}
supporters; abont the se of mac:hctes homemade construction of an attomatic weapon and how 10 build and use: exploc;ve
materials. Source; Department of Justice, 6/29/2023

*Analyst comment* Between 2014:and 2017, Kaan Sercan Damlarkaya; a resident of Houston, Texas, was-unknowingly
communicating with the Federal Bureau of Iuvest}ganoa (FBY) onling about his intentions to fight and diefor the Islamic
State Group (ISG) as well as his intention’ to assist them in. can*ymg out’ terror-attacks in the: United ‘States to “Kill nori-
Muslim.Americans.” Damlarkaya also.expressed his-desire to: iravel to the Middle East to experience fighting for the ISG
there, The FBI reported that the investigation, started in 2014 when Damlarkaya was only 15 after he posted onling that it
was his dream to be an “instishadi” [martyr] and have the “biggest explosion.” The Department of Justice. (DOJ) reported
that-in addition. to-wanting to join ISG, “Damlarkaya also provided information to: [ISG] supporters regarding the use of
.machetes, homemade construction of an aufomatic ‘weapon,, and how to build and use explosive. ‘materials.” Damlarkaya
was:arrested at his home in December of 2017 at the age of 23. On'8 July 2019, Damlarkaya plead guilty to terrorism
‘charges, and on 29 June 2023, he ' was sentenced to a maximum of 13 years and ning months:in prison; Source; Over the—
Road-Bys. Intelligence Awareness Daily (OTRBIAD) Report.

Other National/International Articles of Interest (Links):

Gun violence statistics at historic highs ahead of Fourth of July holiday
httﬁs /fwwwusatoday, Lﬂm/stﬂﬂ/news/nat10n12023/06/29/ns-g;m-vmleuce-statlstic:s~4 0f-m§v/70342’727907/

Is gun violence an epidemic in the U.S.? Experts and history say it is
https://www.npr. Grg/2023/06/29/11847 3131Glgun-woiencewemdemlcxsumdennwss shootmg—pubhtnheaith-

emergency-chicage

*+#* FOR OFFICIAL USE ONLY *** LAW ENFORCEMENT USE ONLY ***

PCSO P026498 Hendricks 001979



Seattle rise fatal shootings: new task force
‘https: Jiveww . axios, wmilm:ai/seattiefZOZ&/@ﬁ/?6/3eattle~fatal»shootmgs

Idaho sheriff to criminals: go to Seattle
hitps://www. kzm’l.cum/newsfiocalhdahn-shem’f-lmnhes-dmg-u rs-cmmmais-shouid‘ge-
:seatﬂe/ﬂ F4V4£Y§JRASZGGHGGCG3 I‘AC[,M/

Latest Threat to the Electricity Grid: White Supremacists
btips://www.sierrachab.org/sierra/2023-2-summer/notes-here-there/latest-thy eat-eléetricity-grid-white-
‘supremacists?nim_sonrce=iterable&utr: medinm=email &utm campaign=7127845

China owns 300,000 acres of land in the U.S. Here's where
hittps: fiwww: npr; ﬁrg/2(}°3/06/26/1184053699/chmese-0wned-famﬁanﬂ-umted~states

Over 130 Organizations, Millions of Individuals Believed to Be Impacted by MOVEit
Hack htips:/www.securityweelk.com/over:
}mﬁve:tﬂhack{

130-organizations-millions-of -individuals-believed-to-be-impacted-by-

He lost $340,000 to a crypto scam. Such cases are on the rise
‘hittps:/fwww.npr.org/2023/06/25/1180256165/crypto-scam-senior-vietims-spirebit

France sends tens of thousands of police to head off unrest after deadly police shooting of

teenager o
‘https://apnews.com/article/france-police-shooti

htip | ~profests-
220¢30e596ed6ad28e152be3dF03ecIB “

yaris-nanterre-nahel-

Houstonian sent to prison for supporting terrorism
https://www.justice.gov/nsae-sdtx/pr/houstonian-sent-prison-supporting-terrorism

Mexican Cartels’ drug dealings ‘top priority’ as fentanyl pours across southern border,

DEA says
‘https:/fwww.foxnews. Lomfusfmex:can-cartels-drug—dealxngs-ton-nnﬁntv-fentanv1-naurs—across~sauthern—bm del -
dea

CBP offie icers seize nearly 900,000 fentanyl pills in one event

https://www.cbp. sov/newsroomy/local-miedia-release/chp-officers-seize- neariv-%é}(}ﬂﬁ-femam! pills-one-event

Worldwide: Fears Grow of Deep Fake ID Scams Following Progress Hack
htt s.//arsfechmca.,wny’mformatmn-technaio /2023/0foears-qrew-of-deepfake-ld-SCdms-faliuwmgagrcgress-hadd

counf ’-ecmbaraf'all-

'ca]]snhealth-' biic‘-s'afei' -behavmra}-res 'onse-ar;sas-wnnectmn:uiv-cuuncsl«washm"mnukm

*+#* FOR OFFICIAL USE ONLY *** LAW ENFORCEMENT USE ONLY ***

PCSO P026498 Hendricks 001980



Poll: Seattle’s public safety concerns hitps:/www.seattletimes.com/seattie-news/law-]
4 gu:1~vw!em,e‘mg-seaiﬂes-gubhc-srifetwcuncems-ga)ﬂ~finds/

Drug prevention in schools? Fentanyl fears foster demands from. parents

hitps://www.kings. com/artlclemew S/health/drug-prevenimn-sch(mis—fentdnvlﬂﬁ1—84f8294d-{584(1-425d-b259-
B739c9¢2436d

Lynnwooé pohce using GPS trackmg teclmology to reduce pursuits

SPD task force prevented mass Sh(]()tlllg" hitps: /komionews. wm/news!local/seattie~ .
‘commumtv«v;olence~task-force»«mass-shnqtm - unucmnwcnslsuymiencenhﬂme]ess—encam ment»«helltmm-eman_

lstatmn—mov;e-theater.

How can we stop schuol shootmgs in Amemca"

VtuDanSEDwthVD/‘?utm sourte=Police] &utni camgalgn—sz&as%-
EMAIL. CAMPAIGN 2023 06.28 04 m&utm medmm emml&uém term=0 5584&692{)b-d32eecb65:-
’%SBLIST EMAIL H)%ai) a

*FPD/PCSD Homeland Security Reports Received this-week 8.
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To: DIST- ALL TPD Police Departmentfxdl-police@cityoftacoma.org]

From: Smith, Gary (TPD)

Sent: Fri7/7/2023 3:04:41 PM

Subject SSRIG Weekly Intelligence Summary 27 - 2023 (July 07, 2023)
Received: Fri 7/7/2023 3:06:08 PM

SSRIG Weekly Summary 27-2023.pdf

23-0100 WSFC SETA - Tacoma Pride Festival (08Jul23) - 23Jun23 {(U-FOUO).ndf

Also Attached to this email is The Washington State Fusion Center (WSFC) Special Event Threat
Assessment for the Tacoma Pride Festival 8 July 2023

South Sound Regional
Intelligence Group

Weekly Summary
#27-2023 July 07,2023
Gary Sauth This document is a FOUO communication and is not
Intelligence Analyst 1o be disseminated oufside of the law enforcement or

intelligence communities.

Gary.Smith{@ci.tacoma.wa.us Dissemination fo media sources is not authorized.

(253) 594-7964

REGIONAL

Authorities hunt for suspects linked to over 30-armed robberies across region; $15K reward
offered

Upcoming Large Crowd Venues in Pierce County; Summer FEST (Lakewood)

Washington: Bomb Threat on Plane Leads to Flight Diversions at Spokane International Airport

OFFICER SAFETY

OFFICER SAFETY CONCERN — MURDER SUSPECT
Officer Safety/Attempt to Identify Drive-By Shooting Vehicle; TPD case # Juv. Off

OFFICER AWARENESS

ATL PC to Arrest Assault 2nd degree and UPOF 1ST degree

PC to ARREST: Robbery 1, Assault 1, Theft of Motor / Vehicle & Hit and Run property
(Lakewood)

Fake Gold Scammers
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ATI street racer

CYBER THREATS

FBI warns of using Al deepfakes as part of sextortion schemes
Stolen identities remain top cybersecurity threat

US and Canadian Auatherities Warn of Increased Truebot Activity
PUBLIC SAFETY

Targeting of Medical Office Electronic Protect Health Information by Malicious Threat Actors

Changes to Light Rail Prioritize Safety, Ridership
NATIONAL

22 Mass Shoetings Across the US Over Holiday

Two In Custody After Ballistic Vest-Wearing Suspect Kills 5, Injures 4 In Philadelphia Mass
Shooting

INTERNATIONAL
Prominent Neo-Nazi Propagandist Arrested in Canada

French Firefighter Dies Battling Riot Blaze

Other National/International Articles of Interest (Links):

Gary L. Smith

Gary L. Smith

Crinmunal Intelligence Analyst
Regional Intelligence Group
TPD/PCSD

Tacoma, WA

(253) 594-7964

(253) 405-6214 (C)
gary.smith{fcityvoftacoma.org
gary.smith{ipiercecountywa.gov

*There must be a Lone Ranger!” oo
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UNCLASS!F]EQ/[FOR OFFICIAL USE ONLY WSFC Tracking Number #23-0100

Washington State Fusion Center Phone: 1-877-843-9522
Special Event Threat Assessment: E-mail: intake@wsfc.wa.gov

Tracked By: HSEC-8 and WSFC SIN-1

TACOMA PRIDE FESTIVAL (JuLy 8, 2023)

{U) Special Event Assessment Rating: SEAR 3~ An event.of national and/or international TAC ‘MA

importance that requires.only limited federai suppoit: pn I DE %wﬁ

{U) Event Description:

{U) The Tacoma Pride Festival is scheduled for July 8, 2023, in downtown Tacoma, Washington, along Pacific:Avenue
between S 7th Street and S 9th Street. The festival celebrates the LGBTQIA+community and will be an all ages event
that will include a mainstage, hosted by Alma Tacoma, with queer and BIPOC entertainment, a beer garden, and a
Makers Market. Parking'in the area will be limited.

{U) Executive Summary:

{U//FOUO) The Washington State Fusion Center (WSFC) is not currently aware of any credible or specific threats
targeting the Tacoma Pride Festival, or downtown Tacoma. However, given the ongoing surge in gun violence and
‘mass shootings nationwide, there is an increased risk for large public gatherings to experience random molence,
targeted violence, and mass casualty incidents. The unrestricted nature of this event may make the introduction of
weapons, such.as knives and firearms, difficult to detect.

(U) The: United States remains in'a heightened threat environment. Lone offenders and smiall groups motivated by a
range of ideological beliefs'and personal grievances continue to pose a persistent and lethal threat to the Homeland:
Both domestic violent extremists (DVEs) and thase associated with. foreign terrorist arganizations continue to-attempt
to motivate supporters fo conduct attacks in the Homeland, including through violent extremist messaging and online
calls for violence. In the coming. ‘months, factors that could mobilize individuals to commit viclence include legislative
«orjudicial decisions pertaining to sociopolitical issues. Likely targets.of potential violence include US critical
infrastructure, faith-based institutions; individuals or events associated with- the LGBTQIA+ community, schools, racial
and ethni¢ minorities, and governmient fagilities anid personnel, including law enforcement®

= {U//FOUOQ) DVEs and hate crime actors have intensified threats of violence against the LGBTQIA+ community
during the last.year. These issues include actions linked to drag-themed events, gender-affirming care; and
LGBTQIA+ curricula in schools PHSIAIF-2023.02423

* {Uf/FOUQ) On June 1, 2023, the administrator of a public instant messaging channel that: posts suspected racially
orethnically motivated violent extremist - white supremacist (RMVE W35) content, encouraged mass shootings,
arson, bombings,'and vehicular attacks against.the LGBTQIA+.community during Pride month,PHs 0518-04001-0115-23

= (U] Recent open source-reporting indicates the possibility of extremist groups, such as Proud Boys"**&® and Patriot
FrontysPer; attemptingto actively disrupt June Pride celebrationsacross the country 22 &

7 i
’f/?//e .
o 2 7 /'72» o
557 % i G /h

UNCLASSIFIED//FOR OFFICIAL USE ONLY SETA Template 2:3 — January 2023
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TACOMA /PIERCE COUNTY

REGIONAL INTELLIGENCE
UNIT

WEEKLY SUMMARY
272023 Friday, July 07, 2023

Det:'Sgt. John Pelgado (253)341-1369
lohn delgado@pierceconntywa gov.

Gary L. Smaith, Tatel Analyst ,
‘gary. smath@mivaftacoma org: (253} 594 7964

| Authorities hunt for suspects linked to over 30-
armed robberies across region; $15K reward
offered

PIERCE COUNTY, Wash. — Multiple law enforcement agencies
are looking for several suspects believed to be linked: to more than
30 armed robberies at.convenience stores across the region from
Olympia to Everett.

~ Jim Fuda with CrimeStoppers of Puget Sonnd told News media
‘the suspects are I:uttmg stores like Walgreens, 7-Eleven, Rite-Aid and Bartell’s. All three companies have added to the:
$15,000 cash reward offered for information that leads to arrests. Somebody knows who they are, " Fuda said. "They can
call CrimeStoppers, report that anonymously, we. get these guys off the street; detectives say this is the tip that did'if, and
you'll get that payout,”

Most of the robberies have happened at 7-Eleven stores during overnight hours or as the stores were closing: Investigators
‘said the group of armed suspects-are hoidmg employees up at gunpoint and demandmg cash from the register and also
taking merchandise like liquor and cigateties. "As ‘many as-six of eight go in, one:stands by the door to-make. the:
automatie door stay open, they pull guns and put them in customers and employees faces," Fuda said. "They going steal
cash, cigaretfes, alcohol.”

Investigators said the robberies started in early May and estimated they're Iookmg for between 12-15 suspects connected.

to:the robbery:ring. Aunthorities believe the same group:is.responsible for these. robberies after comparing surveillance:
wvidep of the suspects across multiple robberies; m many dre seen-wearing the same clothing or have the same distinguishable
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physical characteristics. The group is allegedly responsible for & robbery-at 3 7-Eleven on Sixth Avenye in Tacoma on
Jung 29, where surveillance video captired the suspects appearing to iy to shoot a customer after robbing the storg; but.
the gun jammed. No one was hust, but two. 16»year old suspects later crashed a stolen Kia allegedly nsed in thaf robbery
‘into a semi-truck in Lakewood, Killin g the semi driver,

The Washington State Patrol (WSP) later identified the truck driver as 57-year-old Bodham Vetrov from Tacoma.
Investigators also said Vetroy was not wearing a seatbelt. The two suspects involved were arrested, but investigators are
still looking for several others. "The problem is these kinds of crimes escalate,” Fuda said. "Yon never know what a:
citizen or what a store clerk is going to dorthat ends up having somebody getting shot."

If you have any information, you can text an anonymous tip to Crime Stoppers of Puget Sound through the P3 Fips App
on your cell phone or call 1- 800-222-TIPS (8477). See additional picturesiof suspects below:

For.more ‘pictures click-on following link: https:/komonews. ct}m/news/locailgleree-wuntv-nuﬁet-sound»cnme-

ste SErS-armed- rohbe
;vmleneeaerlme-tacﬂma

y-suspects-sought-reward-offered-7-eleven-rite-aid-bartells-walgreens-robbery-ring-gun-
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Upcoming Large Crowd Venueés in Pierce County; Summer FEST (Lakewood)

(U} One of the South Sound's biggest festivals, SummerFest:is located at the Fort Steilacoom Paik in Lakewood, WA.
SummerFest Saturday July 15; is an ontdoor festival for the whole fan:uly, at o cost! Thousands visit Lak,ewood every
year to enjoy this summer spectacle This event attracts approx.. 30,000 people. Alot of entertainment venues, food.
{trucks, beer gardens, live music, fire dancers, a pop-up skate park; a car show, a balloon glow, a drone show,’ and
interactive sports and arts fof all ages when Lakewood’s famons SummerFest returns on July 15, 2022 at Fort Steilacoom
Park:

HOURS & LOCATION
Sagurday, July 15, 2023

Fort Steilacoom Park
68714 87th Ave SW
Lakewood, WA 98498

“Threat Summary:

(U) The United States remaingin a he1ghtened threat environment, Lone offenders and small groups motivated by a range
of ideological befiefs and. personal grievances continue to: pose @ persistent and lethal thréat to the Homeland. Both
domestic: violent extremists (DVES) and those associated with foreign terrorist organizations. continue. 10 attempt.: 10
motivate supporters to conduct attacks'in the Homeland, including through violent extremist messaging and online calls
for violence. In-the coming menths, factors that could mobilize individuals to: commit violence include their perceptions
of the 2024 general election cycle and legislative or judicial decisions pertaining to'sociopolitical issues. Likely-targets of
potentidl vielence include US critical infrastructure, faith-based institutions,. individuals or events associated with the
LGBTQIA+: community,. schools, racial and. ethnic minorities, and government facilities: and personnel, including law
enforcement;

The South Sound Regmnal Intelligence Group (SSRIG) have not identified any specific, credible threats to
Summer Fest (Lakewood) : However: we assess domestic violent extremists (DVES) continne 10 pose: the most likely
threat:to the events, hased on recent incidents of 1deolog1caﬂy ‘motivated violence and: plots o' target public venues,
officials, law enforcement, and _government entifies. Unaffiliated lone offenders and hpmegrown violent exfremists
(HVEs} remain: a concern due. to -their ability to act:with little to no ‘warning; wﬂlmgness to attack. civilians and soft
targets, and ability to-inflict significant casualties with weapons that do not require specialized knowledge, access,: or
training, The SSRIG will continue to: monitor-all associated events in coordination with other federal, state, and local
‘partners.

‘Most common tactics or threats used during largé events across the nation have been:
~Vehicle Ramming’s‘into large crowds

-Active shooters,

-IEDs place at locations formaximum effect

-Drones becoming a hazard or nuisance
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#Other likely threats exist from nuisances refated to public intoxication and various criminal activities such as theft,
disorderly conduct, and assault—as well as:vehicle accidents and possible road rage-incidents.caused by event-related
traffic congestion.

(U} *Active Shooters” and or firearm use Temain the most likely threats 1o this event.and others in ourregion.

(U) Recently on June 17, 2023, a mass: shooting occurred at:the Gorge Amphitheatre, near George, Washington. The
shooter opened fire ata campground niear the' amphitheater; killing two people and: woundmg two others,

(U) Over the recent July 4th holiday, from Spm on Friday 30 June;, until Sam on Wednesday 5 July; there was recorded the
most mass shoofings of any other days.of the year in nearly a decade, according to the Gun Viclence Archive. In total 20
people were killed:in the string of shoofings, with:126 others injured. The incidenis occurred across 17 states

{U) Suspicions Activity — Indicators:and Behaviors:

(1) Wires.or fuses protmding from clothing,

(U) Reported theft of large or heavy-duty vehicles.

(U) Thefr.of law enforcement, security, and public safety uniforms.

(U} Unusual vesse} operating in-the waterways adjacent to the event location.

(U) Operating a UAS in a manner that' poses a threat of harm to people or property:

(U) An individual who may have recently acquired firearms and ammaunition in. combination with making onling
threats.

» e 0 0 &

%A more likely threat exists as 4 result of opportunists en gagmg in low-level street crimes (e:g:, pwkpcscketmg, purse
snatching; car break-ins, efe.), impromptu demonstrations, nuisances related to public infoxication, disorderly conduct,
and unauthorized drones orunmanned aircraft systems (UAS) flying in close proximity to-event.venues and participants,

‘Washington: Bomb Threat on Plane Leads to Flight Diversions at Spokane International
Airport

Spokane police units and 4 bomb squad responded o a bomb threat on 2.
diverted plana at- Spokane: International Airport: (GEG).. The Federal
Bureaun of Investigation (FBI) also'was oni scene respondinig to the fhreat,

According: to Spokane police, all-passengers on that plane were able to
leave safely after the plane landed around 5:30 pm: on July 5, 2023
Alaska Airlines confirmed the ﬂlght involved in the incident was Alaska
Airlines Flight 334 from Atlanta to Seattle. They said a: man' made a
"direct threaf to the safety of our aircraft" toa flight attendant,

“This-caused the flight to-be diverted to Spokane, where: it landed at 5:15
p.m. Pacific Tine, Consistent With. security procedures local -and federal Taw enforcement were tmmedlately notified and
met the aircraft when it arrived. Since this-is a law enforcement matter, please contact the FBI for additional details. No
information'is available at this time regarding the suspect.

The Federal -Aviation Administration (FAA) also issued a statement on the incident: “Alaska Airlines Flight 334 1anded
safety at Spokane Initerriational Airport in Washington due to a security concern. Passengers were bused to the terminal.
The Boeing 737 departed Atlanta International Alrport(ATL)and swas originally destined for Seaitle-Tacoma International

Airport (SEA) Please contact the airline and the' Transportatlon Security Administration(TSA) for more information;” The
suspect was in police custody after the incident on July 5.

‘There were 177 passengers and 6 crew members on board.
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OFFICER SAFETY

Pierce County SPECIAL
Sheriff's Department

CRIMINAL INVESTIGATIONS DIVISION BULLETIN

PCSD CIB 23-041s PCSD CRIMINAL INVESTIGATIONS DIVISION July 5™, 2023

OFFICER SAFETY CONCERN - MURDER SUSPECT

The Pierce. County Sheriff’s Department is -advising law enforcement fo use caution with. Tameron N. Rodriguez (8-9-
2003). There is Probable Cause to arrest Tameron Rodriguez for Murder 2nd Degree (PCSD case #23-186-00535).

On 7-5-2023 at approximately 0050 hours, Tameron was involved in a.homicide in near his parent’s residence at 1807
187th St Ct E. Tameron fled the scene following the shooting in the street. Tameron should be considered ARMED and
DANGEROUS. The firearm has not been recovered.

If Tameron Rodriguez is located or if you have information on his whereabouts, please contact Detective Alex Richards at
253-377-5455 or Detective Jake Lawrence at 253-377-5356. Please detain the. suspect and notify detectives for an
interview,

NAME: Rodriguez, Tameron N

DOB:; 8-9-2003

PHY: White Male, 5°11”, 160 1bs, Brown/Brown
LKA: 4912 108TH ST SW, APT 28,
LAKEWOOD WA, 98499-3795

VEH: Unknown
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Special Bulletin

TACOMA POLICE DEPARTMENT

Bulletin Number: §23-118

July 7th, 2023

Det, Chad Lawless

Tacoma Police Department
Aggravated Assault/Tomieide/PC FIT

Cell (253) 255-8327
Desk(253-830-6522

Email clawless@cityoftacoma, org

uv. O

*** FOR OFFICIAL USE ONLY *** LAW ENFORCEMENT USE ONLY ***

PCSO P026498 Hendricks

001666



OFFICER AWARENESS

Special Bulletin

TACOMA POLICE DEPARTMENT

Bulletin Number: §23-117 Thursday July 6%, 2023 :
Det. C, Lawless Office (253) 830-6522
Tacoma Policg Departmerit Cell (253) 255-8327
Aggravated Assault/Homicide/PC FIT Email clawless@eityoftacoma.org

ATL PC to Arrest Assault 2nd degree and UPOF 18T degree
Iven M., Thomas (9/27/1976), suspect vehicle WA/B66974N
TPD case #23-112-00997

On 4/22/2023, a road rage incident occurred in the area of the 5600 block of E. Portland Avenue. The victim was driving
southbound on Portland Ave, when he was cut off by the driver of a burnt orange El Camino with oversized gold rims
and low-profile tires (WA/B66974N). The victim honked his horn at the suspect and continued southbound on Portland
Avenue. Near the intersection of E. 64mand Portland Ave, the driver of the El Camino pointed a dark colored, two tone,
semiautomatic handgun at the victim and his 11-year-old daughter before fleeing southbound on Portland Avenue. The
driver of the El Camino has béen identified as the registered owner of the vehicle, Iven M. Thomas (9/27/1976). Thomas
is described as a dark-skinned black male, thin build, unshaven, with long hair in a ponytail. Thomas.is a convicted felon
with 14 prior convictions. The DOL address for Thomas is 1817 S.40u St. in Tacoma with a mailing address of 2121 §.
Hosmer Street. There is probable cause to arrest Thomas for Assaulf 2va degree and UPOF 1. degree, I contacted in
a vehicle, please impound the vehicle for a search warrant and contact Detective C. Lawless for an interview.

If the vehicle is located unoccupied, please email Detective C. Lawless with the location.
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PC to ARREST:
Robbery 1, Assault 1, Theft of Motor
Vehicle & Hit and Run property

11755 Pacific Hwy SW. Lakewood, WA, The s‘u‘speét’attemptéd {0 enter the victim’s rusning vehicle, however the vietin
and suspect struggled at lhe door The suspect attempted to stab the v1ct1m w1th a6” foldmg knife pnor to successfu]ly

the st suspect lost ccmtroi crashmg the vehlcle in apower pole The saspect ﬂed on: foot a.nd was’ noi Iocated by pohca.
Incident investigated.under LPD case#23-187-01096,

Lakewood Police are searching for the identity of the above shown individual or any-information on'this crime:. If you
have any information, Please call Investi igator Matt Leltgeb at 253.830,5083

REFERENCE: Fake Gold Scammers
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On 7/5/2023 around. 1520 hours, troopers contacted a silver 2007 BMW X5 with CA plate 9AUZ163 on the ramp from
eastbound SR18 to northbound SR167. The occupants were outside the vehicle attempting to flag down traffic and
claimed they were having vehicle problems. Through investigation, it was believed the occupants were associated with the
fake gold scam. No crime could be established and both subjects were released.

They provided cell phone (701)561-3274 and claimed to be staying at the Travel Lodge- 3518 Pacific Hwy E, Tacoma.

Driver: Apostol Darius (Romania) 03/30/1995
Passenger: Stoian Marius (Romania) 11/22/02
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Vehicle Registration

CONTACT INFO: Det. Tim Hanson: 425-401-7719/Tim.Hanson (@ wsp.wa.gov

ATI street racer

The truck pulled into the lot and began drifting and doing burnouts in front of the deputy in what appeared to be an
atiempt to bait the deputy into a pursuit. The truck’s driver appeared to be a Hispanic male and is believed to possibly be
associated with the Royal Kings Truckin’ group.

Thanks to Kent PD Officer Lam, this vehicle has been identified as a 2002 Chevrolet Silverado (WA: C19900Y)
registered to Jose C. ESCOBAR (01/12/1991), who is not licensed (ID only). On 07/03/2023 the below 1990s Chevrolet
pickup truck, red with a white hood and fenders, drove past a Pierce County Sheriff’s deputy in a parking lot in Tacoma.

If you have any info regarding the truck’s license plate or owner/driver, please let me know and I'll pass it on to PCSD.

J. Bava, Commander, Kent Patrol | Police. Department, 253-856-5834, jbava @kentwa.gov,
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CYBER THREATS

FBI warns of using AI deepfakes as part of sextortion
schemes

A warning from the FBI may impact what you share. online-and post.on:
social media.

The-agency says some criminals are now using ; artificizl intelligenee fo
transform harmless photos-into explicit content. Officials explain that
tificial intelli gence are 1mp ving.the qaahty of fake i images,

“Anybody can now access can digitally manipulate or edit these images and create harmful content out of benign
content,” said Lauren Coffren, Executive Director for the Exploited Children Division at the Mationsi Centeér for
Missing and Exploited Children,

The: FRT reports the victims range from children and, adults, Accor&mg to the alért, many of them didn’t even know
their photos were: copied, manipulated, and shared vatil someone élse told them.

Other times, the altered images are sent directly to victims for harassment, The FBI warns criminals are threatening to
share these deepfakes on social media if they aren’t paid:a ransom. “Payment does nof stop the threats, it just increases
‘the requests for' more-and more and more money.” said Coffren;

The EBI warns victims ave also targeted for:sextortion. This type.of crime typically bappens whed victims are coerced
into:sharing sexually explicit photos or-videos.of themselves. In this case, the agency says criminals may use these fake-
pictures to get victims to send them real sexually explicit content.

Experts say it may be difficultto prevent these.crimes because many of us use-the: Internet:so that’s- why they want-you
‘to have a plan just in case this happens to you or your ¢ child, People can feport instances of child sexual exploitation or
even these images that have been created. at. benign images to the eyber tipline.” said Coffren. *They can get assistance:
and help from the National Center for Missing and Exploited Children to-get that conteni taken down:”

Coffren said they're also urging Al creators and lawmakers to-act too, “We need more guardrails around: this.type of
‘technology before too much imagery is created thatis corpletely indistinguishable,” she said,

B officials started tracking an increase in sextortion cases involying fake images or video in April.

The ¥BY recommends the following fips when sharing contentor engaging with users online:

Monitor.children’s online activity and discuss risks associated with sharing personal content:
Use discretion when posting images, videos, and personal content online, partwulariy those that incinde
children or their information,

» Images, videos, or personal information posted opline can be capmred ‘manipulated, and. distributed by
malicions actors without your’ knowledge. er consent.

»  Once content is shared on the internet, it can be ﬁxtremely difficulr, if ot impossible, to remove: once it is:
circulated or posted by other parties.

¢ Ruonfrequent online searches of yow.and your children’s information (e g, full name, address, phone number,
efc.) to help identify the exposure.and. spread of personal information on the internet.

s Apply privacy settings on social media accounts—including setting profiles and your friends lists as private—
to limit the. public exposure of your photos, videos, and other personal information,

s Consider using reverse image search engines fo ]o.cate,any photfos or-videos that have circulated on the infernet
without your knowledge.
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# Exercise caution when accepting friend requests, communicating; engaging in video conversations, or sending’
images to individuals you do not know personally. Be especially wary of individudls who immediately ask or
pressure you to provide them. Those items conld be screen-captured, recorded, manipulated; shared without:
your knowledge or'consent; and used to exploit you or someone you know,

. Do not provide any unknown or unfamiliar individuals with money or other items of value. Complying with
malicious actors does not guarantee your sensitive: photos or content: will ot be shared,

o Use discretio eninteracting: with known individuals onlirie who appear {o be acting outside their normal
patters of behavior. Hacked social media accounts.can easily be manipulated by malicious actors to gain trust
from: friends: or contacts: to further criminal schemes or activity:

s Secure social media and other onlirie-accounts using complex passwords or passphrases and. multi-factor:
anthentication,

s Research the privacy, data sharing, and data retention'policies of social media platforms, apps, and websites
before uploading and sharing images, videos, or other personal conignt.

‘Source; httpsi/fwww kiro7. cem/newsﬂecal/fb;~warns~mmg»m—deepfakes«aart-sex{om{m-
sch»me&/T6T33HQATBESRLOYPDCDZZIB74/’

Stolen identities remain top cybersecurity threat

LIBERNAME

IDENTITY _ Stolen identities continue to cause massive breaches, exposing 1.5 billion
: userrecords and costing businesses an-average of $9.4 million per-breach in
2022, dccording to a new report.

The ForgeRock 2023 Identity Breach Report shows that attackers continue
to target credentials and nse them as .a stepping stone: to infiltrate an
organization: across. industries: and geographies. What's: ‘more and. Al is
making it more difficult for the average human to identify threats,

The report reveals that unauthorized access is the leading cause of breaches for the fifth consecutive year and 52
percent of dll reported bréaches came through third-party partners-and suppliers,

Among other findings, the healthcare: sector remains a “top target with attacks increasing by 50, percent compared to
2021. Attacks within the financial services' sector.on the other hand decreased by 29 percent, but nearly half of those
affected the-insurance: industry, Social security number and date of birth information: were exposed in 72 percent. of
breaches.

As more identities are stolen each: ‘year, AY-driven fraud attacks are creating alarger threat Iandscape for consumers-and
enterprises dlike. Through the dse of new technologies like generative. AT, tactics such as phishing emails, malicious
code and voice or video-based impersonation, otherwise known as deep: fakes, are becoming more common and
difficult to detect,

The report recommends that organizations adopt best practices like. adopting a Zero Trust framework to verify access
reguests;. implementing: passwordless authentication: fo. stop password-based attacks, and leveraging Al-driven IAM
‘tools to manage the volume and-velocity of cyberattacks. "The most secure organizations will be those that combine the
use of technologies like Al'with a well-designed approach to security operations and usability,” says Eve Maler, CTO
at ForgeRock. ’ h '

‘The: fuli full report is available from the ForgeRock site.

hittps://betanews.com/2023/06/26/stolen-identifies —teméi5—t‘op—cﬁ}bersecmﬁ‘tﬁ(—'ihr’eat/ A
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US and Canadian Authorities Warn of Increased Truebot Activity

A warning about increased Truebot malware aciivity involving new tactics,
‘technigues and procedures TTPs) has been issued by US and Canddian authorities on
July 6:2023. The joint advisory from the Cybersecurity and Infrastructure Security
Agency (CISA), the Federal Burean .of Investigation (FBI), the Multi-State
Information Sharing and. Analysis Center: (MS-1SAC) and the Canadian Centre. for
Cyber Security (CCCS) noted’ that threat. actors are: leveraging: newly identified

y - - Truebot malware variants to target organizations via new techniques in the US and
Camada “Fruebot is known to be used by.notoriods cyber-criminal gangs such as Clop and Silence io collect and exfiltrate
information from victims. Source; InfoSecurity Magazing, 7/7/2023

“*Analyst Comment* The Cybersecurity and Infrastructure Securify Agency (CISA), the Federal Bureau of Investigation
(FBI), the Mulii-State Information: Sharing: and. Analysis: Center (MS-ISAC), and the Canadian Centre for Cyber Security
(COCS) have issued a joint Cybersecurity Advisory' (CSAY warning the public of increased activity from Truebot
malware. The CSA also reporied.that new variants of the malware have been discovered. TrueBot is a.botnet, which is a
network of computers infected by malware that areunder the control of a-single attacking party: the “bot-herder.” TrueBot
‘traditionally spreads through' phishing email attachments, 4 common attack’ vector for botnets. Spam botnets are typically
very large in order to send a mass amount of phxshmg emails. TrueBot is believed to. have been developed: in 2017 by
Russmn—speakmg threat actor “Silence: Group” (Silence). However; the bomet is used by a variety of threat actors; most
riotably by Cl0p ransomware. The CSA notes that since 2022, there has been an-increase in threat actors using TrueBot to
'target U.S. and Canadian victims. Additionally, the authoring agencies have reported & shift-in the tactics and variants-that

‘rely on the explcatatlon of a remote codé execution (RCE). vulnerability affecting the. Netwrix Auditor application.” The
vulnerability is being tracked as: CVE-2022-31199 and a patch is available. Tt:is recommended that organizations update
Netwrix Auditor to version 103, implement-application controls to' manage and control the execution of software; require

hlshmg—resxstant miliifactor authentication, and consider adchng an email banner to emails received from outside your

organization, Source; Over the—Road-Bus Intelligence: Awareness Daily (OTRBIAD) Report..

PUBLIC SAFETY

" SEFVice: ¢ of any. corporate name herein. is for
i ) ) ‘ ement, recommendation; or disparagement of thar product; process;
servzce, or carparazzon on be;‘zalf af the F Bl The FBI does not and will not target people based on their race or ethnicity:

The FBI Las Vegas Field: Office;, in coordination with the Office. of Private Sector, prepared this: Liaison Information
Report (LIR) to-inform private sector partners: about the risk: of malicions cyber threat actors targeting medical offices
with. malware through phishings. emails with the goal of exfilfrating electronic: protected hialth: information (ePHDb {0
_‘extort vmtlms

» Beginning in the Fall of 2022, a cyber actor pesed as & specialty board member of an American Board of Medical
Specialties and called doctors’ offices: acrass the coungry spoofing the specxalty board’s. legitimate teiephone number;
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While on the- phone, the .cyber-threat-actor used a recredentialing ruse:to extract the receptionist’s email address. The
threat dctor, using a spoofed email address, senit the receptionist an email with an attachment. When opened, the
-attachment-deployed malware on the receptionist’s computer which.allowed the: malware: to pivoi from-the receptionist’s
computer to other devices on the network.

= On 2 February 2023, a malicious cyber actor posing as'a member of a national medical board called a Nevada medical
office and directed them to an email sent by the malicions cyber actor with a spoofedc email addressto distribute malware
‘to the Nevada medical office. ‘ '

* On 22 February 2023, the: malicious cyber actors: conticted the Nevada physician again via email with a link to the
practice’s breached ePHI and a demand for a response:

* Beginning 1 March 2023, patients of the.Nevada medical office (as well as the patients’ friends, colleagues, and family)
were contacted. through social media profiles, email, or text messages: with their personally identifiable: information,
photographs; and copies of treatment notes.

~ On 3 March 2023, malicious. cyber actors extorted the: Nevada medical office to prevent further distribution of stolen
patient ePHE. '

The. following proactive measures may help identify attempts of phishing or malware, and reduce likelihood. of being
compromised:
# Performing 4 risk: assessment of your offices’ technical safeguarés for¢PHI,

» Conducting regular security audits of network infrastructure to address vulnerabilities and reduce the risk of a successful
matware/phishing attack. Conduct regular tests for all éemployees with mock-phishing campaigss,.

= Educating employees about social engineering techniques; like phishing and spoofing, CISA.gov provides information
on. these social engineering’ techniques; in addition to other fechniques, malicious ¢yber actors nse to steal sensitive
information;, h " ' ' A

* Employing the principle of least privilege; employees. should only have access to the specific data and resources needed
to complete: their jobs; nothing more, Compartmentalize and minimize - which staff/roles in the medical ‘office require and
have dccess to.¢PHI, and

= Adopting & clean desktop pohcy ‘where ePHI is not housed on any specific user’s computer desktop for an extended
peiiod, rather safeguarded it in the proper ePHI system.

The FBI's Office of Private Sector disseminated this LIR; please direct any requests-and qiléstions o your FBI Private
Sector Coordinator atyourlocal FBIField Office: httpsi//www.fbi.gov/contact-nis/fild-offices:

-« Phishing is the use of fraudulent communications that appéar torbe from a reliable sender to-steal sensitive data orinstall malware on
the: vmnm’s machme S‘ource We:bsﬂe } Cisco. “What is Phxshmo?” ] |
R ! ; iy, 7k

»ePHIis: deﬁﬁed by HIPPA as all individually identifiable health information a covered entity creaes; regeives, maintains; or
transmits in electronic form. Source; ‘Website | U.S. Department, of Health & Human Services | “Summary of the HIPAA Security
Rule™ | 19 October 2022 ‘ https/fwwiw hihs. "Dv/hmaﬂffor-profesmonalslsecuritv/ldweh

‘regulations/index. htmi#h~tex=The%208ecurity %20R ule 2 0protects%20a %22 %20 %o DPHI}., i accessed on 20 April 2023

A spoofed email address:is an email that; appears o ‘bevfgomf‘aAknown or trusted source and is.commonly nsed to infect a victini’s
computer with malware, Source: Website: | Norton | “What is: email spoofing? A complete: guide” | 4 November 2022 |
hittps://usnortori. com/blog/online-scams/email-spoofing | accessed on 21 April 2023,
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Changes to Light Rail Prioritize Safety, Ridership

[aneapohs Minnesota] Metro Transit: officials are aiming at reducing crime,
improving cleanfingss and i mcreasmg ndershlp on the: light rail with & néw safety plan.
The safety plan comes as part of a state passed.transportation bill in May, which officials
began implementing in June. Under the plan, officials will work alongside community
groups: such as A Mother’s Love, RADIAS. Health and Circle of Discipling to address
mental health and social service needs onthe light rail. RADIAS Health and A Mother’s
work with the Meuupohtan Council on the Metro Transit Homeless Action Team by helping the homeless using the
light rail for'shelter find housing, while Circle of Discipline works to improve young people’s physical and mental well-
being. Source; Minnesota Daily, 7/6/2023

*Analyst Comment®™ On 23 June 2023, Minneapolis hosted. a popular music concert that drew: over 100,000 fans, which
required that more attention be given to the logistics and safety of the Metro Transit light.rail. system. Metro Transit hias
been struggling with -increased homelessness and vagrancy on ‘its light rail commuter trains. and-in its transit stations,
which has led to- safety and cleanliness concerns. To bring every resource to bear on the problem, Metro Transit has
partnered ‘with local community- groups to address individuals using the pubhc transit system’ who are suffermg from
homelessness, mental health crises, and addiction. The project, which is. called the Transit Safety Intervention Project
(TSIPY, will use cormnumty service officers who can “intervene” with riders. experiending homelessness, addiction; or
mental health issués rather than police officers, according to The Minnesota Daily. The programs are designed. to
proactively conneet peopie with-the resources they need prior fo enforcement action by the police, which is expected to
ultimately reduce crime, improve cléantiness, and increase ndershlp across: Metro Transit. Metro Transit officials believe
that-people :may ‘be: more receptive: to these: community support: organizations: than they -are. to. police, and’ thus more
willing to: accept aid from them. In addition to: direct intervention by goodwill ambassadors, Meiro Transit will increase
monitoring of surveillance cameras and deploy more uniformed security officers forhigh vxsﬁ.nhty Details: of the Mefro
Transit Safery and Security Action Plan can be found at: hitps://www.metrotransit.org/safety-inzthe-news

Source; Over the—Road-Bus Intellxgence Awareness Dally (OTRBIAD) Report,

NATIONAL

22 Mass Shootings Across the US Over Holiday

The July 4th holiday, from: 5pmion Friday until Sam on Wednesday, recorded the: most mass
shootings of any other-days of the year in nearly a decade, according to. the Gun Violence
Archive. In total 20 people were killed'in the string of shootings, with 126 others injured. The
incidents occurred across 17 states as well as Washington, DC. The greatest fatalities in 4.
single: incident was seen in: Phlladelphla where ‘five people ‘were: killed when. a shooter
‘wearing a. bulletproof -vest and using an AR-15 style rifle and a pisiol went on a random
rampage firing at least 50 shots on Monday night, according:to police.

“*Analyst Assessment® From 11 pan. on Tuesday till Wednesday morning, theré were 11
shooting incidents across NYC, with 12 people shot and two killed, according to NY.1. A study
of shootings in Chicago froni 2012 102015 found ‘that a l()adcgrea (°CYy = 50F, higher temperature was: sxgmfxca.ntly
-associated with 34% more shootings on weekdays, and 42% more shootings on weekends or helidays. Monday and
Tuesday were the hottest days on Earth in at‘least 44. years and likely much Tonger, AP reports, Warm weather .and
holidays bring more people outside and possibly into conflict. Whether the shooter is motivated by’ ideology, perceived
grievance, health: challenge, or disputes. with others, aesponders. will ‘be. entering a chaotic, ‘potentially dangerous
‘environments, call for force protection. Source; Waichline @fdny.nyc.gov

‘More mass shootings in 2023 so far-than at this point in any year since at least 2013

Over-350 mass shiootings have taken place in the United States so far this year, including the one in Monterey Park,
California — the deadliest.attack since the' Uvalde massacre in May 2022. There have been more shootings in 2023 than
in any previous yearsince at least 2013,
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Two In Custody After Ballistic Vest-Wearing Suspect Kills 5, Injures 4 In Philadelphia
Mass Shooting

A toddler and a teenager were injured in the Philadelphia shooting, but survived.

[Philadelphia, Pennsylvania] Two men are in custody after a mass: shooting in the
Kingsessing:section: of southwest Philadelphia Monday evening Teft five people dead.and
two others injured, both of whom. are children, Fox News has learned. Police
Commissioner Danielle Outlaw said the suspected gunman, a 40-year-old- man; was
‘arrested wﬂhout 1nc1dent He was allegediy wearing’ a ballistic vest, had m‘z}tlple
‘magazines, an "AR:-type 1ifle" a handgun and a police scanmer during the shoofing
rampage, ‘which began at appmmmately 8:30 p.m. Several children were among those
Ainjured by gunfirg, including'a 2-year-old and-a 13-year-old, both of whom survived.

According to local media, the gunman continued firing ‘as officers chased him -and
sventually cornered him in a back alley on Frazer Street. He was then taken.into custody without officers firing back. A
motive is not yet known. However, the suspect on Monday night told police’in sum and substance that he cartied out the
attack to clean. up the neighborhood, two law énforcement sources stated, _Authorities are-also investigating 4 since-deleted
social media page believed to belong to the accused gunman, 40-year-old Kimbrady Carriker, that includes a. series: of
posts: about. guns; the: Second Amendment and the *loss. of ‘freedoms,” according to a4 law enforcemeént source. Also,
authorities say another person who-police bélieve may. have fired back af the gunman during the rampage:-was taken info
custody, Sonrce; Fox News; 7/4/2023

*Analyst Comment™ On 3 July 2023 at approximately 8:30 p.mi. local time, a 40-year-old man armed with an’ AR-15-and
wearing:a ballistic-vest and ski mask opened fire in the Kingsessing section of Philadelphia, Pemsylvama, shooting:seven
people, five of whom were killed. Those killed by the shooter Tange in age from 13-years-old to 39-years-old, and those
injured:include twin 2-year-olds, one of whom was shot four: times in‘the legs, and: the other was struck:in the eyes by
breaking glass. According to law enforcement, the shooter was ﬁnng “seeminglyat random,” and “shooting aimlessty at
occupied vehicles and individuals on the streef as they walked.” Philadelphia police responded. fo the’ incident and
cornered a suspect:in an alleyway: where he: surrendered and was arrested approximately ten minutes after the shooting
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started: The suspeet has been charged with. “five; counts: of 'murder as well as: charges of attempted murder, aggravated
‘assault and weapons courits of possession without a license and carrying firearms in pubhc * No miofive has been reéleased
for the shooting, and police-have said: they *have absolutely no‘idea why this happened.”

INTERNATIONAL

Prominent Neo-Nazi Propagandist Arrested in Canada

On Wednesday, the Royal Canadian Mounted Police (RCMP)
arrested a 26~year -old Ottawa man for alleged involvement:“in the
activities of the ‘terrorist group’ Atomwaffen Division; linked- to
neo-Nazi ideology,” a RCMP staterment- said. The mian is believed
to have produced propaganda material including videos and posters
for recruitment: for the' Atomwaffen’ Division; an accelerationist
neo-Nazi group originally formed in. the US. This material was
intended ‘to promote ‘the: group .and. recruit’ members; .and
encourages the commission of terrorist activities. He was also 4
‘member of a Canadian active club, an infernational network of neo-
Nazi fitness groups, Vice reports. The case is the first in Canada in
which an individual advocating a violent far-right ideclogy has been charged with both terrorism and hate propaganda.
According to the:Canadian federal government, the Atomwaffen Division - founded in the US in 2013 - "calls for acts of
wviglence against racial, rshglous and ethnic groups, and. informants, police, and bursaucrats, to prompt the collapse: of
society”. The RCMP:also arrested an nnnamed individual of Kingsey Falls, Canada, who'is allegedly involved in AWD’s
activities. Atomwaffen Division was listed'by Canada as a terrorist entity in 2021 Source; BBC News

FAnalyst Assessment® On’May 8th, a man with a history of online posts describing his-white supremacist and misogynistic
views; killed eight people at a Allen; Tx mall, The last week of June, two synagogues in Georgia had 4 ‘hate group, the
Goyim Defense League, demonstrating outside their services. And on June 24th, two far-right groups, the: PDX Proud
‘Boys and the: Rose City Nationalists, a neo-Nazi group affiliated with the active:club network,, gathered at an Oregon
Pride Night festival o protest, These two groups ended ap fighting each other, with some. of the Rose City members:being
demasked by the Proud: Boys. Viglence,-confronfation, and. pubhmty are what ihese groups seek. Their online: presence
can lead to “pop-up” rallies and protests with very little warning. Source; Watchhne@fdny nye.gov

“#Analyst Note* Macdonald’s design style reportedly influenced the aesthetics of content released by “Terrorgram,” a
network. of accelerationist and racially ‘and etbnically motivated viclent extremist (REMVE) Telegram' channels.
Macdonald also created the skullmask imagery; whichis a‘trademark of the AWD. . Source; NYPD. Daity Terrorism Brief

French Firefighter Dies Battling Riot Blaze

On the sixth-night. of riots, which were sparked. by the fatal police shooting of a 17~
year-old teenager of North African origin as he attempted to flee a waffic.stop, a 24-
year-old Parisian. firefighter was killed. as he ‘was extinguishing a blaze in an
underground car park. He teportedly died.of a heart attack, according to-a statement
from Paris police. The cause of the fire is under inyestigation, During the. riots,
hundredsof cars and buildings were set on fire and schools, city halls, pelice stations,
and a politician’s home were attacked aronnd the country.

*Analyst Assessment™ Last night, two Newark. ﬁreﬁghters died while ‘trying to
extinguish muluple vehicle fires. on board @ massive container shlp docked at’Port
Newark: -In September 2018,.a 7-alarm car fire in the King’s Plaza above. ground
parking garage in Brcaoklyn led to 19 FDNY injuries. Car fires in enclosed spaces are challenging scenarios. Generally;
the entrance to these places are ot large enough for the apparatus to approach, niecessitating: long stretches,, and the
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‘materials burning; from fuels and batteries to plastics, produce huge amounts of smoke and higher temperatures. Consider
using . search. ropes during these difficult operations. Source; Watchline@fdny.nyc.gov:

Other National/International Articles of Interest (Links)

.

Oregon man attacked courthouse security officer before being shot, authorities say
‘https: //gg_ewsbcom/artmleipﬂrﬂ d»m‘ege}n-secuniw&fﬁwr-shactlng~é973e377dc53622b”53b6£);:d116e€)359

Oregon notches 74% rise in reports of hate crimes, bias incidents
‘hitps://www.opb.org/article/2023/07/66/oregon-hate-crime-rates-bias-incidents/

The wave of mass shootings over the Fourth of July highlights the challenges police face
ht gi//apnevs.com/article/july-fonrth-mass-shootin s-block-gartv‘e66644432689210&053528932140385&)

;Suspeet in Philadelphia shooting believed to be mentally ill, law enforcement source says
htt]gs //news.yahoo. wmfsuspeetmphlladeEghia—shooﬂngbeheved»mentaliy~625244752 h‘inﬂ”guwuunter:l

3 dead, 8 wounded after shots fired into a crowd of hundreds following Texas holiday
festxval

ZfGHOWlnaftexasfh911dav-‘iest“al-iAoﬁtCJﬂ,erSm&Kf

(U) Dlstnci of Coiumbxa - Nme In;ured m Fourth of July Shootmg

Body parts strewn around state capital outside Mexico City, apparently left by violent
cartel

httpsi//apnews.com/article/mexico-toluca-bodies-drug-¢artel-0194909a99¢6725¢6908278603173¢73

CBP [Customs and Border Protection] Released Migrant On Terrorist Watchlist,
Watchdog Finds
‘Btips://www newsnationnow.eom/us-niews/immigration/cbp-reléased-migrant-terrovist-watchlist-oig-report/

Germany, Netherlands Arrest Nine Over An Alleged Plan For Attacks In Line With
Islamic State Group

‘https://abenews.go.com/International/wireStorv/germany-netheriands-arrest-9-alleged-

‘ lan-attacks-line-:
106762264

Rural gunfights that changed their agencies ,

Titfpsi/fwww pohcel.com/r&m]—law-enfc-rcem&nt}arbcles/mml-gﬂnﬁ’ its-that-chinnged-their-a em:las-‘
SOBXRweMHGQoAATE/2utm source=Policel &itin caropai n=463adffdda-:

EMAIL CAMPAIGN' 2023 0707 04’ 57&utm medinm=email &itm ferm=0 5584&692ﬂb-46:>adﬁ'dda~
SBLIST EMAIL H)%Si}

Ransomware criminals are dumping Kids’ private files online after school hacks
‘https://aprews.com/article/schools-ransomware-daia-breach-40ebedal1015804a12f14607bfedShl

*TPD/PCSD Homeland Security Reports Received this week 8.
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To: DIST- ALL TPD Pulice Deparimentfxdl-police@cityoftacoma.org]
From: Smith, Gary (TPD)

Sent: Fri 8/4/2023 3:40:39 PM

Subject: SSRIG Weekly Intelligence Summary 29 - 2023 {August 04, 2023)
Received: Fri 8/4/2023 3:41:55 PM

SSRIG Weekly Summary 28-2023. pdf

South Sound Regional

Intelligence Group
SSRIG email: PCINTEL @piercecoimiywa.goy

Weekly Summary

#29-2023 August 04, 2023
Gary Smith This document is a FOUO communication and is not
Inte}ﬁgence AnaEyst 1o be disseminated owiside of the law enforcement or

intelligence communities.

Gary.Smith(@cttacoma. wa.us Dissemination fo media sources is not anthorized.

(253) 594-7964

REGIONAL
Traces of fentanyl found in 'suspicious envelope’ sent to King County elections efficials

OFFICER SAFETY

PC to Arrest Shooting / Assaunlt 1st Suspect; Williams
PC to Arrest Shooting / Assault 1st Suspect; Sutton

ATTEMPT TO LOCATE- ROBBERY/KIDNAPPING SUSPECT; Swaggerty

OFFICER AWARENES

Firearm-Mounted Brass Catchers Impede Law Enforcement Investigations

CYBER THREATS

U.S. Hunts Chinese Malware That Could Disrupt American Military Operations
OT/1eT Malware Surges Tenfold in First Half of the Year

PUBLIC SAFETY

Toxic lead telephone lines: Searching for solutions

Group questions safety of rubber chips made from old tires used on La Crosse playgrounds
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NATIONAL
(U//LES) Domestic Trafficking of Xylazine and Nitazene Synthetic Opioids
Driver Charged With Plowing Car Into Migrant Workers

INTERNATIONAL

Pennsylvania: University Student Charged with Making False Statements to Federal Agents in
Terrorism Investigation

Mexican Cartels Allegedly Exploit CBP One App By Selling VPN Services Enabling Migrants Te
Make Appointment Qutside Of App's Geofence - United States

Teenagers ‘Risking Prison Over Extremist Content Without Leaving Their Rooms’

Other National/International Articles of Interest (Links):

Gary L. Smith

Gary L. Smith

Criminal Intelligence Analyst
Regional Intelligence Group
TPD/PCSD

Tacoma, WA

(253) 594-7964

(253) 405-6214 (C)
gary.smith@eityoftacoma.org

sary.smith(@plercecountywa.goy

“There must be a Lone Ranger!” W
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TACOMA /PIERCE COUNTY

REGIONAL INTELLIGENCE
UNIT

WEEKLY SUMMARY
29-2023 Friday, August 04,2023

Det:'Sgt. John Pelgado (253)341-1369
gohn delgado@pierceconntywa gov.

Gary L. Smaith, Tatel Analyst ,
‘gary. smath@mivcftacoma org: (253} 594 7964

REGIONAL

Traces of fentanyl found in 'suspicious envelope' sent to
King County elections officials

SEATTLE -~ The Office of the: Secretary of State reported that traces: of
fentanyl were found in a ‘suspicious letter* received by the King County
Elections. office while elections workers-were processing ballots.

' ‘ "~ The Jetter was turned over to the United States-Postal Tnspection Service, who
determined there was a trace of fentanyl in‘the:letter. It's unclear if there 'were any health impacts for those who: came'in
contact with it.

I Okanogan County, their courthouse was evacuated on Wednesday after the Auditor's Office reported receiving an.
envelope containing an unidentified substance.

‘That substance is being tested to confirm what if'is.

"There is no known connection between the two incidents, but it is still under investigation.

“Elections offices in every county in. Washingion have had to develop emergency plans and protective strategies for
events like these, which should serve as 2 sobering reminder of the dangers that surround our elections process. and
elections workers," Secretary of State Steve Hobbs said. "My office and I'will provide all the resources at onr disposal to

any county that needs help confronting any challenge, and will continue: to advocate for stronger protection for-all
elections workers,"”

Up to $80,000 was made available for election-related security funding for each Washington County.
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KING COUNTY SHERIFF'S OFFICE August 2, 2023
CRIMINAL INTELLIGENCE

OFFIGER SAFETY & AWARENE , @;ﬁg{;"fﬁgﬁg

LETTER RECEIVED BY KING COUNTY WA ELECTIONS LACED IN FENTANYL

On August.1, 2023 the King County Elections received a threatening letter. If you see:similar letter(s), DO NOT TOUCH
OR.OPEN, The Seattle Division of USPIS is handling the investigation, and please immediately contact Postal Inspector
}. Stephenson at 206-730-3917. The USPIS will come and safely collect them from you ASAP.

Adfter inspection by the USPIS, the letter-was found fo have contained trace amounts of white-powder (fentanyl), The

Ietter states, “Enjoy some.complimentary white powered! No saying whatitis but I HIGHLY RECOMMEND ASKING
AROUND FOR A NARCAN I'THERE: MUST BE NO MDRE ELECTIONS”” YWearea commumst c:ountry now and

if you have any information regarding this letter/incident, or other related information, please go direct.to USPIS,

USPIS has notified all WA state connty anditors and election managers. Along with notifying the Office of the: Secretary
of State. ’

*Note* Other Counties have reported receiving a similar threat.

OFFICER SAFETY

PC to Arrest Shooting / Assault 1st Suspect
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Williams, Travis M 01/06/1991 - AKA “I'ravis Saso™

On 8/2/23, a shooting occurred in the:3700 block of E G St,.in the City of Tacoma, The suspect was identified and
Probable Cause exists to arrest Travis M Williams (1/6/91) for:

- Assault 1 x2

- Drive-by Shooting

~UPOF Ist

Travis was last seen driving an unknown white “newer” Dodge Pickup truck. Travis is likely associated with the Upper
Park Apartments: (#3) and is believed to be in that area. The firearm used in the crime is still outstanding and Travis
Williams is believed to be ARMED AND DANGEROUS,

¥f contacted please arrest and notify Detective Aaron McNeely at 253-606-0820. If driving a vehicle, please impound for a
search warrant.

Special Bulletin

TACOMA POLICE DEPARTMENT

M' Bulletin Number: $23-141 Friday Augiist 4th, 2023
Detective A; McNecly #154 Office-(253) 830-6506
Tacoma Police Department Cell—(_ 253)606-0820
Homigide / Aggravated Assault Unit Imeneely(@cityoftacoma.org:

‘Case Number : 23-214-02236

PC to Arrest Shooting / Assault 1st Suspect
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Sutton, Charles L. 04/20/1993 - AKA “K.0.”
LKA: 502 108th St § (Park Court Apts Unk Unit #)

On 7/30/23, a shooting occurred at the Aero Apartments (1828 S 95th), in the City of Tacoma. The suspect was identified
and Probable Cause exists to arrest Charles L Sutton —“KO™ (1/6/91) for;

~Assault1x 3

- Drive-by Shooting’

- UPOF Ist

Charles has been involved in two Police pursuitsin the last 4 days (TPD #23-211-00811 / WSP #23-013608 and PCSD
#23-216-000380) and was last seen fleeing handcuffed on foot from PCSD from St Clare’s Hospital in Lakewood in the
morning hours of 8/4/23.

The gun utilized in this shooting has NOT been recovered, If contacted please arrest and notify Detective Aaron McNeely
at:253-606-0820.

Pierce County SPECIAL

Sheriff's Department |

CRIMINAL INVESTIGATIONS DIVISION | BULLET IN
August 1,2023

PCSD CIB 23-0465 - PCSD CRIMINAL INVESTIGATIONS DIVISION

ATTEMPT TO LOCATE- ROBBERY/KIDNAPPING SUSPECT

Pierce County Sheriff’s Detectives are attempting to locate suspect Adam K. Swaggerty (DOB 6/3/91). Detectives have
PROBABLE CAUSE 10 arrest Swaggerty for Robbery 1st, Kidnapping Ist. and Theft of a Motor Vehicle under PCSD
Case #23-209-00134. On 7/28/23, Swaggerty went to the victim's house to deliver a car part. He pulled a handgun on the
victim and demanded several items and the keys to his vehicle. Swaggerty made the victim drive him to an ATM where
he forced the victim to pull out cash. Swaggerty then had the victim drive back home where he kicked the victim out and
stole his vehicle.

The vehicle has been recovered and searched. 9mm ammunition was recovered from the vehicle but the firearm is still
outstanding. SWAGGERTY should be considered ARMED and DANGEROUS,

*** FOR OFFICIAL USE ONLY *** LAW ENFORCEMENT USE ONLY ***

PCSO P026498 Hendricks 001751



If Adam Swaggerty is located, please arrest him for the listed charges and notify Detective Shane Masko at 253-377-5398
or shane. masko @ piercecountywa.sov

NAME: Adam K. Swaggerty

DOB: 6-3-91

PHY: 5'8” 1851bs:

L.LKA:7232 163rd St E Puyallup, WA
5015 21st Ave SE Lacey;, WA

OFFICER AWARENESS

3

PUBLIC SAFETY AWARENESS REPORT

Situational Awareness {(SA)

FEDERAL BUREAU OF INVESTIGATION
OFFICE OF PARTNER ENGAGEMENT

28 July 2023
(U//FOUQ) Firearm-Mounted Brass Catchers Impede Law Enforcement Investigations

(U) SITUATIONAL AWARENESS

(U/FOUQO) Some violent criminals attach brass catchers to firearms to avoid law enforcement (LE) identification,
challenging LE’s ability to connect investigations or link known firearms to crime scene evidence. Violent criminals’ use
of brass catchers follows LE’s increased participation in the Bureau of Alcohol, Tobacco, Firéarms and Explosives’
(ATF) National Integrated Ballistic Information Network (NIBIN) Program. Firearm companies sell brass catchers: as a
legal accessory in a variety of retail locations and online at prices ranging from $20 to $80. These companies market the
brass catchers’ ability to prevent expended cartridge cases — ejected from the firearm — from landing on shooters or others
nearby, to save the fired cartridge cases (FCCs) for reloading, or to reduce clean up time after shooting sessions at firearm
ranges.1.2 Alternatively, individuals can legally create homemade brass catchers using a 3D printer or common household
items, such as plastic bags or socks wrapped around or taped to fircarms,

(U). The purpose of this Situational Awareness report is to' provide awareness of violent criminalg’ use of brass catchers
and to alert LE to the opportunity to identify and collect brass catchers and any FCCs within the brass catchers during
search ‘warrant operations. This awareness report is based on information obtained from FBI investigations. ATF, and
open-source reporting,

(U/FOUQ) FCCs can be valuable pieces of evidence when investigating firearm crimes; as firearms leave individual
markings — impressions and striations — on cartridge casings; in some instances, FCCs carry DNA or latent prints.
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These. individual characieristics can potentially link a firearm 1o a. crime sceng’ or-make connections: between multiple
crime- scenes through ATF's NIBIN Progra.m, LE organizations throughout the United States pamclpate in’ NIBIN,
continually centributing evidence to the:database, which. can be compared to evidence across LE agencies.. Additionally,
criminals,can use brass catchers at @ crime scene and leave behind different FCCs as:decoys for LE,

(U/fFOUQ) Opportunities: exist for training to: increase LE officers” knowledge about the use, -wide -variety, and
‘availability of brass catchers, improving LE’s chances of identification during search warrant operations, In addition, an
‘opportunity exists to generate new leads from NIBIN submission of FCCs obtained from seized brass catchers or testfires
if firearms were discovered; potentially. revealing' the same firearm was used- at other crime scenes. These leads can
_ provide LE with new linés of questmmng or investigative avenues, parncularly if the officers did not prewous]y suspect
the subject of committing related crimes, which can also help: determine possible motives for using brass catchers. LE
should be mindful of how they share successes of evidence-based programs and databdses to specific audiences and
encourage others partlapate in programs, such as NIBIN, as too much public exposure: can provide an opportunity for
criminals to-adjust tactics and behaviors to the available information.

(U) CONSIDERATIONS

(U) It is the purpose of this public safety awareness report to provide forward-leaning considerations for public: safety
executives.

» (U/FOUQ) Since brass catchers come in-many-shapes, sizes,-and can be homemade, LE officers may.not be familiar
‘with identifying them during sedrch warrant operafions; traffic stops, or when respondmg to calls for service. This
awareness report seeks to.expand LE’s knowledge of brass catchers and to increase reporting to ATF and FBIL,

* (U//BOUJO) The possibility exists that 4 criminal using'a brass catcher will leave other FCCs at a crime scene as decoys
for LE, '
(U) Brass Catcher Gallery

;adapters T e'remalmng Jmages‘ show two typéé of brass Latcfléi‘vsv On >t.l>1'e ieft 2 metal md fabnc mesh basket is aﬁa,ched
04 tactical light mount of a pistol. On the right, a Jarger; mesh bag anaches 1o the side of ari assanlt rifle through the use
of attachment clips..

(U) Resources:

* (1) Resources on NIBIN are available through ATF's website www.atf.gov or by cqntac,tingimﬁﬂmai}@aﬁgov-

Source; (U) PREPARED BY THE FBI OFFICE OF PARTNER ENGAGEMENT, CRIMINAL INVESTIGATIVE
DIVISION, AND DETROIT FIELD OFFICE; WITH CONTRIBUTIONS FROM THE BUREAU OF ALCOHOL,
TOBACCO
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CYBER THREATS

U.S. Hunts Chinese Malwar¢ That Could Disrupt
- American Military Operations

The Biden administration . is: hunting' for malicious. computer- code it believes
- China has hidden deep ‘inside the nefworks -controlling power gnds,
commumcatmns systems and water supplies that feed military’ bases in’ the
J United Staies and around the world, according te American military,
_mtelhgence and nanonal secunty ofﬁczals The discovery of the malware has ralsed fears that Chmese hackers, probably
working for the People’s Liberation Army, have inserted code designed fo disrupt U.S, military operations.in the event of
-a conflict, including if Beijing moves-against Taiwan in.coming years. Source: New York Times, 7/29/2023

“#Analyst Comment* The New York Tinmes (NYT) has reported. that U.S: officials within the intelligence community‘and
military are. searching for malware: believed to- be “hidden deep inside ‘the networks controlling power grids,
‘commupications systems, and water supphes that feed military bases in the United States: and around the world,” The
malware is believed to have originated from: Chinese hackers and, if frue, wonld give the threat acfor the ability fo cit off'
‘water, power; and communications to military bases, residential homes, and businesses. According to the article, officials
from the Biden Administration have begun brleflng members of Congress, state governors, and utility companies about
‘the matter. As of:now, it is-unelear to-national security experts if the operation is targeting rmhtary ‘personnel or broad
U.S, civilian life. Tn’ late. May 2023, Microsoft detected malware in felecommunications systems in Guam and elsewhere
in’the United States.. The attack, now attributed to: Chinese threat actor Volt Typhoon, was. mcredlbly sophlstlcated and
-stt:aithy, As with most cyber-attacks committed by China-based attackers, the goaf of this. campaign was likely espionage;
It is thought to have been first launched in mid-2021. Although this campaign is the first public reporting of Chinese
malware: of this:Kind, the NYT notes that“the. ULS. government’s- effort to hunt down: the code, and eradicate it, has been
underway: for somg tlme ” On July 13 the city of Hayward Calif. declared a locdl emergency after computer and network
systems were disabled by a cyber-attack, reported ABC, The ransomware chsrupted the city’s 911 dispatch. center-for
almost two:weeks while dispatchers had torely on pencil and paper. going:“old school.”

Additmnally, those who spoke to the NYT anonymously have reported that the hunt for the-malware has shown that the
issue is more wxdcspread than previously thought. Ransomware is.a type of malware’ used by criminal elements to extort
smoney from an entity to protect sensitive data or to unlock infected systems. The malware discovered in-Chinese
manufactured électronics-is most likely inserted by the CCP as a way to create disruption in U.S. civilian and military
infrastructure to further Chinese interests.

Source; Surface Transportation & Public Transportation ISAC Transit & Rail Intelligence Awareness Daily Report
(TRIAD)

OT/1oT Malware Surges Tenfold in First Half of the Year

Malware-related cyber-threats in. operational technology (OT) and. Internet of ’}f‘hmgs
(10T} envyironmients _}umped tenfold in the first six months of 2023 versus the previous
‘half-year,. according to Nozomi Networks. The security vendor compiled its latest
‘Nozomi Networks Labs OT & 10T Security Report from ICS vulnerabilities, data-from
Io’T honeypots and attack statistics from OT environments. “Specific to malware, denial-
of-service (DoS) atJ;}Vlty remains.one of the most-prevalent attacks against OT systems,”
the vendor explained-in a blog post ammouncing the teport. “This is followed by the
remote- access Trojan (RAT) category commonly used by attackers o gstablish control
over compromised machines,, Distributed denial of service (DDoS) threats are: the: top
threat in IoT network domains. Malicious IoT botnets remain active this -year ag threat actors continue to use default
credentials in attempts to access chained IoT devices.” Source; Infosecurity Magazine, 8/2/2023
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*Analyst Comment* According; to: U.S:-based software company: Nozomi Networks, malware’ discovered -in operational
techmology’ (OT) and Internet of Thmgs (o) environments has increased in the first half of 2023 compared t6 2022, The
data was compiled from research on industrial control system (ICS) vulnerabilities, data from IoT honeypots, and atfack.
statistics from OT" environments: The report noted: that “Since the beginning of the year, we have continued to see high-
‘profile cyber dctivity from several types of threat actors, mainly ... ransomwarg gangs deploying Tving- off-the-land
‘technigues. These techniques are. easily accessible, capable. of evadmg detection, highly adaptive, and supportive of
‘automation.” Manufacturing, energy, healthcare, water; wastewater, and government sectors have been the:most impacted
by the rise. in OT/IoT-related attacks. In'late: May, Mandiant. released a-vulnerability assessment on: a-newly discovered
Russian-linked OT/ICS-oriented malware, CosmicEnergy. CosmicEnergy is designed “to cause electric power disruption
by interacting’ with TEC 60870-5-104 (IEC-104) devices.” IEC-104 is: a network protocol used in OT environmerits.
Supervisery Control and Data Acquisition (SCADA) and ICS devices often use [EC-104.to communicate with other
devices Hke Programmalile Logic Controllers (PLCs) and Remote Terminal Units (RTUs). The assessment noted that the
malware is capable of turning: OT devices on and off and disrupting power operations as a whole. The malware; albeit
‘new, does not have major differences from other OToriented malware and.even uses many of the same tactics, technigues,
and protocols (TTPs) like the use: of open-source lbraries for protocol implementation and the use of Python for malware
development-and/or packaging. Source Over-The-Road-Bus Intelligence Awareness Daily (OTRBIAD) Report:

PUBLIC SAFETY
Toxic lead telephone lines: Searching for solutions

& Tuly 28, 2023 (Brookings Institution), Washingfon, DC ~From the late 1800s to
the '1960s; it was common’ “praciice to shield the copper wires:inside Eelephone
cables from electromagnetic interference by sheathing the cables in lead. Tt is
believed the: cables: remaining; today: with this coating are mostly distribution
cablés for trunk lines rather than. the Iines that go-into.a Home or office, These
cables are gither aerial deployments on utility poles, buried in the ground.either
directly or in conduits, or under-water. A-recent court filing by AT&T estimated
that approximately 10% of its two million miles of copper wires are sheathed in
lead. The company said about two-thirds. of its Eead—covered cables: are: “either
“ puried. or in conduit” followed by aerial cable, and a *very small portion”
running underwater. Analysts estimate that about 25% of those 200,000 miles of cable are aerial, 63% is buried in conduit,
‘seven percent buried directly withont the protection of conduit; and the remaining five percent is: ‘under water, The level of
Thealth and safety risks. dcpend o how the cables are deployed, One theory holds:the risk associated with cables contained
inside buried conduits is' different from cable buried directly-in the ground or cable hung from poles. This, coupled with
Thow removing the cables: may release lead; suggests the need to prioritize: sites: of remediation’ that also take into
consideration. issues: such as proximity fo schools;. playgrounds, ‘hospitals, and other areas containing vulnerable
individuals. hitps:/fwww.brookings. edn/amc}es/tomc-}ead~tele hone-lines-searching-for-solufions/

Group questions safety of rubber chips made from old
tires used on La Crosse playgrounds

July 31, 2023 (La Crosse Tribune), La Crosse, Wisconsin - Parents; students,
and other citizen scientists are taking advantage of summer's hottest days to
test playground surface temperatures with jnfrared sensors. On a recent 95-
degree day, students discovered playground surface temperatures at Crowley
il Park to be between 140 degrees to 150 degrees on the rubber chips and 95
degrees near grass and wood. chips. Recycled rubber chips, also called fire
crumb, -are-produced by shredding, or grinding old tires into small pieces.

¥ The- fill materials are: promoted as a way 10 reuse old products. [Safer
Playspaces and, Community Environments] SPACE has found toxic chemicals lurk in-the rubber surfaces -and can be
released, especially on hot days: The recveled tires ofien contain Iead, other heavy metals, carcinogemic. chemicals, .and
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volatile organic compounds, a category of chemicals:more likely to release when hot. Short-term effects from exposure to
these compounds can-cause irritation to the: eyes, nose and throat, headaches, asthma, .and naoses, Long-term health risks
include damage: to: the central nervous system, liver, and other organs. htips://lacrossetribune.com/news/local/gronp-
quesnons-mfetv—of—mbber-chmS—made—irom—a]d—tlres—used—on-ia—crosse—viavgrounds farticle -98601190-2¢bb-1Tee-b430-
¢f2040daa7f1.html

NATIONAL
(U//LES) Domestic Trafficking of Xylazine and Nitazene Synthetic Opioids

(U//LES) The FBI assesses domestic drug fraffickers likely distribute: xylazine and
nitazene synthetic opioids (NSOs)- into the illicit drug supply: for financial profit and to
mest current markst demands, contnbumng fo an’ increase in overdose: fatalities. This
assessment is made with-medium confidence, based on reporting from FBI human sources
‘with varying degrees of access, FBI subject interviews, FBI agents, local “police
department laboratory results, and: DEA laboratory results.

(U/FOUO) The FBI makes this 'assessment based on the key asswmption domestic drug
traffickers devise novel and cost-effective ways to make: their supplies more. appealing to
consumers and increase: profits. If this assumption proved. false, the likelihood of this
‘assessment: would decrease;. as if. could mean domestic drug traffickers are not selling
stand-alone xylazine and NSOs, or adulierated drug combinations eontaining these substances; for profit. Indicators that,
if detected, would refute the main analytic judgment include reporting on alternative trends in the domestic- production,
transport, and trafficking of illicit drugs without xylazine and NSOs through human source. reporting, investigative case
information; and pariner agency informatior, I the next 6 1012 months, the FBI assesses domestic drug traffickers Hkely
will expand distribution of xylazine and NSOs dg stand-alone illicit products and as adulterants of other illicit drugs. for
profitability, given the low: cost of production, limited law enforcement. serutiny, and laborafory festing limitations :and
‘priorities.

(U//LES) Domestic Drug Traffickers Likely Distributing Xylazine and NSOsinto the Tilicit Drug Supply,
Contributing to an Increase in Overdose Fatalities '

(U//LES) The FBI assesses domestic drug traffickers likely distribute xylazing and NSOs into-the illicit drug supply for
financial 'proﬁt and t'o meet current' market demands, c‘oritribu’ung to-an incr'ease in ovérdose fata]jﬁes The FBI bases this

dm_g combinations,

* (U} As of November 2021, identified drug traffickers operating in Michigan sold fentanyl M30 pills containing 1 mg of
‘NSOs etonitazene and-isotonitazene on a Darknet marketplace. The drug traffickers’ product was: advertised as producing
a high similar-to a combination of Xanax and oxycodone; according o an FBI agent, On-5 April 2022, the execution of 3
search warrant on the drug traffickers’ vehicle revealed 15,500 pills, a clear plastic container labeled * Qrotonitazene;?",an
-unknown powder; Firmapress, pill presses, and other drug manufacturing equipment, according to-an FBI agent.

= (L/fEQUOY As of 7 Februarv 2023, two'identified drug traffickers operatmg in California, acqulred xylazine from Chira
for use as.an adulterant to increase the potency of their cocaine and compete with the Sinaloa Cartel in:the illicit market.
The identified traffickers intended to transform the illicit drug’ combination into a rock-like form to allow the: blend of
drugs fo befter-integrate, according to-an FBI human source with direct access..

= (Uy As of Jamiary-2022, identified drug; traffickers operating in Pennsylvania purchased xylazine from an unidentified
‘supplier in.Puerto Rico for $7,500 to: $10,000° ‘per case, according to an FBI agent. The drog traffickers purchased the
xylazine for resale to other drmg traffickers:to adulterate heroin and fentanyl, according to-an FBI subject interview. As of
March 2022, & separate identified trafficker in Pennsylvania acquired up ‘to 300 bottles' of “xylazing' weakly from
-nnidentified individpals in Pennsylvania forresale;, according to an additional FBI subject interview.
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+ {U).As of February 2022, identified drug traffickers operating in South Carolina sold NSO metonitazene and xylazine,
both mixed with fentanyl, to individuals in South Carolina, according to' an FBI human source with direct aceess;.a focal
police department laboratory-report, and an FBL agent: Tn' March 2021, a separate identified drug trafficker sold suspected
heroin to anindividual in South Carohna, according to an FBI human source with direct access. Analysis of the purchased
substance revealed the | presence of xvlazmc and fentanyl, according to a DEA laboratory report.

* (U//FOUO) As of October 2022, an identified drug traffickers operating in North Carolina:sold suspected fentanyl to-an
individual in North Carolina, according to. an FBI human. sonrce ‘with. direct access. Subsequent festing revealed the
presence of xylazine: and fentanyl, according: to: a DEA laboratory report. As. of January 2023, individuals in North
Carolina purchased | stand-glone xylazine- from drug traffickers as a substitute when they were: unablé 1o dcquire: fentanyl;
according to-an FBI human source with indirect access:

(U) Perspective.

(U) Between Tune 2021 and June 2022, approximately 108,000 individuals in the United States died from drug overdoses;
with approximately 77,000 of those.deaths attributed to: opioids. The opioid epidemic and resulfing fatalities ave further
exacerbated by the commt:ed mtroducnon of novel synthetlc drugs, ccafflcked either as stand—alone pmducts or as
vxylazme and NSOS to snhance mimic, and extend the cffects of the advemsed dmg, and the user m&y expenence
‘postponed “withdrawal Sympioms, Xylamne and NSO-caused overdoses may resultin symptoms similar to: those from
opioids, including: resplralory depression and arrést, but the. overdose reversal application of taloxone has no mitigating
effect on xylazine, as it is not an opicid. Xylazine and NSOs also pose a considerable forensic challenge for law
enforcement and public health’ officials, as some forensic laboratories try to secure reference standards: and. prioritize
‘testing but have limited resource capabilities.

(U) The wafficking of xylazine and NSOs, either: as stand-afone produets or as adulferants, is profitable both in terms of
ingxpensive sourcing and ease of combining these. substanees inio ﬂlacxt “poly-drag combinations, which require less
fenitanyl, heroin, and cocaing. ’Xyla:anf, thay’ be obtained legitimately in hquld form through pharmaceutical veterinary
retailers in vials or preloaded syringes, and is also available illicitly-in liquid and powder forms enline through suppliers
‘based in China, 'who sell itfora relatively low price between $6'and $20 per kilogram. NSOy are also sourced from China
and the cost of synthesizing these compounds are low and advantageous, resulting in higher potency products marketed as
unique ‘mixtures. Pricing for NSOs can vary on the open ‘web and. is dependent: on -the: quantity purchased. These
componnds are: available in powder; liquid, and. solid form;. are often unrecognizable or ‘undetectable; and are: easily
disguised in combination with other illicit drugs, such as heroin, fentanyl, counterféit pills,

(U//LFS) The assessment in this product ahgns with and expands upon the 16 November 2022 FBI Emerging Intelligence
Report, titled “(U//FOUO) US Criminal Acfors: Combine Fentany! with Xylazine, Increasing Fatal Overdoses,” which
assessed xylazing was being added 1o’ the domestic fentanyl supply 1o extend and enhance the effects: of fentanyl This
product:expands on that analysis by identifying xylazine and NSOs as: a stand-alone illicit products. that are also being
‘nsed-as adulterants-in other illicit drug combinations’in the: United States. The product also aligns with and expands upon
the 21 July 2022. Customs and Border Protection’ Intelligence Note, fifled “(U/LES) Xylazine: A Growing Adulterant
Threat;”? which assessed xylazine was being:used as an adulterant-in the-illicit: domestic.fentanyl and heroin supply. This
product. expands on that andlysis by identifying xylazine and NSQs ‘as stand-dlone: illicit products; in addition to being
used as an adulterant in illicit drug: combinations involving fentanyl, heroin, and cocaing in the Unifted States.

(U) Analysis of Alternatives

(U//EQUQ) The PBI considered: the: alternative hypothesis domestic ‘drug’ traffickers likely are unwittingly introducing
xylazine:and NSOs injo the illicit drag supply using pre-adulterated illicit drugs sourced through infernational suppliers to
‘meet current market-demand, causing a rise.in US overdose fatalities. This altcmauve is: supported by limited surveillance
‘and reporting on the domestic source: of aduifterated drugs containing xylazine and NSOs in the United States, leading to a
partial understanding of the full scope and complexity of this issue, The FBI discounted this altermative because of Taw
enforcement reporting revedling domestic drug teaffickers are involved in the-production and sale of xylazine and NSOs in

the Unites States as 3 more prohtable illigit alternative with similar or-more pcwerful effects that is often more addictive
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and attractive to-users,. The likelihood of this alternative: would increase if reporting indicated drug traffickers shifted
operations towards the international sourcirg: ‘of pre—adulterated illicit dmgs unaware they contained xylazme and NSOs,

(U) Outlook

(U//FOUO) The FBI assesses, in the next. 6 to: 12 months; domestic drug traffickers likely will expand. distribution. of
xylazine: and NSOs: as stand-alone illicit products: and as adulterants. of other illicit drugs for profitability; given the low
cost of productlon limited law enforcement scrutiny, and laboratory testing limitations and priorities. Implications of an
‘expansion include an-increase in government resources: expended. o track; address; and mitigate: the. threat. Indicators of
‘this dctivity. incJude an increase in FBI reporting regarding the trafﬂckmg of xylazine-and NSOs as stand-along products
or adulterants in other illicit drug comibinations, and confirmatory laboratory results in. federal, state; and. local drug
trafficking investigations.

(U//FOUO) In the next 12 to 24 months, the FBI assesses drug traffickers likely will seek additional adulterants, including
novel illicit substances.and those not currently scheduled at the federal or state lévels, to evadé law enforcement detection,
increase profit margins, and keep up with domestic market demand for-more powerful drugs with opioid-like: effects.
Implications of drng traffickers distributing additional novel drig combinations containing: NSOs and xylazine include
adverse public health consequences and social and economi¢ strain on community resources. Indicators of this activity
include reporting on. the production, transport;, and -rafficking of -these’ substances through- human: source: reporting,
investigative case information, dnd parther agency information mentioning theé introduction of these:additional substarices
in.the domestic illicit drug supply.

(U//FOUO).Opportunities to mitigate the xylazine and NSO drug trafficking threat include outreach and liaison with law
enforcement, public: health, and industry spec:ahsts including laboratory, pharmaceutical, and veterinary -partners,
Leveraging existing’ liaison selaucnshlps and formmg new partnerships for intglligence collection on operammdi trends
and drug; trafficking tradecraft could address gaps in awareness and understandmg on this threaf. Collaboration. among
state: and federal law enforcement partners and. public health agencies may estgblish timelier reporting on tradecraft
deviations; resulting in more reliable rmtlgatmn strategies. for threat actmty associated with domestic drug’ trafﬁckmg
Greater atfention on the:issue of xylazine and NSOs trends and emerging issues coild result in increased reporting on drug
trafficking opeérations;and how these substances-contribute to fatal overdoses in the United States.

(UHFOUO) Source: FBI (19 JUL 2023) Domestic Trafficking of Xylazine and Nitazene Synthetic Opioids.

Driver Charged With Plowing Car Into Migrant Workers:

[Lincolnton, North Carolina] A 68-year-old man who: plowed his S;U.V., into a. group of six migrant workers outside a
‘Walmart i in Lincolnton, N.C., on Stmday turned himself inio police on Monday evening; saying he accidentally hit-the gas
while t.rymg 10 park dnd ﬂed in a panic; the pollcc said, The man, Dani¢l Gonzaléz, of Hickory; N.C., was arrested and
charged with a felony hit-and-run after'he:arrived at the police station just;before 6 p.m. together-with several family
‘members, the City.of Lincolnton Police Department said in a statement; Source; New York Times; 7/31/2023

*Analyst Comment® At approximately 1:15 pxm. local fime on 30 July 2023, a 68-year-old man struck:six migrant workers
with an S.U.V. as they congregated outside a Walmart in Lincolnton, North Caroling, The driver initially fled the scene
but wrned himself info the, 1ocal police station five hours:later. All six of the struck workers were transported to a.nearby
hospital -with “various injuries;” none of which are considered life-threatening. The causes leading up to the-incident are
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‘under investigation, Local law enforcement-who reviewed footage of the incident said it appeared to: be *an-intentional
assault;” however, the driver clainis it was accidental, and said that he “hit the' gas by accident” while rying-to park then
fled.in-a- pamc The driver is cooperating with authorities, and the Federal Bureau of Investigation (FBI) is assisting with
the investigation, In May 2023, a similar event.occurred when' a 34-year-old-man- allegedly lost: control of an 8,U:V. in
Brownsville, Texas and struck muitlpie ‘migrants who were waitin g at 4 bus stop near a migrant aid facility, kﬂhng eight
:and -injuring ten. others before attempting to: flee. In the May incident, witnesses claimed the driver was using anti:
immigrant shurs, but law enforcement were unable: to corroborate the claim. The driver was ultimately charged with
manslanghter and the:incident is still under investigation. Source; Snrface Transportation & Public Transportation ISAC
Transit & Rail Tntelligenice Awareness Daily Report (TRIAD)

INTERNATIONAL

(U) Pennsylvania: University Student Charged with Making False Statements to Federal
Agents in Terrorism Investigation

{U)y According to open-source reporting, on 20 JUL. 23, Kamal Fataliev, 19, of
Philadelphia; Pennsylvania who is a legdl permanent resident with Russian citizenship
was.arrested and charged with making false statements to. FBI special agents. during arn
international terrorism investigation in May 2023, Reportedly, in 2022, the FBI became
‘aware: of Fataliev after disruptlng a Chicago, Wiriols, terrorist plot and discovered more
than 700 messages between Fataliev and one of the suspects tied. to. the Chicago
investigation, According to open-source reporting, when FBI agents questioned Fataliev
-about his contact with Islamic State of Iraq and Syria. (1S1S) sympathizers and assistance
to-individuals plotting the Chicago attack, and-found that Fataliev' led: twice about his
involvement, (Open Source, 26 JUL 23; Open Source, 20 JUL:23)

(U) According to open-source reporting, Fataliev; a sophomore at USBUS Pennsylvania 3
State University Abington campus, uploaded more than 200 bomb, poison, and
‘weapons-making. manuals to:multiple terrorism-related online-chat groups while working part-time and attending business
classes at the-university. According to open-source reporting, in 2022, agents conducted a legal search at Fataliev’s.home
‘and discovered hundreds of firearms and explosives manuals on his computer as well as several orline posts where
Fataliev: allegedly “demonstrated support for violence on behalf of ISIS.” Fataliev admitted that he provided the materials
‘to'people he believed fo be. legmmate I181S fightérs. (0pen Source, 26 TUL 23; Open Source, 20 JUL23; Open Source, 26
JUL 23)

(U). Additionally; in & separate interview in 2022, Fataliev indicated to agents that he turned away from radical Islamic
ideology and:swore: off any:further contact-with online terror-related groups. However, within months; Fataliev offered to
assist an individual with planning a ferrorist attack set. fo: occur during the 2023, May Memorial Day hohday weekend.,
Unknown: fo Fataliev, the witness was cooperating with: the. FBI. Reportedly; Fataliev helped connect the witness with
terrorists hie knew overseas and offered suggestions; for example, suggesting that supphes needed to build the bomb be
‘bought -at’ different: siores making it more difficult for investigators afterward (o piece together the preparation steps.
:According to reporting, FBI agents again confronted Fataliev prior-to the holiday weekend and Fataliev stated that he
never offereci any advice or encouragemeént for an attack and that he was unaware of 4 timeline of - any 1mpendmg terrorist
strikes. (Open Source, 26 TUL.23; . Open Source, 26 JUL.23)

(CUL) ARTIC Commient: According 16 open-source teporting, authorities: are unclear on why Fataliev turned. towards
Isiamzc extrermsm Rt:por&?dly, Fataliev i is. descnbed as an. e_xempiary student who graduated ﬁom USBUS Pennsbury

GPA while working in T support at the umvers:ty

(CUD. According to additional open-sontee teporting, Fataliev made two separate trips to the Russian consulate in New
York City; New: York afier he realized he was under federal investigation. Reportedly, his father asked authorities:if he
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should take his son.oui:of the country: Fataliev is: considered -a flight risk and remains in federal custody. (Open.Source,
26 JUL: 23; Open Source;, 20 JUL 23). Source; Army Threat Integration Center (ARTIC).

(U) Mexican Cartels Allegedly Exploit CBP One App By Selling VPN Services Enabling
Migrants To Make Appointment Outside Of App's Geofence - United States

The Mexican government is allegedly allowing any migrant:who enters
‘the country from Guatemala to continue traveling to the United States
bordex if they have obtained an appointment on the U.S, government's
Customs and Border Protection (CBP). One phone app, which Mexican
cartels have found ways to exploif, the' Washington Examiner reported
Friday

¢ Mexican cartels.are expleiting the app's security and found-a
way to request untimited appomtments for anyone in the: world,
which is far beyond the app's "northern Mexico" geofence

e Aninvestigation conducted by the:Washington Examinerincluded a review of unclassified, internal DHS
documents and communications revealed that the Mexican government's National Immigration Institute earfier
this summer ordered its immi igration officials to turn.away all nion-Mexican citizens who do not have a CBP Onig:
app appointment, according to one of the documents

»  Cartels have used Mexico's policy to its advantage by overpowering the app and making profits from any migrant
who wishes to enter Mexico

transit visa;' sald an official wuh the defense oversxght for the liberali 1mn11gram advncacv orgamzatwn af the
Washmgton Office for Latin' America

e Cartels have been. seﬂmg migrantsa service that provides them with an internet connection through a-virtnal
private network (VPN)-

*  Rather than use a regular internet service provider in the user's Tocation, a VPN routes a device's internet
connection through a private service so that the app cannot téll if the person'is in northern Mexico

»  Smugglers openly advertise their VPN services in southern Mexico and on social media

‘hitps://www.washingtonexaminer.com/policy/immigration/mexican-cartels-exploit-cbp-one-app

Teenagers “Risking Prison Over Extremist Content Without
Leaving Their Rooms’

[United Kingdom] Teenagers: who share: extremist content online are risking a
prison’ sentence without leaving- their bedrooms, the head: of Counter- Terrorism
Policing has said. Matt Jukes also told the BBC officers were seeing more online
hatred spill everinto “real threatsof violence on the streets”. Under-18s.accounted
for 14%.of all terrorism-related arrests in the UK inthe year to March 2023; down
from a record 15%:in the previous: 12.months, Home Office figures show. It marks
a.significant rise on. 2019/.0 when it-was 5%. Some 24 people under the age:of 18 were arrested for terror-related activity
inthe year toMarch 2023, down from 29 in'the prévious 12 months: Source; The Iiidependent, 8/3/2023
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“*Analyst Comment™* The United Kingdom’ § Counter Terrorism Pchcmg Unit reports that it iy ‘currently working on more
than 800 active invesfigations that have a nexus to suspected terrorism, Although the number of terror arrests is declining
significantly; from 447 in 2017/18 to 169 in 2022/23, the number of juveniles arrested is increasing, identifying a unigue
trend, In 2019, just 4% of those arrested were under the age of 18, but by 2022 the figute had increased to 20%. Matt
Jukes, head. of Counter: Terrorism Policing, told’ the BBC' that counter terrorism officers. have seen: young ‘people
downloading: instructions for 3D printed firearms, ‘buying' chemicals online, and reconnoitering: potential targets. Jukes
further stated that “one in_five of the arrests: we make. now involve someone nnder 18, and more: of them, mvolvmg under
255, so-this is a new and emerging threat, which should concern us all and certainly should concern us'in respect o the
online lives of our communities.” The UK’s Counter Terrorism Program includes an effort called “Prevent” which seeks
to-identify young people who are in danger of becoming radicalized through exposure to extremist content oxiline and

‘intervene before they become a threat to themselves or the pubhc Jukes: attributes the recent trend in youths turning to
extremism {0 the: socidl isolation produced by the pandemic, which redirected juveniles onto social media for interaction
Whlch may have exposed them fo radlcal content. Source, Source, Surface Transportation & Public Transportation ISAC

Other National/International Articles of Interest (Links):

WA homelessness group exposed sensitive data on kids, young adults
https://erosscut.coni/investigations/2023/07/wa-homelessness-proup-exposed-sensitive-data-kids-young-adulis

FBI finds 200 victims of sex trafficking, 59 missing children in nationwide sweep
,htt‘ ssi/fwww fox13seattle.com/mews/Abi-finds-200-vietime-sex-traftickin ,-S9-mlssm2-ehlldren—natmnmde-sweeb

:(U) Indiana ~ Mass Sh{mtmg at Street Party Leaves One Dead 19 People Wounded

hitps://www.cbsnews.com/news /munecie-mass-sheoting-indisna-street-pa

(U) Washington — Five Shot Outside Rainier Beach Safeway at Community Event Aimed
at Deterring Violence

‘https:/iwww. kmgS.ccm‘l!amcle/news/cnmels shgt-ram1er~beach-safewavf281afc9356bf 4329-4496-8491-
Se693ccl13ab4.

Man accused of firing a gun outside a Jewish school in Memphis faces multiple charges
_htt 51/ w T, comy/2023/08/03 /us/men hns-mar» olin-hebrew-academy-shooting-suspect/indeéx. htmil

(U) Haiti -~ American Nurse Workmg in Haiti and Her Child Kidnapped

‘httpsi//www.chsnéws.com/news/alix-dorsainvil-kidnapped-haiti-child-american-nurse/

(U) Arizona ~ Glendale Police Arrest Suspect After Seizing More Than 780,000 Fentanyl
Pills
‘hitps://kiar.com/story/3532050/slendalé-

olice-arrest:snspect-afier:seizing-more-than-780000-fentanyi-pills/

*TPD/PCSD Homeland Security Reports Received this week 7.
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To: DIST- ALL TPD Police Departmentfxdl-police@cityoftacoma.org]
From: Smith, Gary (TPD)

Sent: Fri 8/11/2023 3:28:27 PM

Subject SSRIG Weekly Intelligence Summary 30 - 2023 (August 11, 2023)
Received: Fri 8/11/2023 3:29:38 PM

SSRIG Weekly Summary 30-2023.pdf

South Sound Regional

Intelligence Group
SSRIG email: PCINTEL @piercecountywa.gov

Weekly Summary
#30-2023 August 11,2023
Gary Smith This document is a FOUO communication and is not
Intelligence Analyst 1o be disseminated ouiside of the law enforcement or

intelligence communities.

Gary Smith(@ci tacoma.wa.us Dissemination fo media sources is not anthorized.

253) 594-7964

REGIONAL

Ford pickup truck tops list of Washington's most stolen vehicles in 2022

2 million lethal doses of fentanyl seized, dealer arrested during King County drug bust
OFFICER SAFETY

ATTEMPT TO IDENTIFY — STRONGARM ROBBERY SUSPECT
Attempt to Identify - Assault 1x2 Suspect; TPD Case # 2322001257

ATTEMPT TO LOCATE - HOMICIDE SUSPECTS

THEFT — ATTEMPT TO IDENTIFY ARMED ROBBERY SUSPECTS; TPD Case

OFFICER AWARENES

Attempt to Identify Assault Suspect; TPD Case #2321101022

CYBER THREATS

Exclusive: America Is Struggling to Safeguard Water Supply From Hackers, New EPA Data
Shows

New acoustic attack steals data from keystrokes with 95% accuracy

How to guard against 'brushing’ scams
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PUBLIC SAFETY

Shop Smart this School Season: Business, Law Enforcement Team Up to Educate Americans to
Identify, Aveid Counterfeit Goods

United States: Criminals Impersonating Campus Law Enforcement in Fraud Scheme
NATIONAL

Attacks at US medical centers show why health care is one of the nation’s mest vielent fields
Hospital Cyber Attack Diverts Patients

Utah man is shot dead in FBI raid after posting online he was 'digging ent my hold Ghille suit and
cleaning dust off M24 sniper rifle’ ahead of president’s visit to Salt Lake City on Wednesday

Report: Grewing concerns about school safety amid confidence in emergency plans

Teenage cousin of Uvalde school shooter arrested and accused of threatening to do 'the same
thing'

Union Square Riot Leads to Arrests

INTERNATIONAL

Canada: Authorities Arrest Two Members of Atomwaffen Division Formally Charging One

Transnational: Foreign Outlaw Motorcycle Gang, “The Germium”, Almest Certainly Expanding
Territory into the United States Through a Probationary Club in Wyoming

Other National/International Articles of Interest (Links):

Gary L. Smith

Gary L. Smith

Criminal Intelligence Analyst
Regional Intelligence Group
TPD/PCSD

Tacoma, WA

(253) 594-7964

(253) 405-6214 (C)
cary.smith(@eityoftacoma org
gary.smith(fdpierceconntywa. gov

“There must be a Lone Ranger!” w
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TACOMA /PIERCE COUNTY

REGIONAL INTELLIGENCE
UNIT

WEEKLY SUMMARY
30-2023 Friday, Augu‘.st 11,2023
Det:'Sgt. John Pelgado (253)341-1369
gohn delgado@pierceconntywa gov.

Gary L. Smaith, Tatel Analyst ,
‘gary. smath@mivcftacoma org: (253} 594 7964

REGIONAL

Ford pickup truck tops list of Washmgton s most stolen
vehicles in 2022

Acfull-sized 1999 Ford. pickup has the dubious distinction of being the most
stolen vehicle in Washington- sfate last ‘vear, according to: the Nafional
Insurance Crime Bureay. More than 4,100 of the older Ford trucks ‘were
ripped off by thieves in the Evergreen State in 2022, the. NICB and NW
Insurance: Council announced in .2 Wednesday news release. While: that
-particular Ford model may have topped. Washington’s top-10 list of stolen
vehicles, a full-size 2004 Chevrolet pickup was the one most targeted by

pop_ular with tln.eves be.causc; of their long_ev.lty and value of thclr parts‘,: plus‘ they are. casier to steal_,__ the news relc:ase
stated..

‘Newer and more-expensive vehicles often have more sophisticated alarms and anti-theft systems.and can be harder targets
for auto’ thieves. But when stolen, these vehicles are: frequently resold. intact or shipped overseas, according to the
insurance council. '

Citing information from the National Highway Traffic Safety Administration, 4 motor veliicle is stolen every 32 sécornids
in the United States- and those losses cost: vehicle owners. about $8- billion. in 2022 The: number of vehicle thefts
nationwide: increased by 7% last vear, the NICB: also rep’orted Such losses affect vehicle insurance coverage for all
consumers, “The cost to rgpair or replace stolen Vehxcles is reflected in insurance -premiums. That makes auto theft
prevention an important issue for every-vehicle owner,” said Kenton Brine, president. of the NW" Insurance Council, an
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insurer-supported. organization that provides. information: fo consumers, media, and public policymakers in Washington,
Oregon, and Idaho.

When thefts ogcur, vehicle owners are urged to immediately notify law enforcement: Statistically; 34% of reported stolen
vehicles are recovered the same day of the theft and 45% are located within two days, according to:the NICB,

Reporting a theft to police also provides the vehicle owner with a record that is typically needed by an insurer to honor a
claim. o

According to NICB: data, Washington state’s most stoleri vehicles in 2022 were:
s 1999 Ford pickup (full size) — 4,121 thefts
¢ 2000:Honda Civic— 3,267 thefis
s 1997 Honda Accord — 2,613 thefis
o 2004 Chevrolet pickup (full size) — 1,575 thefts.
e 2001/2000 Honda.CR-V —1,338 thefts.
¢ 1997 Ford-pickup (small size) — 858 thefts
s 2007 Toyota.Camry — 791 thefts
-+ 1998 Subary Legacy — 771 thefts
+ 2001 Dodge pickup (full size) - 744 thefts
o 2018 Hyundaf Elantra — 698 thefts
To reduce therisk of being ripped off, vehicle owners can take these precautions:
¢ Keep deors locked and windows completely rolfed up:

-+ Removekeys from theignition or-take the:key fob with you, even-when only briefly stepping away from the
vehicle.

'+ Remove or hide valuables stch as purses, wallets, cell phones, briefcases, bags, or firearms.

o Parkin well-lit areas,
If equipped, always activate the alarni or security system of your vehicle when it is. parked or unattended. »
‘The:insurance council said auto owners-may add optional comprehensive:coverage fo their insurance: plans-which:can.
offset the cost of repairs or loss.of a stolen vehicle; Such policies areseparate from collision and personal injury auto
liability insurance required by state law. '

Source; hitpsi/fwivw.thecentersquare.com/washirigton/arficle 2ff46fe-356d-T1ee-9ac0-cb60838575ac. himit#ncms=
‘source=infinity-seroll-summary-sticky-siderail-latest:
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2 million lethal doses of fentanyl seized, dealer arrested during King County drug bust

SHORELINE, Wash, — Officials seized more than $1.2 million in drugs, including 290,000 fentanyl pills, in &
King County operation that took place on Thursday:

The drug bust— called "Operation Jade” — was led by the: Shoreline Police Department and King County
Sheriff's Office (KCSO) decording to 4 press- releage hom the county.,

From the operation, officials said they seized the following:

« 200,000 M-30/fentanyl:pills

e 95 pounds of fentanyl powder
1 pound of cocaine

s 5.7 pounds of heroin

«  $52,0431n cash.

» 1 stolen firearm (handgun)

The amount of fentanyl seized is enough to cause more than 2 million lethal doses, according to the sheriff's
office, which said "Operation Jade" is one of its largest busts ever: The operation targeted a drug trafficker
suspeets of dealing in Shoreline; Burien, White Center and Seattle:

“We’re incredibly proud of our dedicated deputies who, through their relentless efforts and investigation, were able to
‘remove.a large amount of narcotics from our community,” King County Sheriff Patti Cole-Tindall said in a statement.
“Every drug removed from our streets is & potential life saved, and this operation showcases our commitment fo
-enhancing safety for all within our neighborhoods.”

“P'm incredibly grateful for the hard work of our Sheriff’s Office in fighting the scourge of femanyl ” K

County Executive Dow- Constantine added in:the release, “In this one operation, the Sheriff’s Office szapped
enough fentanyl totake the: lives of millions of people. ng County will not stop in this fight, and we're working
around the clock, through law enforcement, public health, and human services to protect people from this
deadly toxin.”

In King County's press release, it explained the meaning behind the name of the operation..
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"Operation Jade was dedicated 1o and named after retired King County Sheriff’s Office Narcotics Detéction K9
Jade, who sadly passed away last month; surrounded by her family," the release said. "Jade dedicated much of
her life to protecting the communities of King County and bringing joy to whoever was fortunate enough to
interact with-her.” Source; KOMO News

OFFIGER-SAFETYH

Pierce County
Sheriff's Department

CRIMINAL INVESTIGATIONS DIVISION |

PESD CRIMINAL INVESTIGATIONS DIV
ATTEMPT TO IDENTIEY — STRONGARM ROBBERY SUSPECT

Pierce County Sheriff’s deétectives are atterpting to identify the suspect responsible for 4 Strong-arm Robbery under
PCSD Case #23-199-01762 ' ' k

On July 18,2023, at approximately 1645 hours the subject pictured below shoplifted items from the Safeway store located
-at: 3842 Bridgeport Way 'W. in University Place. When confronted by Loss Prevention, the suspect punched one of the:
loss:Prevention employees causing a broken nose, chipped feeth, and other facial abrasions, The suspect dropped the
merchandise and walked away.

¥f you have any information on the identity of this suspect or similar incidents; please contact Detective Darren, Moss S,
-at 253 7987721 or. darrei} 0SS @mercecountvwa gov.
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August 10,2023

Desk: 253-591-5679 Cell: 753-278-7000-

RBeck{@Cityof Facomaorg |

Attempt to Identify - Assanlt Ix2 Suspect

No PC at ﬂus time
TPD Case # 2322001257

Suspect was described as;

‘Black male with a medium complexion
5757 10 57107

Slight build 140-170 1bs.
Unknown age possibly a teenager

‘Wearing a full blue bandana print sweat suit,
gray balaclava; black shioes, and black socks

Armed with a black semi-auto handgun

On 08/08/23, the depicted individual fired multiple shots from a semi-aptomatic 9mm handgun, towards: crowded parking:
Tot; Tocated.at south 12th- and Sprague: A woman and her teenage siepdaughter were struck by gunfire and susfained non-
life-threatening wounds.

The suspect fled the area on foot and was last seen by witriesses entering-the courtyard of Midtown 15 Apartments (1801
5. 15th Street). He was described as a black malé, medium complexion, 5’5" 10 5710, 140-170 pounds. As depicted
-above, he was last seen wearing a Blue sweat-suit with-white markings similar to a bandana pattern, gray balaclava, black
socks and shoes.

The: firearm:used in the incident was not recovered and the depicted individual is considered ARMED & DANGEROUS.

##+1f located please attempt to-identify the depicted individual or if you are familiar with him contact Det. Beck, There is
NO PC at ihis time, Pléasedo not discuss the details related to this incident with the suspect.

*** FOR OFFICIAL USE ONLY *** LAW ENFORCEMENT USE ONLY ***

PCSO P026498 Hendricks 001727



Pierce County
Sheriff's Department

CRIMINAL INVESTIGATIONS DIVISION

PCSD CiD 230495 PCSD CRIMINAL INVESTIGATIONS DIVISION.

ATTEMPT TO LOCATE ~ HOMICIDE SUSPECTS

'NOPC FOR GLEN PEREZ, STILL DETAIN TO TALK TO DETECTIVES.

Pierce County Sheriff’s Detectives are attempting to Iocate Homicide Suspects Shaun Luzama (§-30-74) and Glen Q.
Perez (11-09-88). There is PROBABLE CAUSE to arrest LUZAMA for MURDER 1st Dégree under PCSD Casé
#2321702275. There is NO PROBABLE CAUSE to arrest Perez, but detain for interview by detectives he:is stilk a
person of interest:

On 08/07/2023 at approximately 2200hrs; three subjects:were outside Concordia Apts in Tacoma when a Charcoal Nissan
Frontier Crew Cab arrived. The.driver was identified as Shaun Luzama and the passenger; Glen Perez “Blue Magic.” A
‘witness was walking on Glen’s side of the vehicle and the victim was walking o' the driver’s side: Shaun is reported to
‘have shot at least 3 times, hitting the-victim, who later succumbed to his injuries.

The-vehicle has not been recovered. 45 caliber casings were located at the scene but no firearm(s) were located/recovered.
Suspects should be considered ARMED ANDYDANGEROUS,

‘Shaun Luzama “Panta”

VEHICLE: Dark Grey: Nissan Frontier. If the vehicle is'located, please secure it for a search warrant.

If either LUZAMA is located, donot discuss the case and arrest for the lisied charges. Immediately notify Detective
Sergeant L. Kirkegaard at 253-606-1281, Lindsay Kifkegaard@picreecountywa.gov AND Detective A, Cannon.af 253-
254-8744, Ashton, Cannon @ pi greecountywa.gov,

<SUSPECT INFO PAGE 2>
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NAME: Glen (), Perez (Blue Magic)

DOB: 11-09-1988

PHY: Pac Islander/M, 57117, 2091bs, Bro eyes, bald.

SMT: Tattoos on arms and neck

LKA: Possibly 133 124th St SE Apt B301, Everett, WA, and 5721 36th Ave E,
Tacoma, WA.

VEH: Charcoal Nissan Frontier 4-door or 2007 Chevy Cobalt WA# CFZ5624

NAME: Shaun Luzama

AKA: Panta Luzama

DOB: 08-30-1974

PHY: Pac Islander/M 6’17 2201bs gry/bro. Long Hair
SMT: Tattoos on arms

LKA: 3414 Forest Dr NE, Bremerton, WA and

1128 'S 204th St Seatac, WA

VEH: Charcoal Nissan Frontier, 4 door
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Special Bulletin

o
il | TACOMA POLICE DEPARTMENT
TaCOMA. | panen wussbers s25:14 ol ng
PR Lt Bolletin Number: $23-146 August 9, 13 %
Det. Jared Williams #028 Office: (2531 591-5474
Taconia Police Department Cell: (253) 732-8552
Criminal Investigations Divigion Email; jwilliatis2@icity oftacormaory

uv. O
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uv. O

OFFICER AWARENESS

Special Bulletin
-l | TACOMA POLICE DEPARTMENT
IﬁCOIm Bulletin Nawmber: §23-145

August 9,2023

Det. M.Tscheuschner

MTschens@cityoftacoma.org |

Attempt to Identify Assault Suspect
#2321101022

The Suspect took what appeared to be a cellphone or some other object and struck the Victim on the right side of her neck

and arm causing mild bruising and swelling. The Suspect then immediately left the park on foot with her dog traveling in
an unknown direction.

The Victim was able to obtain photos of the Suspect who was seen wearing a purple jogging suit, appearing to be in her
mid to late forties.
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Det. M Tscheuschner; MTscheds@city fac«_)ma.o:g 253).405-0182. Tacoma Police Department

CYBER THREATS

Exclusive: America Is Struggling to Safeguard Water Supply From Hackers, New EPA
Data Shows

Water utilities across the United States are’ making important
- progress: in hardening their cyber defenses, but they’re
‘ strugghng todmplement some advanced technologies, according
to: data obtained exclusively by The Messenger, The data,
contained in: an. Environmental Protection Agency spreadsheet
received. fhrough -a. Freedom of Information Act: request,
highlights the water sector’s uneven progress in' improving its
digital defenses. The spreadsheet shows that. small utilities are
' lagging behind their larger peers; that funding issues have
prevented utility managers from buying sophisticated
| protections; and. that a: shortage of security experis has limited

’A began requlnng siate water system supervisora to review utilities’ cyber defenses as. part of their periodic
inspections, Source; The Messenger, 7/25/2023

“#Analyst Comment* The United States has over 150,000 public water systems, 93% of which serve 10,000 people or less,

and 59% of ‘which serve 500.people: or less. Between Spring 2020-and. Spnng 2023, the Environmental Protection Agency
(EPA) conducted assessments every six months on 249 public water utilities to determine: cybersecurity preparedness. On
‘3 March 2023, the EPA: issued a memorandum. addressing the public: water systems. (PWS) eybersecurity posture, and
based. on the results of their assessments, they “’saw important, significant improvements in a’lot of very essential areas in
;cybersecmlty,” but found that many mummpal PWSs had failed to'adopt basic cyber»secunty best pracuces and are still at
‘high risk of bamg victimized by a eyber-attack. The EPA noted.that. cyberatiacks against crifical infrastructure facilities
like PWSs are: increasing, and that past incidents have shown thar these atiacks have the potential to disable or
contaminate the.delivery of drinking water to. consumers and other essential facilities, including hospitals. In February
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2021, 3 water treatment plant in Florida was targeted when the amount. of sodium hydroxide (lye). used-to treat drinking
water ‘was changad from 100 parts per. million to 11,100 parts ‘per million, which would have poisoned the ‘water for
consumers. The tampering was discovered and corrected by plant-personnel. In June 2021, a-water treatment plant in San
FPrancisco was also targeted when the digital’ programs the' plant used to treat the water were deleted. Following the
attacks, U.8. Senator Tom Carper of Delaware cited a 2019 report by the: American Water Works Association that listed
cyber-risk as the number one threat facing: the U.S. water sector, and the Cyberspace Solarium Commission, a
Congressionally mandated organization created to “develop 2 consensus on g strategic: approach to defending: the United
States:in. cybcrspacc agamst C}bebattacks of significant: consequenccs " has“identified the nation’s water and wastewater
utilities, as .comprising ong of the. components of the mation’s critical infrastructure system most ‘viulnerable fo
cyberattacks, along with the electric: grid and the financial system.”

The full text of the EPA’s memorandum can be found at: htms f/www epa; ;zov/svstem]ﬁles/dscumentsz()ZS—
03/Addressing%20PWS %20£&bersecuntv%ZOm%ZOSamtarv%ZObuIvevs%2OMemo Mar::h%C’DZO?’% pdf? smf an =gV
KTISMGPTPLMTP Source; Over-Fhe-Road-Bus Intelligence Awareness Daily (OTRBIAD) Report

New acoustic attack steals data from keystrokes with 95% accuracy

A team of researchers from British universities has trained a deep learning-model that can steal data from keyboard
ﬂkeystrokes recorded usmg a microphone with an accuracy of 93%. When Zoom. was used for training: the sound
P classification algorithm, the prediction accuracy dropped to 93%. which is
still- dangerously high, and a record. for that: mediura. Such an attack
severely affects the fargef's data security, as it could leak' people's
passwords, discussions, messages, or other sensitive information to
malicious  third ‘parties. Moreover, contrary to other side-channel attacks
that require special conditions and are subject fo. data rate and distance
limitations, acoustic atfacks: have: become much simpler due to the
‘abundarice of microphons-hearing devices that can achieve high—quahty
audio captures. This, combined with the rapid advancements. in machine
" learning, makes sound-based:side-channel attacks feasible and: a lot more

dangerous than previously anticipated. Lxstenmo to keystrokes.

The first 'step of the attack: is to record keystrokes on the: target's keyboard, as that data is required for training the
prediction algorithm. This can be achieved via a nearby microphone or the target's phone that might have been infected by
‘malware that has access to its:microphone. Aliernatively, keystrokes: can be recorded through a Zoom call where a rogue
megting: pammpant tnakes.correlations between messages typed by the target and their sound’ recordmg

The researchers gathered training data by pressing 36'keys on a modern MacBook Pro 25 times each and recording the
sound produced. by each press. Then, they produced waveforms and spectrograms. from. the recordings. that visualize
identifiable differences for each key and performed specific data. processing: steps to' augment the signals that can be used
for 1dcnt1fymg keystrokes, The spectrogram images were used to’ train ‘CoAtNet, which is an image classifier; ‘while the
‘process required some: experimeniation with: epoch, learning rate, and data splitting paramefers until the best prediction
‘accuracy results could beachieved. In their expenments, the researchers nsed the same laptop, whose keyboard has been
used:in all Apple laptops for the past two years, an iPhone 13 mini placed 17cm away from the target, and Zoom. The
CoANet classifier achieved 95% accuracy from the smartphone: recordings and 93% from those. captufed through Zoom,
Skype prodttced a lower but still usable-91,7%. accuracy, Possible mitigations. For users who are overly worried about
-acoustic sidechannel attacks, the paper suggests that Ihey may try altering typing styles or using randomized passwords.
Other potential defense measures inghideusing software to' reproduce keystroke sounds, white noise; or software-based
keystroke. audio: filters. Remember; the: attack medel proved highly effective even against a very silent keyboard, so
-addmg sound dampeners on mechanical keyboards or switching to’ memibrane-based keyboards is unlikely to: help.
Ultimately, employing’ biometric authentication where feasible, and utilizing password managers to circumvent the need
to input sensitive information manually, dlso serve ag mifigating factors. ’

Tittps: I blecpmgcomnuter com/newq/&.ecuntv/nevwacousnc-atiackvsteals dam—fromfkew- strokes-with- 95-percent-
.accurac‘«f
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How to guard against 'brushing’ scams

Imaging coming homie: to: find unexpected packages on your
doorstep. Boxes full of random merchandise from Amazon of
other companies. Seems like a jackpot, doesn't: it? But. as: the
Better Business Bureay (BBBJ warns, this scam called "brushing”
has a-scary downside; and you. are:not the real ‘winner here. What
is a'brushing’ scam?

Brushing scams have seen a sudden nationwide surge. You start

: receiving unordered boxes of 'miscellaneous items such as
humidifiers, hand warmers, flashlights, Bluetooth speakers or computer vacoumi cleaners, The items arg often lightweight
-and inexpensive: to:ship, like ping pong halls, face masks, or even seeds from China. Tt-happens when a. third-party seller
gets hold of your-name, :shipping address- and. potem;zaﬂy even your-account information, _They then send you unsolicited
items and write a posifive review on your behalf. This scam is a tactic fo artificially inflate the seller's Tatings and boost
their online presence While this rmght sonnd harmless or even bcneﬁcial o you, remember ~ there's no such-thing as a
free lunich. Why it's a.red flag.. If you're receiving ifems as:thoigh you've purchased them, it signifies that someone has
access. to “your personal information. Your name, address; and perhaps even your-phone: number are: all potentially
exposed. Once this information is onling, it could be used for numerous illicit activities,

How online scllers pse brushing scams to increase their sales and reputation. The companies executing the brﬁshing scam
increase their sales:numbers by making these fake purchases. Though: paddad the inflated sales numbers improve the
company's Teputation and lead to more legitimate sales. How ‘porch pirates” exploit online shopping scams. Another angle
to-this scam is the "porch pirate” tactic, where thieves use-othérs"addresses and accounts, wait for the delivery, and steal
the package before the resident gets it.

‘What can you do?

1. Contact the retailer - Brushing and fake reviews violate Amazon's policies. So, if you suspect a brushing scam and the
‘package appears to come from Amazon, contact Amazon Customer Service. They take such reports seriously and will
take appropriate action. If:-the:package appears: to. come: from another company,, contact them directly via. their official
website,

2. Return the package - If the-package is marked with a return-address and is-unopened; mark.it "Return to Sender,” and
USPS will retarn it at no charge to-you:

3. Do not pay for unordered merchandise- Whatever you do - do not pay for the merchandise that you didn't order in the
first place. Avoid falling victim 1o these brushing scamis by absolutely refusing fo pay for any unordered packages.

4, Try to Jdennfy the sender - i 'you can-identify the sender of the urordered packages, check for false reviews-in your
name ang requestfor them. fo be removed.

5. Monitor your agcounts - ¥ you find yourself flooded with unordered packages, refuse package dehvexy at your home
address and tamporan]y redirect your actual orders to a package acceptance service. Keep a close eye on your accounts for
any recent orders you didn't make.

6. Erase your digital footprint — How did these criminals gef your address in.the first placé‘? Tt's probably found on-various
people search sites all over the web and it's time to reclaim’ your privacy: While no service promises to remove all your
data from the internet, having a removal service is great if you want to constantly monitor and automate the process: of
removing your information fromhundreds of sites continuously over a longer period of time,

7. Have:strong passwords - If you've been a victim of 2 brushing scam, if's best to change your passwords-immediately as
this miéans:that your personal information is exposed somewhere online,

According to the Federal Trade Commission you have a legal right to keep unordered merchandise. However, this should
not distract you from the potesitial privacy concerns it represents. It's clear that this-is 4 phenomenon that emphasizes the
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-adage, "Not gl that.glitters is gold.” While the allure of free:items showing up on the doorstep: might initially-seem like a
lucky day, it's crucial to stay vi igitant and nmderstand the hidden risks that lurk beneath the surface, These scams serve as a
sobering: reminder of the:importance of onling: privacy. As technology continues to: permeate every aspect of our lives,
protecting personal information becomes even more vital. F's always best to approach unexpected. events with a good
‘measure of caution and skepticism, particularly when it inyolves your persondl information. Tn the face of such scams, the
best course of action is- a: proactive: one, employing resources to guard your data, -updating passwords: regularly, and
enabling | two-factor authentication for an extra layer of protection, But as always, the most patent tool in your arsenal is
awareness, htips://www.foxnews.com/tech/how-guard-against-brushing-scams

PUBLIC SAFETY

Shop Smart this School Season: Business, Law Enforcement Team Up to Educate
Americans to Identxfy, Avoid Counterfeit Goods.

WASHINGTON — As students. and éducators-across. America gear up to-return to campus,
U.S. Cusioms and Border Protection and the U.S. Chamber of Commerce are on a mission fo
educate the public; The lesson? To: teach students, parents, teachers, and small businesses
abont the risks posed by counterfeit goods and how to avoid them.

Augnst is. the peak season for school supp]y shopping; but it's also an opportumty for
scammers to- peddie counterfeit, potentially harmful goods. Tn Fiscal Year 2022, CBP seized
nearly 25 million counterfeit goods with an estimated manufacturer’s suggested retail price

; g (MSRP) of nearly $3 billion. These fakes include: back-to-scheol staples like .electronics,
footwear; study supplies, and ¢lothing;

“CBP is: committed: to maximizing compliance with Taws. that protect American families. from. the dangers connterfeit
‘goods pose to-their health and well-being,” said Deputy', Execuuve Assistant Commissioner-for CBP’s Office. of Trade,
John P. Leonard, “As a father, I don’t want: my kids. canfymg backpacks or lunchboxes with. unsafe levels of lead in their
zippers. That’s the type of risk: we e talking abeut here,.and the type of risk: that CBP'is working to mitigate.”

Opting for a knock-off backpack or counterfeit phone charger might seem like a‘budget-friendly choice; but:it comes with
risks. Fake goods often break down or don't meet safety standards, ultimately doubling the cost for consumers, who-pay
with. their’ health' and their ‘wallet. Despite’ lurmg shoppers with promises of low prices, counterfeiters’ subpar and
‘potentially. dangerous products don't make the grade.

“Fake goods are a real danger to American families, especially for those preparing for: the riew school year)” szid Tom
Quaadman, Executive’ Vice President at the U,S, Chamber of Commerce’s Global Innovation Policy Center. “Together,
business and law enforcement urge everyone to protect themselves with our Five Tips to Shop-Smart.”

Counterfeits: drain’ more than $500 billion annually from the- global economy, posing a serious threat to-small businesses.
That’s why companies: and law enforcement are taking io the. airwaves: and online in an ofgoing nationwide publlc
education nationwide:io spread the lessons on-identifying; avoiding;.and reporting fake goods.

For more information about what you can do-to shop smart for the back-to-scheol shopping season visit CBP’s the. truth
behind connterfeits ‘webpage.and www. USChamber. com/shopsmar

Tags:
‘ ntei!e&tual ?mgertz Rights, Trade, Trade Enforcement, Trade Outreachi

‘*Analysz Note* U S Customs and Border Protecuon isthe umfxed imrder agency within the Department of Homeland

customs, mnmgraﬁon, bcmier secumy, and agncu]tural protecaon at and between official poﬂ;s of entry
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Source; hitps:/fwww, chp. ;zov/newsroom/natzonai—medla re]easefshon smart-school-season-business-law- “nfc;rcement—
‘team—educstte

(U//FOUO-LES) United States: Criminals Impersonating Campus Law Enforcement in
Fraud Scheme

(U//FOUQ-LES) The: EBI Memphis Field Office, in cogrdination with the: Office of the
Private Sector:(OPS), prepared this Liaison Information Report (LIR), as of Fuly 2023, to
inform: private: sector parners; in’ Academia, of the tactics threat actors used to mlparsonatc
college campus law enforcemient and/or secunty personnei Impersonators, who often. use
spoofed campus telephone numbers, contacted parents in-a fraudulent scheme to illicit “bond”
money for the students to simply help get them “out of trouble.”” Bond amounts varied and the
schieme has resulted in the loss of fands to.impersonators through various payment stréams, In
multiple incidents, the schemes targeted the family of studeni-athletes, and some -viciims
described the caller as havmg a ‘southern’™ accent;

* (U/FOUO) In Tennessee, threat actor(s) made calls on multiple dates to parents associated with several different four-
year upiversities. In one incident; the caller claimed to be campus police and stated. the student. athlete had been arrested
“off campus’ and to secure release, the parent needs to make a bond payment. In another incident; the caller claimed the
student had been charged with Driving Under the Influence: In ariother, the: caller claimed the student athlete had béen
detained for having a firearm on campus-and thatif a bond payment-was made the charge would be handled ‘internally.

* (U/FOUO) In Noith Caroling, threat actor(s) made cally to. parents associated. with a four-year university. In' one
incident, the call appcared to have been made from anon-emergency police line; In another; the caller claimed the student
had been involved in an assault,

= (U/FOUO) In Georgia, threat actor(s) made calls on multiple: dates to parents associated with two different four-year
universities. In one incident; the caller claimed the student had been involved in a'bar. fight. In aniother, the-caller clainied
the student had beer involved in & serious:car accident.

* (U/FOUOQ) In Ohio, threat actor(s) reportedly made: a call to. the parent of a four-year: HmVﬁE’SIty student: athlete. The
caller claimed to be from campus police and stated the student was detained while departing a local night club and
demanded payment for bail,

(UHFOQUO) Indicators of Law Enforcement Impersonation Frand
(UHFOUO) An indicator alone does not accurately determine fraud activity; organizations should evaluate the totality of
law -enforcement impersonation. fraud. behavior, mcludmg messdge delivery -and other relevdnt circumstances: before

notifying security/law enforeement personnel.

(U/FOUQ) The following: suspicious: activities/indicators: include, but: are wiot limited. 0. any individual, group, or
business; observe these indicators in contextand not individually:

* (U/FOUQ) Calls from local or campus Iaw enforcement or security stating a student:has fines, ontstanding warrants,
been arrested, detained, or canght with a weapon on campns and a bond payment:is needed to-“release them™ and/or
permit them to participate in a “diversion program” and/or to have charges “handled internally.”

» (U/fFOU0) Calls from local or campus law enforcement or security demanding you remain on the line until the “bond is
paid.”

» (UHFOUO) Regquests for monetary paymerit to post bond amounts or avoid jail time are directed to payment systems
such.as’ Venmeo, Zelle, CashApp, PayPal, Google Pay, Apple Pay, Corpay, or entail the purchase of gift cards (Visa, Green

*+#* FOR OFFICIAL USE ONLY *** LAW ENFORCEMENT USE ONLY ***

PCSO P026498 Hendricks 001736



Dot, -etc:). (FBL, FBI OPS, Situational Awareness, July 2023; Greater Cincinnati Fusion Center, Officer Awareness,
Bulletin Number; 2023-265, 20 JUL 23)

NATIONAL

Attacks at US medical centers show why health care
is one of the nation’s most violent fields

§ Word spread through' an. Oregon hospital last month that a’ visitor was
causing trouble in the mafernity ward, and nurses were warned the man
| might try to abduct his partner’s newborn, Hours later, the visitor opened,
fire. killing -a-security guard and. sending patients, nurses and .doctors
scrambling for cover.

The shooting at Legacy Good Samaritan Medical Centerin Portlarid was part of a wave of gusi violence sweeping through
1.8; hospitals and medical centers, which have striggled to adapt fo the. growing threats, -Such attacks have helped make
hedlth carg: ong: of the: nation™s most violent fields. Data shows American health carg-workers now suffer more. nonfatal
injuries from: workplace: violerice than workers in any other professzmi, including law enforcement. “Health care workers
don’t even think: about that when. they decide they want to be anurse or @ doctor. But as far as actual violence goes,
statistically, health care is four or five times more dangerous than any other pmfessxon,” said Michael I Angelo, a former
police officer. who. focuses o health care. and ‘workplace violence as a secufity consultant in Florida. Other industries
.outpace health care for overall danger, including deaths:

Similar shootings have played out in hospitals across the country. Last year, a man killed two workers dt.a Dallas hospital
while there fo watch his child’s birth. In'May,.a man opened fire in a-medical center ‘waiting room in Atlanta, killing one
woman and wounding four, Late last month, 4 man-shot and wounded a doctor a a liealth center in Dallas, Tn June 2022, 4
gunman killed his surgeon and three other people at a Tulsa, Oklahoma, medical office because he blamed the doctor for
his continuing pain after an operation.

s ot Just deadly shootings: Hedlth care workers racked up T3% of all nonfatal workplace violenge injuries in 2018, the
most recent-year for which figures are available, according to the: U.S. Bureaun of Labor Statistics: Une.day before the July
23, shooting in Portland; employees throughout the hospital were: warned during meetings 1o be prepared for 3 possible
“code amber” announcement in case the-visitor attempted to kidnap the child, according to 4 nurse with direct knowledge
«of the briefing who spoke to The. Associated Press, She spoke-on condition of anonymity because she feared refaliation af
work: Fifteen minutes before the shooting, someone at the hospltal called 911 1o report the visitor was:threatening staffers,
according to a tfimeline provided by Portland police. “He kind of fell throngh:the cracks,” the nurse: said. “I don’t know.
how many chances he received. It kind of got to the point where staff'did not know what to do, or what they could or
couldn’t'do with him.”

Police arrived at the maternity ward within:minutes, but it was too late. Bobby Smallwood, a security guard who had been
called in from another Legacy hospital to cover sh]fts for Good Samaritan’s understaffed security team, had heen fatally
shot, Another hospital employee was wounded by shrapnel, The. suspect fled and was later killed by police in a nearby
community,

The hospital declined to respond to the nurse’s comments because-the case is still under’ mvesuganon “Events like these
-are unpredictable, but. our team exhibited professionalismi and a great deal of courage in the face of extraordinarily
challenging: circumstances that day,” Legac:y Health said in a statement: to the AP. Legacy Health-in Portland plans to
install additional metal detectors; require bag’ searches at every hospltal and send patients -and visitors 1o .controlied
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entrances, More security officers will be: provided with stun guns; the hospital said, and bullet-slowing film is being
applied to some interior glass and af main entrances.

Around 40 states have passed laws creating or increasing penalties for violence against health care: workers, according o
the American Nurses Association. Hospitals have armed security officers with batons, stun guns or handguns, while some
states, including Indiana, Ohio and Georgia, allow hospitals to create their own 41‘391106; forces.

Critics say private hospital police ean exacerbate the health care and policing inequities already experienced by Black
people. They also say private police forces offen don’t have to disclose information such as:how often: they use force or
whethier they dmpropomonately detain members of minority | ‘groups. Security teams cannot’ address all of the factors
leading to:viclence because:many: of them. are caused by a dysfunctional health care system, said Deborah Burger, a
registered ninrse and the president of National Nurses United.

Patients and families are often bounced between emergency rooms and home, and are frustrated over high'costs limited
treatment options or long wait times, Burger said. “Hospztals don’t really-have a: complainis depariment, so. the only real
farget'they have is'the nurse or staff that are. standmg right ini front of themy,” she-said.

,Underst&fﬁng forees nurses to care for more patients and affords them less: timie to assess each one for behavipr problems
Efforts fo de-escalate aggression aren’t as effective if nurses haven’t had time io bond with patients, Burger said.

Understaffing is an “absolutely catastrophic formula for workplace violence increasing:” D* Angelo said. “Now you don’t
even have the: gdod old. buddy: system of two co-workers Keeping an eye ont for each other. ” Some hospltal administeators
encourage staff to placate aggressive visitors: and. patients because they are worried about getting bad reviews, Burger
said, That's because the Affordable Care Act tied a portion of federal reimbursemient rates to: consumer satisfaction
surveys and Tow- satisfaction means: a hit to- the financial bottom line, “The results of those surveys: shonld never take
‘priority over staff safety;” D’ Angelo said..

Eric Sean Clay, the president-elect of the International Association for Healthicare Security & Safety and vice president of
scacunty at Memorial Hermann Health in Houston, said the workplayce violence rates attributed fo health care facilities are
_ gmssly underreported.” “I think that a lot of it comes down to caregivers are just very folerant, and they come to look af
it-as just part of the job,” he said. “If they’re not injured, sometimes they don’t want to report it, and sometimes: they don’t
think: there will be any change.” Clay’s hespital uses armed and unarmed. secunty officers, though he hopes te have them
‘all armed eventnally. “We actually have our’ own firing Tange that we use,” Clay said. None of his sccunty officers have
drawn their-weapons on the: job in recent years, but he wants them: to'be ready because of the rise in gun: violence. Clay
and Memorial Hermann Health declined to answer questions about whether an' armed security force could: negatively
affect access to health care or existing inequities,

‘The: nurse. at- the. Portland hospital said the shooting left her colleagues terrified and unusnally solemn. She. is worried
Legacy Health’s ‘promises: of increased safety will be temporary because of the cost of finding, training and retaining
‘secunty officers.. Some: of her co-workers have resxgnecl becanse they don't want 1o face another “code silver;” the alert
issued when' someone at the hospital has: a-weapon. “You know, we always say these patients. and their families are:so
viinerable, becanse they’re having the worst day of their life here,” the nurse said, and that makes many staffers reluctant
to.demand better behavior. “We have to stop that narrative,” she said. “Being vulnerable. is bleeding out from a bullet
wound in your chest. Being' vulnerable is having to: barricade yourself and your patients in g room because of a code
silver.” https /fmnews com/amc]e/hosmtalsvwerkmiaue-vwlencewshommgs aa691 8569ﬁ8f76ff8a15b9813331686

Hospital Cyber Attack Diverts Patients

A cyberattack disrupted: hospital computer systems -across the US; forcing, emergency
rooms and outpatient facilities in several states to close last Thszrsday Friday morning, a

network of three' ‘hospitals. and’ a medical center in .the Philadelphia suburbs, were. still
| diverting' ambulances for stroke and trauma patients to other hospitals, CNN reports.
Sixteen hospitals and more than a hundred other: medical facilities were taken offline in
California, Connecticut, Pennsylvania. and Rhode Island. This hack ‘is the 157th
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cyberattack on a US health care organization this-year,

*Analyst Assessment™ Last week, the Cybersecurity and Infrastructure Security Agency (CISA) released its. strategxc plan
for fiscal year 2024 through 2026, focusing ‘on three goals: addressing: immediate- threats, hardening the terrain, and
driving security’ at scale, Cyberscoop reports. NYS also released its first cybersecurity stratf:gy,, including’ plans to
modernize: government' netwarks, provide digital defenses at the county level, and regulate critical infrastructure, WSJ
reports. NYS ranks third by victim loses due to ¢ybercrime, according 1o FBL Local governments and agencies are prime
targets: due to -aging technology and Timifed resources.. Good cyber security begins with: the human: components. of the
systens., Learn and practice good security habits. Source; Watchline@fdny:nyc.gov

Utah man is shot dead in FBI raid after posting online he was 'digging out my hold Ghille
suit and cleaning dust off M24 sniper rifle' ahead of president’s visit to Salt Lake City on,
‘Wednesday

A Utah man was fatally shot during an FBI raid in Salt Lake City on Wednesday morning,
2. source at the FBI told ABC News. Special agents attempted to serve arrest and search
‘warrants af a residence ifi. Prove ‘when they shot and killed Craig Deleeuw Robertson at
around 6:15 am. An FBI official said the raid was in connection with an investigation into
alleged threats against President Joe-Biden and other figures, The threats involved plans to
take physical action and the:FBT deemed them ‘credible.” Court-documents show Robertson
threatened to ‘inflict bodily harm' on Biden during his:visit fo Utah, In & social media post
‘e sent on’ August 7, Robertson allegedly wrote: 'I hear Biden is coming fo Utah. Digging
out:my hold Ghille suit and cleaning the dust off’ the M24 sniper rifle.” "'Welcome Bafoon in

‘ Chief!,' he concluded the post, which was writerr in bold biack lettérs on a pink and. purple
swirly background. Biden is. expected to arrive in Salt Lake City on Wednesday afternoon and stay overnight,

In March, Robertson aﬂevfedly also threatened fo murder New York Coumy ‘District
Attorney’ Alvin Bragg, who was-overseeing the: criminal investigation into former President
Donald Trump, 'T1 be waiting in the courthouse parking: garage with my suppressed Smith
&Wesson M&P 9mm to smoke a -radical fool. prosecutor that should never have been
elected,’ he posted at the time. 'BYE, BYE, TO ANOTHER CORRUPT B______ IV’

While conducting surveillance on Robertson's home on March 19,.a special agent attempted
‘10 speak with Roberison -about his posts, according to: Fox13, Robertson replied, 'T said it
was a dream! and told the agent to come back with 2 warrant. The investigation began in
April and the US Secret Services became aware of it-in June, "The FBI takes:all shooting
ingidents involving our agents or task force members senously, ‘the FBI said in‘a statement
to ABC. 'In accordance with FBI policy, the shootingincident is underreview by the FBI's
 is-an ongoing matfer; we have no further details to'provide;’ Source; Dailymail.coiuk

*Analyst Note* On the same day an Okiahoma man plead guilty to making on-fine threats to Republican politicians, On
Saturday in Jackson, Mississippi, 4 candidate for the state’s house of representatives was the victim of violerice, wher four
men opened. fire on her house, WAPT reported. In Ecuador; a candidate for president was fataily shot ata. pohtmal rally
on Wednesday. The 2024 elections are: in full swing with candidates actively campaigning at a time when pgiltlcai
divisions: are-very high, Recent. Gaﬂup polls have demonsirated significant partisan divides on key isspes. The previous
elections in.2020 were marred by months of political violence, cuhmnatmg in:the riots on January 6th. Though the 2022
midterni election was relatively peaceful, a rise in on-line pohtlca} threats; appeals. to violence, and increases in violent
demonstrations shenld: be considered as warnings, that must be: assessed when evaluating threat environments.

Demonstrations or events can be organized via: social media and form without warning, as seen in the disturbance in
Union Square this week. Source; Watchline@fdny.nyc.gov
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Report: Growing concerns about school saféty amid confidence in emergency plans

' Motorola Solutions' research spotlights primary safety concerns and offers
insights into emergency notifications, techiology and praining:

CHICAGO — Both parents. and teachers are much more concerned about school
safety now than they were five years ago;, according ‘to the findings of
the Mmom}a Solutions 2023 K12 School Safery Report:

Accordmg to-the report, 1,000 K~12 parents and 1,000 K-12 educators throughout
the United States: took part’in the research, w:th §7% stating they are more
concerned. with school safety, even as 73% of parents and 80% of teachers are confident that their school's EIETgENCY
response plans are effective.

“School safety is top of mind for parents-and edugcators alike; with both groups expressing concerns about mental health
issues, Pullying and -active shooter situations,” said Todd Piett, vice preésideiit of Rave Mobile' Safety at Motorola
Solutions, “Ensuring: that school -personnel and families are aware of proactive p]anmng practices; ‘the: notification
methods: employed by schools, technologies in place to thwart and report, emergencies and school protocols: for when
incidents occur-will not only help to alleviate worries, but ultimately improve safety ouicomes:”

KEY FINDINGS IN THE REPORT

1. Earning the trust of parents and teachers hinges: on the mgmflcance of safety ‘and preparédness plans. When
assessing educational institufions, both parents and teachers consider school safety a:pivotal element, with 66%: of
parents and: 72% of teachers regaxdmg it as a critical facter.

2. The prominence of student mental bealth as a pressing issue continues. A substantial 64% of parents and 68% of
teachers.express concern for the well-being of students' mental health. Additionally, apprehensicns extend to-the
mental state. of community members who conld potentially engage in"acts of violence' on school premises, ds well
as the:mental health of teachers.

3. Effective communication pathways befere and amid crisis occwrrences are of utmost importance: Almost half of
the educators:(48%) state their capabﬁlty to prowde anonymous or-confidential fips to their'school, public safety,
or both; in contrast to 43% of parents.. In. situations: of wrgency. 57% of teachers highlight-their inclination to
employ a classroom, phoné to contact the main office; albeit this method proves time-intensive and fails to
immediately ivolve school.district: authorities, 9-1-1 responders, or swift first résponders who may necessitate

~ prompt action.

4. The utilization of school safety technology is prevalent and. holds the potennal to reassure parents, A notable 71%
of teachers report the integration of new safety technology within their schools in the past: two-years. However,
54% of parents note a lack of visibility regardmg the implementation. of these novel technologies, This' contrast
provides schools with a chance to engage.in periodic communication with parents, elucidating the safety. measures
being employed to minimize-risks and enhance response efficiency.

Nearly half (46%) of parents express. that panic button applwatmns enabling: rapid notification of 9-1-1 by
teachers.and school staff, would notably enhance their confidence in school safety.

5. Almost: all -teachers and parents: indicate involvement in lockdown. drifls: 89% of parents mofe. their child’s
participation. in. a. school lockdown. drill, aligning with 96% of fedchers who report -the same. experience.
Moreover, 82% of parents detail their child's participation in drills tailored. to active shooter preparedness. Among
teachers, 73% have engaged in-such drills alongside their students, while an additional 10% have conducted these
drills without students: present, Tt's worth mentioning that 36% of feachers express an interest in undergoing
training with first responders, despite not having done se yet. ) '

“Toview the full findings of the survey; download the 2023 K-12 School Safety Report here.

Source; Police 1.com
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Teenage cousin of Uvalde school shooter arrested and accused of threatening to do "the:
same thing'

‘The teenage: cousin of the Uvalde, Texas, schiool shooter has been arrested after he-threatened to“do the same: thlng’ atd
Tocal school, police said Tuesday. The: 17-year-old, whom NBC News is not naming as he is a minor, was. arrested
| Mornday on charges of threatening to' commiit an act of violence to cause serious bodily
| m]ury and making a terroristic threat in a public place causing fear of serious bodily
| injury. The boy's mother called San Antonio police Monday saying her son was
threatening’ to commit a school shooting, police said. Shesaid he * plarmed to “do the
same th]ng as: his: cousin, ‘who committed a mass shooting 2022 at: an. elementary
school,” the arrest warrant affidavit said. The teenage suspect is the cousin of Salvador
Ramos, who killed 19 students and two teachers at Robb Elementary:School in Uvalde
in May 2022, Police did not state.the boys! familial re]atmns}np but said the affidavit
was factual.. Sgt. Washmgten Moscoso confirmed. they are cousing 10 The:New York
Times. The boy's mother.-was “especially concerned” because her son was onm
probanon and was mtoxncated at the time and because: they lived directly across from an elementary school, the affidavi
'said. The woman had called police after the suspect made alarming comments fo his sister; who. then told her mother,
-authorities said.. '

The: woman told: detectives she overheard a phone conversation her son had that morning trying to “acquire an AR-15
through: an-illegal private sale” with an unknown actor, the affidavit said. The sister told police that she had given her
brother a ride-and that while they were in the car he “threatened to: shoof her in the head and stated that he would ‘shoot
the schiool,” the affidavit said. He allegedly noted that “school is. starting soon.” The sister believed the threat: was
credible “due to the recent history of their family anid the suspect’s knowledge: of his copsin's dctions,” police documents
said. The tecnage suspect was taken into. custody, interviewed by a detective and “denied making any-threats,” the file
-said, He was arrested on an active. warrant, San Antonio pohce said. The charge of threatenmg to commit an act; of
violence. to'cause serions bodily injury was in. connection ‘with hiis alleged comments to his sister; and the:terroristic: threat
charge was in connection with his alleged comments toward:the school, authorities said.

Tt was not immediately clear whether he has an attorney. The Edgewood Independent School. District said in a statement
that-it was aware & teenager was in police custody accused of making a threat:against a school on the city's west side,
NBC affiliate: WOAI of San Antonio reported, “Edgewood ISP is committed to the safety and security of all students,
facuity and staff.. Each campus has an assigned Safety Officer. We encourage everyone toreport.any suspicious activity,”

the statement: said, Police: called the case an example of “see: something, say something,” “With school starting, SAPD
wants' parenis and faculty fo know, that SAPD ‘takes: all reports of threats seriously and will investigate and take
appropriate action,” police said: Source; NBC News

Union Square Riot Leads fo Arrests

Last week, a.21-year-old Bronx native and social media star-was arrested and charged
with inciting a riot:after thousands of his followers.descended upon Union Square Park
for a live-streamed promotional stunt tumed rampage, reported the NY' Post. Some of
the rioters were caught-on film using pilfered construction: equipment to attack police.
Authiorities are’ still searching for eight juvenile suspects wanted for assaults and
vandalizing a police car. This incident lead to 67 arrests and multiple injuries. Also this
week, three ‘men were charged for attacking a rfiverboat co-captain in Montgomery,
Alabama. The.brawl quickly spiraled out.of control and attracted onlookers. to join the
fight, with one.of them using a-folding chair as a-weapon, states the Washington Post,

*Analyst Assessment* The medern landscape: now requires: that first responders.inchide
social media in their size-up, The 2011 Arab Spring and 2021 January 6th Capital riots,
like the Unic'm'Square rict, showed how spontaneous peaceful gatherings can deteriorate
and grow in size creating; dangerous outcomes. for civiliany and emergency. personnel.
Wmie the mﬁecm)n pomts of these events are not always.anticipated, ‘the use of on the scene: materials as weapons (i€,
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chairs, construction materials, barricades, etc.) shonld be; When potential for civil unrest-is recognized, so should the need
o safeguard tools on the apparatus. Easy access tohooks, Halligans, and axés may temp rioters to take them for uniawful
-use.. Souree; Watchline @fdny.nyc.gov

INTERNATIONAL

(U) Canada: Authorities Arrest Two Members of Atomwaffen Division Formally
Charging One

UNCEABSIRED

{Uy According to open source reporting, on 05 JUL 23 -Royal Canadian Mounted
Police (RCMP) arrested Patrick Gordon Macdonald, 26 of Ottawa, Canada with
terrorism:and hate propaganda offences for advocating aviolent; far-right
ideclogy. Reportedly, between 01 APR 18 and 31 DEE 19, Macdonald created
propaganda material for the benefit of the far-right terrorist group Atomwaffen
Division (AWD). A second un-named person was arrested in Kingsey Falls,
Quebec, Canadaas ‘part of the ongoing investigation, however, no formal charges
‘have been made at this time. (Open:Source, 05 JUL.23; Open Source, (7 JUL 23y

(U) According to reporting, in June 2022, RCMP officers conducted raids near
Quebec City targeting people connected to the: AWD: Reportedly,. authorities
‘arrésted an un-named 19-year-old from Windsor, Ontario with alleged ties to the
group: In 2021, the Canadian government classified AW, a US-based neo-Nazi
organization a terrorist entity. Accordmg to Canadian Pubhc Safety officials, AWD calls for acts of violence against,
racial, religions; and ethnic groups, as-well as informants, police and bureaucrats. (Open Source, 07 JUL 23; Open Souirce,
05 JUL.23)

(CUI) ARTIC Comment: According to additionalreporting, Macdonald, a graphic designer, first garnered public
attention'in 2021 when an alternative.news outlet identified Macdonald:as.a prominent visnal propagandist for AWD
operating urider the online name "Dark Foreigner.” Macdonald’s case is the first in Canada. in.which an individual
advocating a violent-far-right ideclogy has been charged with both: terrorism and hate pxopaganda, Reportedly, the group
maintains training camps where AWD members receive weapons and hand-to-hand combat training to' prepare for the
collapse of society., (Open Source, (07 JUL 23; Open Source, 05 JUL 23)

(Cun Accordmg to further reporting, following along:the: 1d¢0£og1cal lings; of the former Nazi regime, AWD seeks to
create a Nationalist Socialist government in pursuit of a total Aryan victory. Reportedly, other far-right groups and former
AWD members have indicated that AWD has a growing fixation on the oceult and is a front to the British' neo-Nazi
Satanists group the Order of the Nine Angels: (Open Source, 05 JUL 23;:Open Source; 2023)

(U) In related reportmg, 10 2019, USPER Kileb Cole, the reputed leader of Washmgton based AWD cell, was hield by
Canadian immigration authorities:for'42 days before he was deported and banned from the country forlife. Reportedly,
Canadian authorities deemed Cole too dangerons to release in the community while awagiting a deportation wial, Canadian
authorities, af the request of Seaitle-based FBI officials; were asking a judge fo grant & civil Extreme. Risk Protection
Order against Cole, who has lived in Snohomish and Whatcom counties, Washington. Cole was reportedly part-of an
ongeing mvesngauon related to stockpiling: weapons and Likely organized “hate: camps:” Additionally, online recruitment
videos show AWD members in ‘Washington. training: with military-style firearms, plastering hate-filled. posters. on
buildings-and burning the flag of Israel. (Open Source; 07 NOV 19} Source; Army Threat Integration Center (ARTIC).
*(CUD-Controlled Unclassified Information
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(U//FOUQ) Transnational; Foreign Outlaw Motorcycle Gang, “The Germium’’, Almost
Certainly Expanding Territory into the United States Through a Probationary Club in
Wyoming

{U//FOUO-LES) According to-a Montana Analysis
& Technical Information Center (MATIC) / Montana
.Department of Justice Division.of Criminal
TInvestigation Intelligence Note dated 02 AUG 23, the
MATIC assesses itis almost certain the Greminm:
Motoreycle Club (MC) are expanding territory into
the United States by estgblishing & Probationary.
Gremium MC (P.G. MCj in Wyonung, whose
‘membership currently includes six Wyoming
residents and two Montana residents. The MATIC
further assesses the Wyoming-based P.G. MC-will
‘almost certainly become & full-Gremium MC chapter,
The:MATIC has high confidence in this assessment,
‘which is based on reliable reporting from three
‘Moatana and one South Dakota local law enforcement
agencies, as well as reporting fromy two’ federal law'
enforcement agencxes

(UHFOUQ-LES) The MATIC relies on the key assumption the P.G. MC: Nomad chapter in Wyoming intends on
becoming:a full Greminm. Chapter, Research inio the P.G: MC reveals the P stands for Probationary, and G-stands for-
Gremium; This tifle occurs when the Gremium MC is establishing a new chapter, If this assumption isincorrect.and the:
P.G. M€ are not allowed to become a full Gremiym MC chapter, then club will likely dissolve. This would decrease the
likelihood of this assessment.

(U/FOUO-LES) The: MATIC assess the Gremium are almost certainly expanding info the US'by establishinga P.G. MC
chapter:in Wyoming (with two'Montana residents as part of the clubj, which will almost certainly promote:the P.G. MC to
a full Gremium MC chapter; This assessment is based upon multiple reports invelying the PG, MC and one full patched
Gremium member at the 28th Annual Beartooth Rally and Tron Horse Rodeo in Red Lodge, Montana. No criminal activity
was observed between P.G. MC members and other Ontlaw Motorcycle Gang (OMG) members during the event.

= (U//FOUO-LES) On 14 JUL.23, The P.G: MC cut-was:seen-at the Beartooth Rally in downtown Red Lodge; Montana.
Within the P.G. MC group was a full patched member of the Gremium MC; who was later identified as:a foreign
national—possibly from Mexico, as identified through the member’s indicia on his-cut,

« (U/FOUO-LES) On 14 JUL 23, the elght P.G. MC members were 2lso seen with a member of Wyoming Bad 7MC.
The MATIC identified six members.of the P.G. MC as Wyoming residents. MATIC also-identified two: Montana residents
who appeared to be members of the P.G. MC,

* (U/fFOUO-LES) On. 14 JUL 23, the MATIC identified one: member of the: P.G. MC as a former Bad. 7 MC member
from Wyoming: Around the same time, Red Lodge Police Department had contacted the former Bad 7 MC member
‘throngh a lawful traffic stop. The subject’s-name and information were verified, and it- was confirmed the subject is:now a
P.G. MC probatiopary member;

» (U//FQUO-LES)-On 25 JUL 23, the MATIC identified the United States as a new “Nomad™ chapter on the Gremium
MC’s website.

(U//FOUO-LES) The Gremium MC was founded in. 1972 in Mannheim, Germany and has claimed to be the largest OMG
group in Germany, with aver 50 chapters.throvighout the world, The Greminm MC claim nobody gels their membershjp
right away, and everyone must run through a probationary period to get to know each other. Only after a member and
«chapter go through the probationary period can they become a full Gremium MC chapter.
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(U/FOUQ-LES) At the time of this wntmg, there are:no known products mentioning a-US-based Gremium MC chapter,
This is likely due to their Iaokmg presence in the United States. However, there are mentions of OMG ac¢tivity involving:
the Greminm MC in the Bureau.of Aleohol, Tobacco, Firearms and Explosives Outlaw Motorcyele. Gangs: 2016 Trends
and Patterns — Domestic; International MLhtary Effects. This report briefly discusses the Gremium MC’s deep—moted
connection with Criminal underworlds across Europe and Rugsid, Another report from Buropol, nght—ng Activism &
‘Extremism in. European Ciroups & Movements 2021, also mentions the Gremium MC. This MATIC product confirms the
Gremium MC’s OMG status and why it is concerning they are establishing a United States Nomad chapter.

(U/FOUO-LES) MATIC Comment: The MATIC observed 4 large presence of “P.G MC” members at the 28th Annual
Beartooth Raﬂy and Tron Horse Rodeo in Red Lodge; Montana with the Unifed States designated as theif néw area of
responsibility. It:is dlmost certain the Greminm MC have established a US-based chapter. Within the:next three: months,
law enforcement should expect to se¢ these members in’ Wyommg and Montana ds they travel fo the Sturgls \/Iotorcycle
Rally starting 04 AUG 23 to 13 AUG 23, and Topless Tuesday, an event based in Alzada, Montana on 08 AUG 23, The
MATIC expects to see the P.G. MC back in Red Lodge, Montana after 12 months to confirm they are established. If
‘within the next 12 months:the MATIC sees US-based, full patched Gremivm MC members, this will ¢onfirm. they have
successfully completed their probationary status. Traditionally, new:OMG members or chapters will have to prove their
worth to the MC; Previous reporting involves a member or club; successfully completing a criminal task or specific non-
criminal fasks showing their worthy of the MC status before gaining full membership. If the P.G, MC are involved in
criminal activity, this may be. a sign they are attempting to:solidify their chapters status-and graduate form-the
probatlonary period,

(UHFOUQ) This productaddresses the porential threats to Taw enforcenient ‘personnel from the P.G MC Nomads; The:
Greminm MC are a foreign 1%er OMG with no previously known chapters:in the Unifed Sfates, In Europe, the Gremium
MC have beeninvolved in crimes such as human, drug, and weapons trafficking; illegal prosiitution; and organized crime:.
The MATIC recognizes these activities under Montana Code Annotated (MCA) 45-8-405 and identifies The Gremium
MC as.a Criminal Street Gang according to MCA 45-8-402. (MATIC / Montana Department of Justice Division of’
Criminal Invesﬁgahon Intelligence Note, Foreign Outlaw Motorcycle Gang, “The Germium?, Almost Certainly
Expandmg Territory into the United States Throwigh & Probationary Club in'Wyoming, 02 AUG: 23} Sources; a Montana
Analysis & Technical Information Center (MATIC) & the Army Threat Integration Center {ARTIC).

HSSRIG Analyst Comment™ Greminm ¢laims to be the largest German motoreycle club since the
patchover of the also formerly Mannheim-based German chapters of the Bones MC to the Hells
Angels MC in 1999, with.73 full chapters in Germany, 71 chapters in other European conniries,
several associate chapters (Bad 7 MC support club) in Germany,|2] and a prospect chapter opened
by German expatriates in Pattaya, Thailand in 2007. The club. was established in. 1972 in
Mannheim. The club:colors-are black and white, on the back patch appears the word "GREMIUM"
‘and the name of the: country with a fist rising through clouds. Often; the terms "Black Seven™and.
the number 7 are used: the word "Gremium"” consists of seven leters, and "G is the seventh letter
in the alphabet.

Other National/International Articles of Interest (Links

Lakewood police looking for young adults wanted in at least five armed robberies
hittps:/iwwwaewsbreak som/iakeweoc}awa/311451747 8686-iakews:oad-pohce-ioolang—for-vmmg»adults-wanted-m—
at—leasbﬁve«drmed—mbbeneb '

How Social Media Apps Could be Fueling Hnlmcldes Among Young Americans

‘https:/fwww; _'ro ublica.org/article/social-medis-vislence-young.

Attacks at US medical centers show why health care is one of the nation’s most violent
fields
‘Thittps://apn ews.com/artlLlefhﬂsmtals-workglace«vmlenne—shommgg-aaﬁQiSS@ffo%ffSal5b981?e31686
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‘Who is sneaking fentanyl across the southern border? Hint: it's not the migrants
‘https://wwwnpr.org/2023/08/09/1191638114/fentanyl-smuggling-migrants:mexico-border-drngs

Idaho man charged with shooting rifle at two hydroelectric power stations
https //abcnews‘ S0, comlUS/wlrQSwrv/uiahq-maxg-charged~sheoﬁng rlﬂe-hvelmeiectnupewer-statmns-l&l 1731..

5 white nationalists sue Seattle man for allegedly leaking their identities
‘https://aprews.com/article/patriot-front-lawsnit-enline-white-nationalists-identities-
311193a98bb454fec8 1767458112226

This Néew England neo-Nazi group is getting bigger and scarier, experts say. Most
troubling: Militaryvets fill its ranks

bittps://www.boston.com/news/politics/2023/68/06/nev-en __glandnnee-nazygmnnub igger-scarfer-military-
vveterans/"utm source=iterable&utm medinm=eniail &utm campaign=7430275

:Survey of nation's 911 workers shows poor staffing, burnout, minimal training
i} ms.//www pollcel.comjdxsg atther/artlcies/survex-~0t-natl0ns~91l»werkers-shQWSunoﬂrustaffgggburnaub»mlmniak

‘Where did all the old cops go?

hitt s:/oww; hcel com/chxefs—sher;ffs/artmles/whare-dldnﬂl‘ thenoid«ce s-__‘ :

iEMAXL CAMPAIGN 2923 08" 03 03 "4&utm medlﬁmz&maﬂ&mm term=05584e6920b-1d617433c7-
% SBLIST EMAIL ID%SB

*FPD/PCSD Homeland Security Reports Received this week 6.
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To: DIST- ALL TPD Pulice Deparimentfxdl-police@cityoftacoma.org]

From: Smith, Gary (TPD)
Sent: Thur 8/17/2023 4:14:40 PM

Subject: SSRIG Weekly Intelligence Summary 31- 2023 {August 17, 2023)
Received: Thur 8/17/2023 4:16:02 PM

SSRIG Weekly Summary 31-2023.pdf

23-0150 WSFC SETA - Washinaton State Falr (018ep23) - 15Au023 (U-FOUO) pdf

Washington State Fair 2023 pdf

Also Attached is the Washington State Fusion Center (WSFC) Special Event Threat Assessment (SETA) for the
upcoming 2023 Washington State Fair and attached is the South Sound Regional Intelligence Group (SSRIG)
Threat Assessment for the Washington State Fair 1-24 September

South Sound Regional

SSRIG email: PCINTEL @piercecomniywa.gov

Intelligence Group

Weekly Summary
#31-2023 August 17, 2023
Gary Smith This document is a FOUO communication and is noi
Intelli gence AnaEyst 1o be disseminated ouiside of the law enforcement or
Gary. Smith@ei ) infelligence communifies.
Ary.STTN(LCLIACOMA. WA S Dissemination fo media sources is noi anthorized.
(253) 594-7964
REGIONAL

WA Man on His Way to Sturgis Rally Arrested for Terrorist Threats

Puget Sound Auto Theft Task Force (PSATTF) releases auto theft stats for July 2023

OFFICER SAFETY

PC to Arrest for Robbery 1

st.

Att Murder, Aslt, Att Rpe: Island (Tacoma PD)

OFFICER AWARENES

ATTEMPT TO LOCATE — MISSING PERSON

CYBER THREATS

CISA: New Whirlpooel Backdoor Used in Barracuda ESG Campaign

US Critical Infrastructure Likely To Face Chinese Cyberattacks Amid Taiwan Conflict

PCSO P026498 Hendricks
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PUBLIC SAFETY

A Longer-Lasting and More Powerful Treatment — New Antibody Reverses Effects of Potent
Opioid

Border agents seize enough lethal drugs this fiscal year to kill more than 6 billion people
NATIONAL

Nationwide Swatting Campaign Demonstrates Employment of New Tactics

Swatting at Synagogues

(U//FOUQO) Transnational: Domestic Violent Extremists and Criminal Actors Will Likely

Continue Utilizing “OpenlnfraMap” in Plots Targeting Electrical Infrastructure, Increasing the
Likelihood and Impact of Successful Attacks

INTERNATIONAL

(U) Mexico: Autherities Discover a Criminal Sarveillance Camera Netwerk

Britain Warns of Possible Terreorist Attacks in Sweden

Other National/International Articles of Interest (Links):

Gary L. Smith

Gary L. Smith

Criminal Intelligence Analyst
Regional Intelligence Group
TPD/PCSD

Tacoma, WA

(253) 594-7964

(253) 405-6214 (C)
gary.smith(feityoftacoma.org

gary.smith{@piercecoantywa.gov

“There must be a Lone Ranger!” m
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TACOMA /PIERCE COUNTY
REGIONAL INTELLIGENCE

, UNIT
Special Event Threat Assessment

Wednesday, August 16,

2301 2023

Det, Sgt. John Delgado (253) 341-1369
whn dehrado@merceconnrvwa 2004

Gary L. Smith, Intel Amalyst
‘gary: snnth@cﬁyoftaooma org (253) 394 7964

it

Vi 7
i
(Gririsim i s
1276004 700 L 0

(U) Washington State Fair Threat Assessment
Overview 2023

Overview:

(Uy The Washington State Fair is: being held in Puyallup,
Washington from (124 September 2023, The S-year average
o ‘ attendance:is between 1.1 and 1.2 million gpests.

Fair Hours: On Weekends 09:30am ~ 10:30pm.

On Week Days 9:30am -9:30pm. -Some hours on Fridays and Sundays fluctuate. All Tuesdays are closed and Weds 6 SEP
s closed, To seetimes and dates click-on-the following link: hitps://www thefair.com/general-info/dates-times/

(U) SEAR Level
(U//FOUO) The Washington State Fair has been designated a SEAR. 3 event of national and/or-internationd! importance
that requires only limited federal support.

Potential Threats:

Five major threats that have been used within the past year that could affect the Stafe Fair:

1. Active Shooter or “Low-tech” assaults involving edged weapons and blunt objects, targetmg spectators’ inthe
fairgrounds or those just walking fowards the fangmunds

2. IED attack-with a bomb or some type of device. strateglcaﬂy placed fo bring harm. & injury fo crowds

3. Vehicle ramming targeting large crowded areas in, orjust outside the fairgrounds, or at displays.

4, Drong attack dropping-a bomb or some type of explosive device in a congested area, or just malicious use of
drones during concert events.

5. Gang confrontation

*** FOR OFFICIAL USE ONLY *** LAW ENFORCEMENT USE ONLY ***
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(U) The United States Temains in a high criminal threat status. Lone offenders and small groups motivated by a
range of ideological beliefs and personal grievances continue 10 pose a. persistent and- lethal threat to the
Homeland. Both. domestic violent extremists: (DVEs) and those associated. with foreign terrorist organizations
continue'to attempt to motivate supporters to conduct attacks in the. Homeland, including through violent extremist
messaging and online calls for violerice, In the coming months; factors that could miobilize individuals to commit
violence include their perceptions: of the 2024 general election cycle; upcoming High Profile Trial (Tacoma
Policeyin Tacoma starting 18 SEP and legislative or judicial decisions pertaining to sociopolitical issues. Likely
targets of potential violence include US critical infrastructure, faith-based institutions; individuals or events
associated with the LGBTQIA+ community, schools, racial and ethnic minorities, and government facilities and
personnel, including law enforcement,

Recent Threat Activities:.

#(UY On June 17, 2023, a mass shooting ogcurred at the Gorge Amphitheatre, near' George, Washington. The shooter
.opened fire at a campground near- the: amphitheater, killing two people and wounding two others

* (Uy July 01, 2023, An argument. between multiple groups of people led to gunfire.in a Puyallup church:parking lot on
that Samrday evening, injuring ‘an innocent bystander. Puyallup Police: said those involved were attending the Taste of
Northwest in the Puyallup Fairgrounds. Puyallup Police said a dozen vehicles were hit by bullets as well. Shell casings of
‘multiple calibers were located, they believe several guns wereused and numerous people were involved in shooting at each
other.

* (U) On August (4, 2023 .a Bethlehem PA. man accused of threatening to set off explosives at the music-festival,
Musikfest, had homemade explosives and ahomemade gun in his home when he.was arrested Friday. The police announced
the- 53—yeam~old man-was: charged in the case: He was: arraigned on-two-felony counts of possessmg a-weapon- of mass
déstruction. and misdemeanor offenses. of possessing’ a prohibited  offense ‘weapon and posseéssion ‘of drugs ‘and. drug
paraphernalia. Court: documents state improvised explosive devices with black explosive. powder-and a fuse, as well.as
modified grenades, were found'in the investigation Those documents also report he had a homemade shotgun capable of
firing a 12-gauge round, Bethlehem PD received tips Thursday evening thathe plamxed toset off an explosive at Musikfest;
however, they say ne specific time or-place was provided.

* (17) On August 09, 2023 [in Rapid City, South Dakota] A man reportedly on his way to the Sturgis Rally. with guns and
‘possible explosives ‘was arrested and. charged with making a terrorist threat. John Charles Matthew Manu, 42, from
Washington State was arrested Saturday during 4 traffic stop in Butte County, A court document’ from the Butte: County
State’s Attorney’s Office: says when Mann was pulled over, law: enforcement found two AR-15s, body armor, three
‘handguns, bomb-making nmiaterial, and a device that police say’ appeared 10 be a pipe bomb, Law enforcement alsc found a
‘several hundred-page manifesto fitled Manifesto: Descent into. the Rational Justification’ for Gerocide. The manifesto
included descriptions.of. muyrder, mass. killings, abduction and sexual molestation. of children, and suicidal ideation, Mann
jxs from University Place, ‘Washington..

(U) Profile of an Active Shooter: An active shooter is an individual engaged in killing or attempiing to kill people in a
confined and populated area. In most cases, active shooters use firearms and there is no pattern or method to their selection
of victims. Active shooter situations are unprc&ctable -and evolve quickly, Typically, the immediate deployment of law
enforcementis required to stop the shooting and mitigate harm to'victims, Because active shooter situations often are over
within 10 to 15 minutes, before law enforcement arrives.on the scene, individuals must be prepared mentally and physically
o deal with an active shooter sitation:

) Bombmg (IED/SVIED/VBIED); A device placed or fabricated in an improvised manner incorporating destructive;
lgthal, noxious, pyrotechnic or incendiary ¢hemicals, and designed'to destroy, incapacitate; harass, distract, or achieve miass
destenction to people: and property. Such exploswes are.typically devised from non-military components and are either set
to: detonate remotely or directly by some type of trigger; such devices may include Improvised Explosive Devices (IED);
Sisicide-Vest Improwsed Explosive Device (SVIED), or Vehicle-Borne Improvised Explosive Devices (VBIED) which use
explosives to weaponize cars, trucks, motorcycles, and even.bicycles.

*** FOR OFFICIAL USE ONLY *** LAW ENFORCEMENT USE ONLY ***
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(U) Vehicle Ramming;

The nsé-of @ vehicle as a weapon in a térrorist attack is not new. Récent terrorist incidents and violent extremist propaganda
demonstrate that the use.of vehicles as a weapon: continues to be of inferest by those wishing to cause harm, Attacks of'this
Tature require minimal capability, but.can have a devastating impact in crowded places with low levels of visible security:

(U) (UIJFOUO)’ DronesIRemote Centmlled‘Model Aircrafts 'The SSRIG possessesno speciﬁc reporﬁng regarding ilﬁcit
populamy, and f:asg o,f u,sc Mahpmusv,use, of Dmnes poses a po,tf:nnal rlsk to sp}c:clators}, volunteers, secumy, per.s.onnel ,an,d,
firstresponders at sanctioned and non-sanctioned events around the Puyallup area,

(U Additionally, unauthorized drones or unmanned aircraft systems (UAS) flying in close proximity to:event venues.and
participants can cause accidental or intentional harm,

(U) Gangs: One of the biggest threats to-the State Fair may come in the form of gang-on-gang rivalry confrontations in
‘which innocent bystanders getin the way. There continues to béa htgh level of drive-by shoofings in the Tacoma area and
there is a potential forrevenge attacks: occurring against rival gang members during the Event. Gang—related violence has
‘increased over the past four years and we are scemg a*fighton si ght” mentality betweer rival street gangs in Pierce County,
When they encounter each other — in public orin private — itis likely to turn violent,

(U//FOUQ) Possible indicators of preoperational surveillance or.attack planning include:
(U/fFOUO) Suspicious probing of facility public access points potentially to identify a physical security weakness.

(U//FOUO) Loose -or bulky clothing, often inappropriate for the weather and circumstances, can conceal a-vest bomb,
weapons or other articles (though many have used backpacks instead of vest bombs, particularly in the summer).

(U/EOUOY Unusual or prolonged interestin or “afteTopts to gain sensitive information about security measures of personnel,
entry points, peak days and hours of operation, and access controls’ such as alarmis or Iocks,

(U//FOUO) Observation of security reaction drills or procedures; multiple fals¢ alarms or fictitious emergenicy calls to same
Jocations or similar venues..

(U//FOUO) Suspects may also be hugging their packages, or keep checking the contents-of a backpack or heavy shopping
bag. ' -

(U//FOUO) Attempts by a commercial vehicle driver to unnecessarily or unlawfully infilirate areas where crowds are
gathered.

(U/fFOUOY Commercial motor vehicles being operated erratically, at unusual times, or:in unusnal locations, particularly
‘in heavy pedestrian areas.

(U//FOUQ) Presentation.of altered or questionable drivers Ticense; proof of insurance, credit cards, or otherrequired
documents when purchasing or renting vehicles.

International Based Threats:

Every year the State Fair dates occur during the Anniversary of 9/11. Terrorists-inspired by foreign ideologies continiue (o
attempt to exploitsecurity vutnerabilities through a variety of tactics, including creating sophisticated devices they believe
‘could bypass security measures; emplacing devices-in locations with limited. to o security ‘preserce; or opting to conduict
‘attacks on locations that have si gmﬁcantsecunty outside of controlled access points. Terrorists continue to-use large.crowds
and seemingly innocuous: items such as backpacks and luggage to conceal -improvised -explosive devices (IEDs) from
detection by law enforcement and security ‘petsonnel. Increased awareness and continued outreach to front line security,
law enforcement, first responders; and the public can continne:to provide: opportunities for-interdiction and disruption. of
potential plots;
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*Support to.al-Qaeda / ISIS continues, when a 17-year-old in Philadelphia was arrested on August 11, 2023 in connection
with 2 terrorism probe. The FBI said the 17-year-old malé. was arrested on state charges and was allegedly communicating
with the.group Katibat al Tawhid wal Tihad (KTT). KT was: designated as a global terrorist: group:in 2022:and affiliated
with al-Qaeda; officials said: A law enforcement official told media that the suspect was radiealized online, The FBI said
the teen had access to: firearms and had recently purchased items and materials commonly used in the construction of
improvised explosive devices (IED). Among the items allegedly purchased were tactical equipment, chemicals, wiring, and
devices often nsed as remote defonators; Authorities say some of the:items ‘were purchased in the last few weeks. The
suspect had conducted “general research” into specific targets, and not.only in the Philadelphia area, the FBI added..

“Fhe SSRIG urges state; regional, Tocal, mbal and private security pariners to maintain increased vigilance for indicators
of pre-operational surveillance and suspicious activity, to include being awars that the State Fair, the surrounding évents:
and activities during this timeframe could influence terrorists, lone offenders, and eriminal extremists to act with little or
no-warning.

Other Criminal Activity of Concern:
~Passing counterfeit- money
~Employee theftissues

--Vehicle prowl/theft

~Police/First Responder Impersonators

Officer Safety:

#* Ambush attacks against law enforcement officers remain 4 threat to officer safety, with the number of attacks per-year
‘holding steady, the proportion of fatal attacks on officers ateributable to ambushes are-increasing, Concerns about targeted
violence against police-are on the'rise, while.officers must not. only be guardians of the public but also-be prepared.to
respond toviolence fargeting them. Officers standing and condueting traffic & crowd control duty for long hours outside
the State Fair grounds at intersections or barricades need to be-vigilant with their personal situationdl awareness for their
own safety!

Patrol Tactics: _

- Prior to patrol, check for any visible signs of tampering with your patrol vehicle.

-.Avoid concealed stationary locations to run radar or while observing traffic patterns,

- Alternate vehicle approaches using both driver and passenger side of vehicles.-

-'When staffing permits, use two person: patrols, effective coordination and commurication with area law enforcement.
‘agencies are key.

- Know the deficiencies and shortfalls in the communication systems within your patrol areas.

- Always maintain a high state of awareness on and off duty, given the nature of onr profession and the potential for
violence:

#*[_aw enforcement personnel are reminded to-remain ever vigilant and aware of our surroundings both on and off duty..

In conclusion: A higher likelihood exists within the-areas of the State Fair for exposure to-public safety threats resulting
from adverse gang interactions, criminal extremists; anti-police agitations, nuisance drones, and misdemeanor acts by
opportunists having criminal intent. Historically, these incidents result in public: disturbances, impromptu demoristrations,
thefts, and nuisances related to:public intoxication, disorderly conduct, and criminal mischief.

#+Currently, there is no information indicating a specific terrorist threat fo any venue or event related to the Washington
State Fairin Puyaltup. There is also no specific evidence: of & eriminal group. or element intentionally targeting observers
or pam:::lpants for criminal parposes, The above information is a reminder for those Law Enforcement officers covm‘mg
this to be aware: of for security purposes. If any Law Enforcement Officers or Fair Officials see or receives.any suspicious
'acﬂv1tyfbehav10r such as. possible surveillance, questions by individuals about security postures at, critical infrastructure or
locations where:2 an.event that may experience a large number of people in.a confined space, please notify the SSRIG at:
PCINTEL @co:pierce:wa.us;
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UNCLASS!F]EQ/[FOR OFFICIAL USE ONLY WSFC Tracking Number #23-0150

Washington State Fusion Center Phone: 1-877-843-9522
Special Event Threat Assessment: E-mail: intake@wsfc.wa.gov

Tracked By: HSEC-8 and WSFC SIN-1

WASHINGTON STATE FAIR (SEPTEMBER 1-24, 2023)
{U) Special Event Assessment Rating: SEAR:3 — An évent.of national A abfzmg.fan

‘and/or intérnational importance that requires only limited federal support: STATE FA. n

{U) Event Description:
{u) Tbe Washington State Fair' is being held Septémber 1-24,2023, at the Washi'ngton State Fair- Events Center in

Northwest and mcludes concerts art and ansmal exhib;ts and the Payallup Rodeé 'D\a‘;Ey attendance can range from
30,000 to 130, 000 people dependzng on'the day of the week, weather conditions, and scheduled high- -profile concerts.
All gateswill have a law enforcement presence, and all guests will be subject to weapons detection screening upon
entering..

(U} Executive Summary:

{U//FOUO) The Washington State Fusion Center (WSFC} is not currently aware of any credible or specific threats
targeting the Washington State Fair, or the Washington State Fair Events Center. However, given the ongoing surge
ingun violence and mass shootings nationwide, there is an'increased risk for large public gatherings to experience
random violence, targeted violence, and mass casualty incidents.

{U) The United Statesremains in a heightened threat environment. Lone offenders and smali groups motivated by a.

range of ideological beliefs:and personal grievances continue to pose a persistent and lethal threat to the Homeland.
Both domestic violent extremiists (DVEs) and those assoclated with foreign terrorist organizations continue to attempt
to motivate supporters to conduct attacksin the Homeland, mciudmg throagh violent extremist messaging and online.
for violence >

* (U} Onuly.22, 2023, an illegal street racing event led to a shooting near the Capitol Hill Block Party in downtown
Seattle. Four people were injured and taken to Harborview Medical Center. The crowd resisted responding:
officers, complicating their efforts to get to.the.victims.22

= (1) On July 1, 2023, after attending The Taste Northwest in Puyallup, Washington, an‘argument between multiple
individuals led to gunfire in a nearby church parking lot, injuring one bystander,%2

* (U} On june 17, 2023, a mass shooting occurred at the Gorge Amphitheatre, near George, Washington. The
shootsr opened fire ata campground near the amphltheatre, killing two peopie and wounding two others.82 &

{U) Other likely threats exist from nuisances related to publicintoxication and various criminal activities such as theft,
disorderly.conduct, and assault—as well as-vehicle accidents-and possible road rage.incidents caused by event-related
traffic congestion: 219 11 Additionally, unauthorized drones or unmanned aircraft systems (UAS) flying in close
proximity to-event venues:and participants.can cause accidental orintentional harm 2

e
. é/{%%,;f”
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REGIONAL
WA Man on His Way to Sturgis Rally Arrested for Terrorist Threats

(TR e |Rapid City, South Dakota] A man reportedly on his way to the Sturgis Rally
with guns and. possible explosives was arrésted and charged with making: 4
terrorist threat. John Charles Matthew Mann, 42. from Washington State
TERRRORISTIC THR | (University Place) was arrested Saturday during a traffic stop in Butte County.

, USE OF DEVICE TO CAUSE FEAR ' ‘ ' "

$250,000 BOND ‘A court document from the Butte County State’s Attorney*s Office says when
. Mann was pulled over, law enforcement found two AR-15s, bady armor, three
handguns, bomb-making material, and a device that-police say appeared to’be apipe bomb.

» JOHN CHARLES MATTEW MANN 42

Law enforcement also-found a several bundred-page manifesto fitled Manifesto: Descent into the Rational Justification for
Genocide. The manifesto included descriptions of murder, mass kilkings, abductmn and-sexual molestation’ of children,
and suicidal ideation,

Mann'is being charged with one count of terroristic threats, a class 5 felony, and
one count of use of 3 hoax substatice or device to: cause fear; a class 6 felony.
‘His initial appearance was Tuesday where his bond was modified to $75,000 but:
was:later changed to $250,000 after a requgst from the state,

# MANIFESTO ABOUT MASS KILLING

He’s scheduled for arraignment on September 6. Court records say Mann is from
“University Place, Washington, Sounree; Daily Dot, 8/9/2023.

hitpg:/fvew w.bl’aci%hﬁlsfox‘ccjnﬂ 2()23/ (}8/ jiﬁ!@ei}}-grrested}termﬁ st-threats-his-way ,est_u;aés}
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| Puget Sound Auto Theft Task Force (PSATTF) releases auto
theft stats for July 2023

The auto. theft stats for July 2023 ares in. There: were 642 vehicles reported stolen: in
Pierce County and 1,696:reported stolen-in King County. That’s an average of about 75
per day! Our tedm is out there every day working to tackle this problem, but ‘there are
also.things yon can do.tn Jessen your risk of becoming a vietim:

~Remove or hide all valuables

~Lock your car

~Don’tleave keys or fobs inside

~Don’tleave your vehicle running unattended (exhaust:in cold months makes these vehicles easy to spof)

~ se anti-theft devices (alarm, kill swifch, steering wheel lock).

~ Park in well-lit areas

While it’s important for all vehicle owners to consider using an anti-theft device, ‘we strongly enconrage residents of
‘apartment complexes to make this a priority because these complexes are & top target for car thieves. Steering wheel locks
are strongly recommended for:owners of Hyundai and Kiz models that are vulnerable to-theft. Even if you have: already
‘upgraded your software, we still suggest using a steering ‘wheel lock.as 3 visual deterrent; Otherwise, you may end. up-with
a shattered window and a.damaged ignition before: the thief realizes your car can’t'be stolen, Multiple theft attempts are

reported each day.

We also suggest leaving a GPS tracker, such-as an Air Tag or Tile; in-your-vehicle so that you (we) can track it-if it does
getstolen,

So far this year, 24,025 vehicles have been reported stolen statewide.

Link: htips://blog piercecountywa. gov/antotheftiaskforce/2023/08/16/psattf-releases-auto-theft-stats-for-july-2023/
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OFFICER SAFETY

TACOMA POLICE DEPARTMENT

Bullefin Number: §23-150 August 16, 2023

Special Bulletin

Det. Scott Meffen #277
Tacoma Police Department
Robbery Linit

Office: (253)830-6356
Cell: (253) 5330228
Email: Smeffen@eityofiacoma.org

On July 23rd, 2023, at approximately 0600 hours Jacobski committed a home invasion, armed robbery. Jacobski was
armed with a gray 9mm handgun during the robbery. Jacobski was with another Pacific Islander male (currently
unknown) who was also armed with a handgun. Jacobski is known to frequent the “Oakland” area of Tacoma. He may
also be in an RV around 5600 S. Yakima Ave. Jacobski was recently involved in a shooting that’s being investigated by

TPD.

PC to Arrest for Robbery 1st.
23-209-01970

Suspect

-Jacobski, Jared R,
-05/19/1983

-6’1”

~Unknown address
(Homeless living in an RY)

If Jacobski is located there is PC for his arrest. A booking form is at TPD Ops Desk. Tow any vehicle Jacobski is in back

to TPD secure storage for a search warrant. If Jacobski is arrested, please notify Detective Scott Meffen at 253-533-

(0228 or Detective Garret Walk 253-318-7393 for an interview.

PC AT THISTIME - SUSPECT IS ARMED AND DANGEROUS -
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Special Bulletin

TACOMA POLICE DEPARTMENT

w Builetin Number: $23-124a August 15%, 2023 . -
Det. €. Brooks Cgll (253) 606-1321
Tacoma Police Department’ Email chrooks@eitvofiacoma.org

Crinvinal Investigations

Att Murder, Aslt, Att Rpe: Island (Tacoma PD)

WARRANT/OFFICER SAFETY-ISLAND HAS A UNCONFIMRED FELONY NO BAIL WARRANT OUT OF
CHELAN COUNTY AND HAS THREATENED TO SHOOT IT OUT WITH LAW ENFORCEMENT BEFORE
GOING BACK TO JAIL

Island, Marcellus V.

DOB 02/09/1980

B/M 6 foot, 185 Ibs black hair

Address: possibly living in his vehicle LKA/incident address 4366 E Q St
Tacoma

WA #CGC4456 2006 Pontiac Grand Prix Blue in color

Last known to be in
possession of 2 small firearms (possibly a .380 cal handgun)

A Felony Warrant for Domestic Violence Atternpted Murder (2 counts), Aggravated Assault, and Attempted Rape from
TPD Case #23 190 00295 that occurred on 7/9/23 in Tacoma WA has been issued for the arrest of Marcellus Island,
Suspect Island was intoxicated during a physical DV and attempted rape with his girlfriend firing several shots at the
victim before fleeing the residence. Follow up with the victim is ongoing and will likely result in additional charges.
Island fled the residence in a blue 2006 Pontiac Grand Prix, WA #CGC4456 and took 2 small firearms. The victim feels
Island may be suicidal if he is drinking. Please impound vehicle if handguns aren’t located on Island when arrested.

Island has an unconfirmed Felony No Bail Warrant out of Chelan County for UPOF X3 and UPCS,
CONFIRM WARRANT PRIOR TO SERVICE

If located notify Detective C. Brooks @ 253-606-1321,
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OFFICER AWARENESS

Pierce County
Sheriff's Department

CRIMINAL INVESTIGATIONS DIVISION |

-August 16, 2023

ATTEMPT TO LOCATE.—MISSING PERSON

Pierce Cmmty Sheriff's Detectives:are attempting to locaie Missing Person, Tionne J Cuery: He'is listed as-a missing
person under PCSD #23-224-02160;

Curry was reported missing on 08-12-2023. He was last. seen leaving his residence at Mashburn Adult Family Home at
around 2045 hours and did nof return to the residence. He is diagnosed with qchxzophrema and has not been. taking’ his
medication since he left the home. Curry has a. Enstory of drug use and: frequents gas stations-and convenience stores.

If Curry is located, please clear him as 4 missing person with SS911 and nofify Detective Monti Minion at
'monn mlmon@gzercecountvwa gov,

NAME: Tionne J. Curry

DOB::05-07-1991

PHY: Black Male, 5107, 180 Ibs., black/brown, brown eyes
LKA: 5915 258th St Ct E. Graham WA 98338

Clothing: Last seen wearing'a gray jacket and blk shorts.
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CYBER THREATS

CISA: Neéw Whirlpool Backdoor Used in Barracuda ESG Campaign

Security researchers have discevered a third novel backdoor that was uvsed.in attacks on
users of Barracuda ESG appliances recently. The US Cybersecurity and Infrastructure
Security Agency (CISA) has released a:.new advisory: detailing the malware, dubbed
“Whirlpool.” It claimed the backdoor established a TLS reverse shell to' a command-and-
control (C2) server. “This artifdct is a 32-bit ELF file that has been identified a§ 4 malwdre
variant named ‘Whirlpool,"” the-document noted. *“Fhe malware takes two arguments (C2
1P and port nuniber) from a modyle to establish & Transport Layer Security (TLS) reverse
shell. The module. that passes the -arguments was not available for analysis.” Source;
Infosecurity Magazine, 8/11/2023

*Analyst Comment™ The Cybersecurity and Infrastructure Security Agency (CISA) has released a report detailing a new
backdoor malware discovered in attacks. on Barracuda Email Security Gateway (ESG) appliances. The backdoor, dubbed
Whirlpool, “establishes:a Transport Layer Security (TL.S):reverse shell to the Command-and-Control (C2) server.” CISA
has' xeleased three reports on backdoor malware varianis. affecung Barracuda ESG- appliances:. The malwares. are
dssociated with the exp]oztatmn of CVE-2023-2868, which is a remote command injection vulnerability' affecting
Barracnda. ESG- Appliance, versions 5.1.3.001-9.2.0.006. The flaw was first discovered in. May 2023, but has been
actively exploited since October 2022, Mandiant published a report linking the active exploitation of CVE-2023-2868 to
Chinese threat actor UNC4841, Barracuda ESG is software that filters inbound and ontbonnd email and profects customer
data, It-can be deployed as a physical or-virtual appliance; or:in a public cloud environment on AWS. or Microsoft Azure.
The: attack is iargely thought to be an espionage- -motivated attack as the threat actors use the backdoors to maisitain
persistence in a victim’s system. The previously discovered malware variants reported by CISA are Seaspy; Submarine,

and Barracuda Exploit Payload and Backdoor. Rapid7 has advised that “Barracuda is wrging ESG customers to
'1mmefi£ataly decommissior:and feplace all impagted BSG physical appliances ifrespective of patch.leyel.”

US Critical Infrastructure Likely To Face Chinese Cyberattacks Amid Taiwan Conflict

US. critical infrastructure: enfities have been warned by Cybersecurity and
Infrastructure Security Agency Director Jen Easterly regarding the possibility of
disruptive Chinesé cyberattcks in the event of U.S. involvement in a potential invasion
of Taiwan, according to The Record, a news site by cybersecurity firm Recorded
Future, "I’ some of the products: that ‘we put out; earlier this year; a cybersecurity
advisory' talked abont Chinese state-sponsored actors living off the: land. So not
malware: but: nsing the native processes of a computer to hide in those systems,
Source; SC Media, 8/15/2023

*Analyst Assessment® On 12 August 2023, while speaking at the-DEF CON hacker conference in Las Vegas, Nevada,
Cybersecurity and Infrastructure Security Agency (CISAj) Director Jen Easterly warned that “China’s hackers have been
positioning themselves-to conduct destructive cyberattacks on U.S, eritical:infrastructure. According to Direc‘torEasteﬂy,
cyberattacks leveraged against critical infrastructure by China would represent a significant pivot in the tactics,
techniques, and procedures (TTPs) observed in Chinese hackers, which: historically has “largely consisted of'a barrage of
espionage and their of data but not destructive attacks designed to harm systems.”” David Pekoske, the director.of ‘the
Transportation -Security: Administration (FSA), also spoke at the DEF CON panel and said. that critical infrastructure
.operators need to prepare for possibility of such cyberattacks immediately fo ensure: they are not caught: off-guard in the
future. These warnings are consistent with the assessments contained in the February 2023 National Threat Assessment, in
‘which the Office: of the: Director of National Intelligence (ODNI) reported that “China. almost certainly is capable of
launching cyber-attacks- that could. disrypt criticat 1nﬁastructure services within the United States, including-against oil
and gas plpehnes, and rail systems,” In May 2023, three monthis after the National Threat Assessment was released,
Micresoft’s Threat Inteﬁlgence team reported that they had “uncovered stealthy and targeted malicious activity focused.on
‘post-compromise credential access and network system discovery aimed at critical infrastructure organizations in the
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United States,” and that the malicious activity was being: carried out by a state-sponsored cyber actor based in China
known as Volt Typhoon Accordmg to the Microsoft Threat Iﬂtﬁihgence team, Volt Typlicon was assessed with moderate
confidence to be “pursuing devglopmcnt of capabilities that could disrupt:critical communications. infrastructure. between
the. United States and Asia region during future crises.” Source; Over the-Road-Bus Infelligence Awareness Daily
(OTRBIAD] Report

_PUBLIC SAFETY

A Longer-Lasting and More Powerful Treatment — New
Antibody Reverses Effects of Potent Opioid

August 11, 2023 (SciTech Dally) Scripps: Reséarch Institute; San Diego, CA
~In the study, published-in ACS Chemical Neuroscience on August 3, 2023,
the researchers: developed ‘2 human antibody that binds: very ti ghﬂy to
carfentanil, fentanyl, and other fentanyl variants. In.rodents, they showed that
adminisiering a solution of the antibody shorily affer an overdose reverses the
potenually deadly respiratory depression caused by’ carfentanil, the most
dangerous. of the variants. The resnlts suggest that the antibody ceuld be a more powerfiil, longer-lasting: treatment for
synthetic opioid overdose, compared to existing options. Fentanyl and carfentanil overdoses currently are weated 'with the
mu-opioid receptor-blocking drugs ‘naloxong and naltrexone, but these treatmests afe somefimes ineffective. against
‘synthetic opioids even [when] large doses [are administered], Moreover; the benefits of these treatments typically last for
less than an hour after dosing—potentially-allowing respiratory depression from fentanyl or carfentanil (which persist
much lenger in the-hody) to resume: To obtain antibodies, the'team vaccinated rodents with 2 molecule they designed that
‘would elicit antibodies against carfentanil, fentanyl, and variants.

The: rodents were -engineered 10 produce human antibodies (rather ‘than. rodent antibodies, ‘which would trigger an
unwanted immune Tesponse if administered. to humans). Among the resulting antibodies, the researchers were able: to
identify- several that bind to carfentanil with super-high. affinity—and. bind very strongly to fentanyl and: several other
fentanyl derivatives. They then selected the most potent of these antibodies;, modified it to be: more lightweigh
would get quickly into the bloodstream), and further alfered it 8o it-would persist in. the-blood for days, Tests in todents
showed that the optimized [single-chain variable fragment] scFv, dubbed C10-866K, did indeed have a powerful effect-at
reducing carfentanil’s actions on the brain—reversing cazfentaml«dmen respiratory depression wheninjected 13 minutes
after a heavy carfentanil exposure, The effect after about 40 minutes was stronger than naloxone’s and was siill increasing
after two hours, whereas naloxone’s peaked at 30 minutes and swiftly declined.

Source;hifps: //scﬁechda.ﬂv corn/‘a—longer-lastmg and-rn@re-bowerﬁa1—‘s_redtmcnt—new a:mbodw —reversas effects—of-ﬁotent—
opicid/Texpand article=18& ‘sm-air :IstkVZrnSkNWVT’?NGaWKﬁqTVMRG

Border agents seize enoungh lethal drugs this fiscal year to kill more than 6 billion people

1.8, Costoms and. Border Protection [CBP] officials alone have seized eriough
lethal drugs this fiscal year through June to kill more than 6.4 billion people;
The amounts of léthal doses: they’ve seized of féntanyl, methamphetamine;, and
cocaine are- gnough to kill ‘the U.S, population. 19-times. Fiscal year through
June, CBP agents have seized 22,000 pounds of fentanyl at ports of entry
nationwide;, according to most recent data. They also seized 175,000 pounds of’
methamphetaming and. over 70,000 pounds of cocaine, These amounts are
greater than what was seized ini all of fiscal 2022, Two milligrams of fentanyl
are:considered alethal dose. One-pound, equivalent t0:453,592.4 milligrams; is
: - enough to kill 226,796 people. Twenty-two thousand poundsis enough to. kill
nearly 5 billion people.. According to AddictionResonrces:net; a lethal dose of cocaine is over 30 mg; a lethal dosé of
methamphetamine is.an estimated 200 milligrams. Based on these estimates and the seizure amounts, CBP: agents seized
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enoughlethal doses of methamphetamine io kill nearly 397 million people and enough lethal doses of cocaine fo kill over
one billion people Combined, fiscal. year through Jure; encugh lethal drugs have been seized by €BP alone to kill over
6.4 billion people:— greater. than: 19 times the U.S. population of over 335 million..

These s¢izures exclude those made by state and other federal’ ag@ncws "Tn Texas, for example, over 422 million Tethal
doses of fentanyl have been seized through its border security mission Operation Lone Star. In Arizona, one multiagency
effort resulted the seizure of enough:illicit drugs, including fentanyl, to kill over.40 million people. In ong-single carload
bustin Los Angeles, authorities seized. enough fentanyl to kill over 600,000 people: In Florida, one multiagency bust
seized enongh fentanyl 1o kill the state’s entire population; and that was after a previons bast that seized enough to kil
'half the state s populanon P_x__pg [[wrwivi. abgjournal. cezm’ﬁews/nanonaifborder-agents—selze-enouoh Jethal- druss—ﬂns—
ill:more-than-¢ -6-billion/article. 6692bbad-ce9b-5bed-bea7- 4366369093eb.html August 14, 2023

NATIONAL

Lﬂsw ENFGM"’ME ‘mm WE

The NYPD Intelligence & Counterterrorism Bureau (ICB) bas
ohserved a recent series of nationwide swatting incidents
orchestrated by an’ international network of racially: and ethnicall
‘motivated actors, who are employing a variety .of unigue:tactics in
‘an’ attempt to chsrupt the: daily.operations: of targeted institutions
-across the U.S., including in the New York City area. Since: 24 Inly
2023, there have been at least five swatting incidents in New York
City, including three directed at synagogues in Manhattan over the
past two weeks. NYPD online observations indicate that these
Swatters Operate ‘on encrypted. -channels “within' online gaming
communities ‘where they recommend swatting fargets; distribute
‘potential swatting: methods; and share the results of swafting
attempts, These' malicious: actors, who regulaily’ propagate ‘white
supremacist, anti-Semitic,. and neo-Nazi rhetoric and content. online; have targeted religious-institutions in many of these
swatting: attempts | in order to intimidate perceived rivals and/or members of marginalized groups. The NYPD has observed
swatters in these-incidents. employ a-variety of technologies aimed at perpetrating these threats. anonymonsly, including
the nse of virtual private networks (VPNs), Voice over Internet Protocol (VoIP) numbers; and two-factor authentication
Bypass tools,

» The NYPD has observed these swatters prioritize. the targeting of locations-that offer livestreaming services,
enabimg them to. view the. swatting and subsequent. evacuations in real time. To: date, the most frequently
explo:ted live streams are those of religions institutions, specifically churches and synagogues, which broadcast
religious services to remote audiences.
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s Inaddition to: traditional swatting tactics, such as fraudnlent. 911 calls fo.falsely repoit emergencies and direct
threats 1o targeted institations,, these online. users have. orchestrated swattings -through the use of anonymous
suicide and crists. counseling services, After an’ anonymous user is paired with a counselor in an online chatroom,
the: user will.threaten acts of violence and provide the counselor with the address of a targeted institution to trick
law enforcement personnel into responding to that particular location;

» These online users document and share their swatting efforts; keeping score and competing with each another; It
is:common practice for fhese swatters to-fecord a target instifution’s livestream: as proof of success and to share
the: Tivestream among likeminded users within the gaming: communities. Swatters have also: livestreamed
themselves while: makmg fraudulent 911 calls, ingorporating real fime s&ggesnons from likeminded users,

¢ The NYPD assesses these swafters are conscions of operational security, and take extensive measures to remain
anonymous. Online observations indicate:

+ Groups. of swatters share: Virtual Private Network (VPN) accounts to hide their true IP addresses and make it
appear as if they are connecting to the internet. from a' region of their choice, which sometimes corfesponds to the
Iocation.of the target they intend to swat.

» Swatters create “fhrowaway” email addresses for smgh: or limited use. applications, and’ bypass. the: two: factor
authentication requirements of email providers by using free temporary phone numbers acquired online,

s Using “throwaway” email addresses, swatiers: create and Share accounts on virtual apphcatmns that provide users
access to free, anonymous phones nymbers. These phone numbers operate with & Voice. over Internet Protocol
(VolIPY, allowing nsers to-make calls using WiFi, rather than relying on:a telephone service provider,

« While unconfirmed if employed in this recent series of swatnngs, past swatters have relied on digital synthesizers
and artificial mtc]hgence (AT} tools to mask theif frue voices,

Source; New York Police Department, Intelligence Operations and Analysis Section

‘Swatting at Synagogues

‘The Anti-Defamation League: (ADL) called this week for law enforcement ‘and
community leaders to act; as 28 synagogues and ADL offices across the country have
‘been the victim of fake bomb threats and swatting calls. Some synagogues targeted were
livestreaming: their services ag police arrived, interrupting services, The caller of the hoax
theri posted clips, of the. incidents online, reported the NYT. A group of onling ‘trolls’
‘have been the source of the calls that include anti-semitic langnage and the group has also
been linked ‘to targets thatincludes African-American churches and at least one news organization. On Saturday; a
‘Manhattan synagogue was vandalized by an individual who was:later. arrested, reported the New York Daily News. A
second actof vandalism {0 a Yeshiva in the same. neighborhood occurred nine months ago;
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*Analyst Assessment® Thongh these swatting' incidents have an anti-Semitic: bias, they are also examples of extremists
‘using the internet to publicize their messaging and harass their perceived enemies. Law enforcement is extremely sensitive
to-reports of violence at places of worship, schogls;. or pubhc gatherings. Any call reporting: violence will elicit a major
response. The arriving units miay evacuate a bm}dmg, causing congregates o exit in fear and dlsruptmg services till the
location is: properly searched. The: callers are using technology to seleet fargets across the UUS, capturing the incidents on
livestream to amplify their message. then _posting the results on social media: All cally for emergency assistance must be
reated as Iegitimate until determined to be a’hoax. Source; Watchline @fdny.nyc.gov

(U//FOUOQ) Transnational: Domestic Violent Extremists and Criminal Actors Will Likely
Continue Utilizing “OpenlnfraMap” in Plots Targeting Electrical Infrastructure,
Increasing the Likelihood and Impact of Successful Attacks

(U/FOU0) - According to: a Wisconsin Statewide ‘Intelligence Center (WSIC) Critical Infrastructure Analytic Report
Update dated 10 AUG 23, in 2023, two racially or ethnically motivated violent extremist — white supremacists: (RMVE-
WS) were arrested for atfempting: to destroy slectricdl infrastructure, Authorities discovered. that the suspects used
OpenlnfraMap to research electrical infrastructure;

« (U/FOUO) On 03 PEB 23, two RMVE-WS in Maryland were charged with conspiracy to destroy an energy facility.
The suspects allegedly planned to-shoot at-electrical substations to-cause a “cascading failure” that would destroy the City
of Baltimore, according to federal intelligence reporting. According fo the cfiminal complaint, they' exploited
OpenlnfraMap to: share substation Tocations:in Maryland when selecting which: targets to attack for maximum impact to
‘the power gnd,

(U/FOUO) Since 2021, online actors in RMVE-WS associated communication channels continue to encourage
exploitation of OpeninfraMap when planning attacks against electrical infrastricture:

« (U/FQUO) On 07 DEC 22, a suspected RMVE-WS public instant messaging ‘platform channel user encouraged
‘supporters to. terrorize and stress the: system by sabotaging local power grids and resources and provided a hypertink to
OpenlnfraMap for “learn[ing] more about where power grids are:located”, according to federal'intelligence reporting.

» (U/FOUQ) On 09 AUG 22, a user of a suspected RMVE-WS public instant messaging chat group. posted-focation
information regarding eritical infrastructure:in the US, Canada, and Mexico and encouraged explomng OpenlnfraMap for
information regarding critical infrastructie in the US and other countries, according to federal intelligénice reporting.

< (U//FOUO) On 15 OCT 21, a usef of an’ RMVE:WS:aligned Telegram. channel suggested supporters familiarize
themselfves with infrastructure in their area using OpenInfraMap and provided a link to the site, according fo fusien center
reporting..

(U//FOUQ) Singe 2022, anonymous and unaffilisted actors communicating in online image boards discussed
OpenlnfraMap as & tool that could be used to plan attacks:against electrical infrastructure targets.

* (U//FOUQO)Y.On 13 DEC 2022; an anonymeexs ‘image board user created a thread titled “The fate of the USA depends on
people’ not finding- out where these boxes are” thaf contaiiied a hyperlink: to OpenlnfraMap. Other users pammpatmg in
the thread discussed vulnerabilities, methods of attacks, and target selection for attacking electrical infrastructure,
according to federal intelligence reporting.

» (U/FOUQ) On 13 DEC 2022, an anonymous image board user responded to a thread: discussing recent attacks on US
electrical infrastructure in. North Caroling,. Oregon, and Washington, The subject posted 4 hyperlink to OpenInfraMap fof
“Fult electrical infrastructure map,” according to federal intelligence reporting,

(U) OpenlnfraMap
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@y Openhlﬁ"aMap is & custom view of OpenStreetMap, & free; open-sonrce and. collaborative’ geographic.online database,
OpenlnfraMap was created by a UK-based software devcloper to-map and highlight: infrastructure. documented. on
OpenStreetMap yet “invisible or not obvious” while using the default OpenSireetMap rendering. Infrastructure
information Tayers visible on OpenInfraMap:include power, solar generation, telecoms, oil and gas, and water (See Figure
1 below},

Specific layers can be selected and deselected per-user interests. Information on OpenlnfraMap is largely dependent:upon
geo-mapper input.

(U/FOUQ) Electrical infrastructure information available from OpeninfraMap includes but is not limited fo: electrical
‘towers, power lines;- minor distribution centers, substations, generating stations, and power plants. OpenlnfraMap: also
contains & lst of 12,932 power plants; generating: stations, and other électrical infrastructure facilifies'in the United States
with detailed information regarding operating companies, electrical output. (MW), power source. (i.e., hydeo, solar, gas,
coal, nuclear; etc,); method (i.€., combustion, fission, photovoltaxc, etei); and ‘hyperlinks to wikidata on certain locations
when available (See Figure 2 b_eiow) .
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(U) Potential informational advantages of OpenlnfraMap might include;

« (U//FOUO) Impact scoping for attacks: Information found on OpenInfraMap may help threat actors to determine the
range of impacted populations more: dccmately for a proposed attack, Attackers could select certain substations, power
planis;, and power lines-based watiage and service areas to tailor the *‘downstreamy’ effects of disrupied electricity service..

= (UNFOUO) Comprehensive and Consolidated Information: Other publicly available information: sources on' electrical
infrastructure vary greatly from state to state and information that; they provide, OpenlnfraMap contains a consclidated
data source with comprehensive information on:potential targets at the Tocal, state, and national levels.

» (U/[FOUO) Replaging Traditional Pre-Operational Attack Planning Steps: Use of OpenlnfraMap could, citcumvent
certain observable preoperational attack: planning indicators and behaviors: (i.e., observation/surveillance and acquisition
‘of expertise), challenging law enforcement and the public’s ability to detect and deter potential attacks.

(U!IFOUO) WSIC Comment: WSIC assesses domestic violent: extremists and. criminal actors will likely continue
utilizing’ OPCHquraMap (https flopemnfraﬂmp org/) in plots targeting electrical infrastructure, mereasing the potential
likelihood and: impact of successful attacks. Indicators associated with this assessment would include reporting of subjects
leveragmg information from’ OpenlnfraMap to replace: traditional pre-operational activities: (observation, surveillance,
acquisition. of expertise); reporting’ of online actors discussing the nnpact of potential attacks with targets selected using
OpenInfraMap; and-reporting of disrupted plots against electrical infrastructure where actors used OpeninfraMap.

(UMEOUO) WSIC assesses. that awareness ‘and ability to report observable pre-operational attack planning indicators,
specifically acquisition of expertise and observation/surveillance; will almost certainly be crucial for preventing futare
attacks to electrical infrastructure in Wisconsin. While use: of OpenlnfraMap alone is'not. inherently indicative of criminal
acfivity or pre-operational attack. planning, we encourage tecipients of this product to: take-the. full context of use and
‘activity into account whex reporting, (WSIC, Critical Infrastructure Analytic Report Update; Domestic Violent Extremists
and Criminal Actors Will Likely Continpe Utilizing “OpenlnfraMap” in Plots Targefifig: Electrical Infrastructure,
Increasing the Likelihood and Impact of Successful Attacks10' AUG 23) Source; Army Threat Integration Center
(ARTIC).
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INTERNATIONAL

(U) Mexico: Authorities Discover-a Criminal Surveillance Camera Network.

(U) According to a San Diego-Law Enforcement Coordination Center
(SD-LECC) Articles of Interest (AOT) in the Mexican Press Builletin
dated 10 AUG 23, on 01 AUG: 23 authorifies in Tecate, Mexico
discovered images from pnvatefy owned surveillance -cameras’
.throughout Tecate inside a USBUS WhatsApp: group chat on the cell
‘phone of a murdered Sinaloa Carfel associate. Information: provided. o
authorities and law' enforcement ‘investigations revealed the Sinaloa
Carfel installed approximately 100 cameras throughout the city,
highways, and rural areas of Tecate and use the cameras to-surveil law:
enforcement and military personnel ‘and their Cartel Jalisco: Neva
Generacién (CING) rivals. Authorities: are having difficulty accessing
:and confiscating the cameras because most of the cameras are on
private properties:

(U/FOUO) SD-LECC Comment: Mexican drug trafficking
organizations ‘will likely' continue to leverage technology; including
surveillance cameras; small nomanned aircraft sysiems (sUAS), and
communication applications, to optimize. their drug trafficking and criminal activities by surveﬂhng authorities and rivals
and sharing information between. criminal cells. According fo a.July 2023 article citing a Mexican: security specialist,
Mexican criminal groups have'increased their use of technology, including survéillance cameras, applications; and SUAS,
to-fortify their security posture, facilitate. their drug: trafﬁclﬂng operations, and spy on authorities and:rivals. Sinaloa Cartel
criminal cells operate command, control, communications; and computer ceniers in' Sinaloa to-surveil authorities and
xmprove their security posture: while cunductlng drugwrciatcd criminal activities, according o the same article. Criminal
-groups in. Tijuana, Mexico: have also used sUAS in furtherance of their criminal activities. According to-a US Border
Patrol (USBP) officer intérviewed by a news outlet in March 2023, human smuggling and, drug trafficking groups: “have
increased their use of sUAS along: Sector. San: Diego’s area. of rcsponsxblhiy to surveil USBP agents and facilitate: their
criminal activities, (SD-LECC; AOI in the Mexican Press, Product Number: 2023-16, 10 AUG 23) Source; Army Threat
Integration Center (ARTIC),

Britain Warns of Possible Terrorist Attacks in Sweden

[Sweden] Britain on -Sunday wamed citizens going: to- Sweden. of possible terrorist
attacks following Koran burnings by anti-Istam activists'that-have outraged Muslims, In
updated travel ddvice, Briain's foreign ministry  said Swedish. authorities. had
'successfuﬂy disrupted some planned attacks and made arrests. "You should be vigilant at
this time," it said, adding-that "terrorists are very likely to try and carry ont attacks in
* Sweden" with places visited by foreigners -potential fargets. In a statement
acknowledging Britain's changed travel advice, Sweden's National Security Advisor Henrik Landerholm reiterated the
increased threats to Sweden since the bumings; Landerholm said the storming of: Swedsn's embassy in Iraq on July 19, an
‘attempted. aitack: on its embassy in Lebanon on Ang. 9, and also the Aug 1 shooting of an employc:e at a Swedish
consulate in Turkey contributed to the risk assessment. Source; Renters; 8/14/2023

*Analyst Comment® In recent- weeks, anti-Islant activists in Sweden have: conducted a- series' of demonstrations: that
involve publicly bummg thie Qurarn, which is theé central xeligious text of Islam, These demonstrations: have heightcned
tensions worldwide. and resulfed in a Swedish embassy-in Iraq being sformed by Iraqi protestors, a Swedish-embassy in
Lebanon being: sub]ecteé fo an atfempted aftack; and an employee at the Swedlsh consulate in Turkey being shot; Henrik
Landerhiolm, Sweden’s National ‘Security’ Adviser, has said that there are signs of a “heightened threat” o Sweden by
terrorist actors because of the demenstrations, and that *“representatives of terrorist: groups have called:for attacks against
Sweden. States and other actors have helped amplify such messages” Landerholm also claimed. that terrorist
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..orgamzahons who pl'evmusiy cons1dered Sweden as.a “ieglnmate target” for attacks now consxder it to bea pnorlty target
Ethraat aciors from entenng the cmmtry Over the past week, many western nanons mcludmg the govcmments :)f Lhe U. K
the U.S., and Australia, have warned travelers to exercised increase caution in Sweden due to the increased threats of '
terrorism.. The warning issued by UK. government claims that “terrorists are very hkdy to try and. carry out attacks in
Sweden,” and that places visited by tourists are potential targets. Sousce; Surface Transportation

& Publm Transportation ISAC Transit & Rail Intelligence Awareness Daily Report (TRIAD)

Other National/International Articles of Interest (Links)

3 teens arrested after armed robberies, police pursuit in Pierce County
‘hittps://komonews. mm/news/i0Lal/merce-muntv-teens-arrested-armed-mbbeﬂes-tawmawpohwuchase-smkesstnps-
stolen-cai-g orﬂan@averme~mnvun—road-east—15

Report: Tacoma sees drastic drop in killings, down nearly 40% since 2022
‘hittps:/fwww.fox]3seattle.com/news/tacoma-sees-drasti¢-drop-in-killings-so-far-this-yéar

Washington had highest year-over-year drug overdose death increase in US, data show
https://www.kingS.com/article/news/health/washingfon-hishest-drng-sverdose-death-increase/281 -cadc594d5-8462 -
426a-ala7-9439d6636948

Fentanyl test strips could become more widely distributed in Washington after recent law
changge

btipsiffw ww . kingS.com/articlé/news/health/fentanyl test-strip-access-washington/281-6ce6b018-cel7 ~4833-9‘764~
‘34883134”586&

Large Drug Bust in Puget Sound Region Leads to Arrest of Suspected Trafficker
,httgs I/origmal newsbresk. cam/@seatﬁe—updatesn1598685]3}23474893300-Iarge- rug—busbln—na_;_get-sound-reggon-
leads-to-arrest-of-suspected-trafficker

(U) Pennsylvania — Teenage Supporter of Islamic Extremism Arrested
hitps://www.nhenews.com/politics/justice-department/17-year-old-supporter-islamic-extremism-arrested-
Bluiddel}ghla-rcnaé’%lg

(U) Sacramento ~ California Synagogues Evacuated During Services as Wave of Bomb
Threats Enters Fourth Week

‘https:/jweckly: wm}2023/08/14/2~cahf0rma~svnag0gues-evaeuated-durmg«shabbat~servxcesAaSAWavemfubﬁmbu
»threats-enters-4th~week/

TEMAIL CAMPAIGN 262308 17 04 I’]&uﬁn ‘medium=eniail &uim teim:ﬁ 5:8486920b-c25aa96759-
%ﬂELISF EMAIL ED%SD

#IPD/PCSD Homelarid Security Reports Received this week 7.
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To: DIST- ALL TPD Police Departmentfxdl-police@cityoftacoma.org]
From: Smith, Gary (TPD)

Sent: Fri 8/11/2023 3:28:27 PM

Subject SSRIG Weekly Intelligence Summary 30 - 2023 (August 11, 2023)
Received: Fri 8/11/2023 3:29:38 PM

SSRIG Weekly Summary 30-2023.pdf

South Sound Regional

Intelligence Group
SSRIG email: PCINTEL @piercecountywa.gov

Weekly Summary
#30-2023 August 11,2023
Gary Smith This document is a FOUO communication and is not
Intelligence Analyst 1o be disseminated ouiside of the law enforcement or

intelligence communities.

Gary Smith(@ci tacoma.wa.us Dissemination fo media sources is not anthorized.

253) 594-7964

REGIONAL

Ford pickup truck tops list of Washington's most stolen vehicles in 2022

2 million lethal doses of fentanyl seized, dealer arrested during King County drug bust
OFFICER SAFETY

ATTEMPT TO IDENTIFY — STRONGARM ROBBERY SUSPECT
Attempt to Identify - Assault 1x2 Suspect; TPD Case # 2322001257

ATTEMPT TO LOCATE - HOMICIDE SUSPECTS

THEFT — ATTEMPT TO IDENTIFY ARMED ROBBERY SUSPECTS; TPD Case

OFFICER AWARENES

Attempt to Identify Assault Suspect; TPD Case #2321101022

CYBER THREATS

Exclusive: America Is Struggling to Safeguard Water Supply From Hackers, New EPA Data
Shows

New acoustic attack steals data from keystrokes with 95% accuracy

How to guard against 'brushing’ scams
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EMAIL CAMPAIGN 2623 05 pis 04 12&utm medium=email &utm term=0; 558466920b-36803341:62-
G SBLIST EA EMATL ID%:B

Nashville PD’s response to the Covenant School active shooter was 'by the numbers'
h_ti;@‘l/www.pchcel com/achve-shooter/artxcles/nashvﬂlennds-resgnse-m=the-c0venant—sch0oi-actwea-shaofer-was‘bv-the-
numbers-THDA18PY6HLOCEKP/ 2utny source=Policel &utm: campaign=91292f2¢0b-

EMAIL CAMPAIGN 2023-05 25 04 12&utm medmm—emaﬂ&u&m term=0" 5584e6920h-3680334¢62-

%SBLIST EMAIL. ID%5D

IRapld response; The Nova Scotla actlve shooter 1nc1dent
he :

EMAIL CAMPAIGN 2623 05 25 04 12&utm medmmwemmi&utm term=0: ‘5584e6920b 3680334062
‘%SBEIST BMIAIL, ID%SD

#TPD/PCSD Homeland Security Reports Received this week 6,
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To: DIST- ALL TPD Pulice Deparimentfxdl-police@cityoftacoma.org]
From: Smith, Gary (TPD)

Sent: Fri 8/25/2023 3:18:09 PM

Subject: SSRIG Weekly Intelligence Summary 32- 2023 {August 25, 2023)
Received: Fri 8/25/2023 3:19:34 PM

SSRIG Weekly Summary 32-2023.pdf

South Sound Regional

Intelligence Group
SSRIG email: PCINTEL @piercecoimiywa.goy

Weekly Summary

#32-2023 Aungust 25,2023
Gary Smith This document is a FOUO communication and is not
Inte}ﬁgence AnaEyst 1o be disseminated owiside of the law enforcement or

intelligence communities.

Gary.Smith(@cttacoma. wa.us Dissemination fo media sources is not anthorized.

(253) 594-7964

REGIONAL
Law enforcement concerned by rise in juvenile vielence

OFFICER SAFETY

Attempt to Locate; Wanted Subject - $750,000 Warrant -DV Kidnapping 1, DV Assault 2, DV

Felony Order Violation, FWPD 23-10038

OFFICER AWARENESS

Attempt to Identify; (Lakewood PD)

Attempt to Identity 38« St Burglary Series Suspects; TPD CASE #°s 23-23(-00321, 23-230-00316,

23-230-00421

Using Hydraulic Tools to Steal Police Guns
CYBER THREATS

Hidden dangers of public Wi-Fi

United States: Hacker Tool Used to Buy Information on Any US Person for 15§

PUBLIC SAFETY

Mosquito-Borne Diseases Reemerging in US
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S&T report evaluates gunshot detection technolegy for first responders
NATIONAL

Targeting of Electrical Substation in North Dakota Highlights Ongoing Threat to the
Sector

Self-Proclaimed Neo-Nazi Arrested for Plotting to Blow Up Maryland Power Grid

Pittsburgh Neighborhood Evacuated after Eviction Notice Prompts Active Shooter Situation

Fentanyl Awareness: Half of All Fentanyl Seized in U.S. is Caught in Arizona
INTERNATIONAL

Mexico Extradited DEA Most Wanted Alleged Sinaloa Cartel Leader to the US
Mexican Army says Drug Cartels are Increasing their use of Roadside Bombs

Austria Arrests Doomsday Preppers

Other National/International Articles of Interest (Links):

Gary L. Smith

Gary L. Smith

Criminal Intelligence Analyst
Regional Intelligence Group
TPD/PCSD

Tacoma, WA

(253) 594-7964

(253) 405-6214 (C)
gary.smith(@cityoftacoma.org

gary.smith@piercecountywa.gov

“There must be a Lone Ranger!” w
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TACOMA /PIERCE COUNTY

REGIONAL INTELLIGENCE
UNIT

WEEKLY SUMMARY
32-2023 Friday, Augu‘.st 25,2023
Det:'Sgt. John Pelgado (253)341-1369
gohn delgado@pierceconntywa 2OV,

Gary L. Smaith, Tatel Analyst ,
‘gary. smath@mivcftacoma org: (253} 594' 7964

REGIONAL
Law enforcement concerned by rise in juvenile violence

TACOMA, Wash. - Will the youth violence we saw this summer in Western
‘Washington spill over to the start of the school year? In the last three months,
crimes involving young: people have become more common and more
dangerous.

"This latest high-profile violent crime highlights an increase injuvenile erime
across Pierce County Data’ from the Pierce County Prosecutor's: Office showed the pumber of juvenile murder or
atternpted murder cases:this year is eight, just-shy of 2022’s total of nine.- Some of the crimes with the biggest increase are
attempting to elude a police vehicle and the number of stolen car charges. There have been 101 robbery-related cases by
the. end of July. There were 64 cases. in all of 2022, “We're seeing ‘the same ‘trends too;” said Casey McNerthney,
spokesperson for the King County Prosecuting Attorney’s Office. ‘

Accordmg to-the Pierce County Sheriff's Office, it's every single day. The
concerning: part is the-gravity: of these crimes, Theyre not: just stealing
from a local convenience shop—more of these cases involve grand theft
and using firearms, Just Wednesday afternoon, Tacoma Police
Department: said one of its detectives was working near South’ Hosmer
:and Steele Street. when: they were shot: Police later arrested two: teenagers
‘who were: hldmg uidera deckin someone's: backyaxﬂ The suspects' ages
-are 14 and 15 years old. A very grown- u;v crime involving children is a
sitation local law enforcement. continues fo see: "Two weeks ago, we
Had another car full of kids shoot at.a- Tacoma Police officer,” said Sgt.
Darren Moss with the Pierce County Sheriff's Department.. I bave no.idea. why they would even think it'd be-okay to do
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that, But right now, the kids don't think - they're not scared of anything, They think they: have nothing to Tive for or that
there's no consequences 10 their actions, And unformnately, a lot of them arer ﬁndmg this out the hard way when it's too
late.”

RELATED: 2 teens in. custody after-Tacoma Police detective shot near Hosmer Street Sgt. Moss said because of thc:
seyenty of these cmmes, many of these young people Wﬂl be: chaxged asan adult mstead of a ]Lwemle ’It's nota game

store aﬂd gettmg $100—l;hats noi settmg your famﬂy up for hfa Theyre xxot wmmng the lotto or: any‘thmg hkc that, All
they're doing is cansing maybem in their own commnuities;” Earlierthis week, an 18-year-old and another adult shot and
killed edch other near'a bus stop in Parkland.

RELATED: 2 people dead in Parkland bus stop shooting

"A verbal argument turns. info both of you dying over absolutely
| nothing,” Sgt. Moss said. "And: that's the kind of thing that we're
seeing; and it's like, this is'not okay. What is going on.in’ these
kids' minds ‘that: it's such:impulsive behavior?” Every -incident
involving young people begs the question as to why: this keeps
happening; and why kids and teenagers are willing to put their
futores on the: line: "School's: ont, if's: a}ways busier in the
summer,” said Moss. "But I don't see these crimes disappearing
when we: go’back: to school, because the. kids that are. doing them
probably won't be going to school.”

Between parents, schools and local authorities, Sgt. Moss said the responsibility falls on everyone in order to change: the
trajectory. "It's everything,'it's all hands-on deck at this point,” Sgt. Moss said, "You can look to law enforcement, but no
one wants us.in their home: Yon don't want me in your home disciplining your child, and that's not what we're. here for.”
An update from Tacoma. Police' Department regarding the detective who' was shot ‘Wednesday. They are: still in the
hospital recovering. We don't know when they will be able toleave yet, but they are stable.

Juvenile crime is'a problem in King County too. Monday; Seattle police said four teenagers were involved in a chase with
a stolen ear in Rainier Beach: None of them are old enough to drive, only 12 and 13 years.old.

Police tried to pull over the car in the 2700 block of Rainier Avenue South, but the driver: started trying to get away ‘and
sped-up as they went through a parking lot. At that-point,.officers suspended their efforts: to- stop the car, but a short time
later, tried to pull it over again near the intersection of South Walker Street and Martin Luther King Junior Way South,
When the. driver made a turn' onto a road but another car was in the way, the suspect suddenly stopped. All four people in
the car got out and ran, leaving the car in drive with all ‘'of ity doors open. Officers:ran after thers and took three of the four
suspects-into custody. The fourth suspect was last seen running north on 29th Avenue South. Police said the carhad been
reported stolen only an hour earlier.

The three suspects turned out (0 be boys — two 13-year-olds and one 12-year-old. All were arrested for obstruction. The
WO IS—year -olds were also arresied for eluding a police vehicle. One. of the: 13-year-cld boys was also arrested for
‘possession of a stolen vehicle and booked into the King County: Child and Family Justice Center. The other two boys-were

released to their parents.

‘When feens find. themselves in trouble, a. recent state law requires officers to conriect theni to an atiorney- before
questioning; “It's really clear that those kids: were: not understanding what was happening; that the situation -was too
stressful, 100 overwhelming,” said Liz Mustin, managing attorney for the: Washington Youth Access: Counsel Program
‘with the Washington State of Public: Defense. "Sometlmes, frankly, the language of Miranda warnings is. oo complex: for
kids to understand.” The law went into effect in January 2022 and put 4 hotline in place with four attorneys on call 24/7
for consultations, A majonty of the calls were answered in under a minute with. atorneys. helpmg Jjuveniles understand the
rights they already have. "We have the opportunity to:speak with kids in some: of their toughesi-times and really help them
kind of re-center, bring:them. down and be able to make smart decisions and be able to interact: respectfully and’in a-way
that doesn't harm them in the future;” Mustin said.
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The hotline has connected 3,395 minors with an attorney. “T think one thing that this law does that's really wonderful is
really evens the playing field for kids who would have no means o access an attorney,” Mustin said.

Sources; Pierce County Sheriff’s Department, Tacoma Police, Q-13 FOX News, King 5 News and KIRO 7 News

OFFICER SAFETY
Federal Way Police Department
Police Bulletin
Prepared by Det. Gary Kopis | i o
. Federal Way
_August 24, 2023 | S
Attempt to Locate

Wanted Subject - $750,000 Warrant -DV Kidnapping 1,
DV Assault 2, DV Felony Order Violation
FWPD 23-10038

Name: Gary D. Boyd JR
DOB: 5/21/87

Race: American Indian

Height: 5°10”

Weight: 202

Eyes: Brown

Hair: Brown

LKA: 601 E 70th St Tacoma, WA
98445

King County Superior Court has:issued a full extradition $750,000
arrest warrant for Gary Boyd for

the above crimes.committed against the victim, Corrina Harris, on
8/19/23.

On 8/20/23 at about 0300 . hours, Tacoma PD located Gary and the
vehicle used during the

commission of these erimes and a pursuit ensued. Gary subsequently
crashed his vehicle along

13, suffered significant injuries, and was transported to St. Joseph
Hospital in Tacoma where he

underwent surgery. Gary fled from the hospital on 8/21/23 prior to being discharged.

If Gary is located, please confirm the warrant, arrest and book on the warrant, and notify Detective
Kopis @ 253-835-6778 or email: gary.kopis@Ccityoffederalway.com,
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OFFICER AWARENESS

Afttempt to Identify

Associated

Vehicle: Blue

2001 Chevy Suburban
LIC# 827XFI WA

On Angust 17 2023 at approx. 2140, the
female suspect above assaulted a loss prevention officer while trying to leave Target with-a cart: full of items. The - suspect
attempted to puish the cart out the emergency exit when confronted. The suspect bit one of the loss prevannon officers on
the hand and-was able fo leave with the cart. Prior to: this: incident; she was seen speaking to the driver of ‘the. Blue
Suburban (plciured above} and appeared 10 be picked up by it after leaving the store with $1,400 worth of merchandise.

When identified, there is probable: cause for Robbery in the 1st.

The Suspect was also seen earlierin the day with these two individuals:

Any infotioﬁ, call Sergeant JeffPayter at 253.830.5006
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Attempt to Identify 38w St Burglary Series Suspects
TPD CASE #s 23-230-00321, 23-230-00316, 23-230-00421

On 08/18/23-a1:5;30 AM, three business:in the 38¢h St corridor were burglarized by the same suspects. A Seatile stolen
pickup truck-was usedto ram through the front. doors of the businesses 1o gain access: Tt is believed two Hispanic. females.
and two Hispanic miales entered the businesses arid stole items before fleeing in the stolen truck. Above are the best
security photos of the two Hispanic females and one of the Hispanie males who entered all three businesses.

In addition to ransacking the stores for cigarettes, pipes, jewelry, and vape products, the stores” cash regisiers were taken,
None of the: suspects wore gloves. ¥ forensics is available, please request that burglary scenes be processed for Iatent
impressions.

If you have any information regarding the identity of the depicted persons, please contact Detective Canion at one of the
phone numbers listed above orjcanion @cityoftacoma.org.

THERE IS NO PROBABLE CAUSE FOR ANYONE’S ARREST AT THIS TIME.
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Using Hydraulic Tools to Steal Police Guns

Last month, an AR-15 and ammunition were stolen from a law enforcement vehiele in
Connecticut, reporied the New Haven Register. Gun: theft from LE ‘vehicles is
becoming. more common. as: thieves use powerful cutting and hydraulic-tools to break
into secured weapons lockers inside the trunk; the CTinsider said. A trend in LE is the
storing of long guns in vehicles for immediate access to respond efficiently fo incidents
like school shoofings. According to FBI crime statistics half of all reported. stolen
firearms are from vehicles, this: datg illustrates both the rise of firearms being stored in
cars and the targeting by criminals.

*Analyst Assessment® The FBI issued a Public Safcty Awareness Report that
highlighted criminals using hydraulic lifesaving equipment .stolen from fire
departmients and warchouses 1o conduct ATM burglaries: In‘Texas, four departments reported thefis of tens of thousands
of dollars of equipment such as forcible entry saws, generators and extrications tools, reported Click2Houston.. An
extrication tool was recovered in-a suspect’s car and was linked to ATM and catalytic convert thefts. Some:Departments
have changed policies Tequiring one member to safeguard ‘the apparatus and its contents. All ‘members should be aware
that safeguarding tools is required and includes locking compartments and being aware of suspicious activity.

CYBER THREATS

Hidden dangers of public Wi-Fi

Public Wi-Fi, which has long since. become: the norm, poses threats: to
not only individual users but also businesses. With the rise of remote
work, people can: now work: from. virtually auvwhere a cafe close to
horne; a hotel in a different city, or even while waitingfor a plane at the
airport, Next, let's explore the risks of connecting:fo public Wi-Fi, both
for you personally and for businesses.

According to the Forbes Advisor the majanty of peop]e (56%) cormect to pubhc Wi-Fi networks that don't rf:qul:re a

Dther scnsmve,mfgrmatmn

* Man-in-the-Middle (MITM) Attacks; This is one of the most common threats on public Wi-Fi, In'an MITM attack, the
hacker secrefly intercepts and possibly alters the communication between two parties. The: nser bélieves they are directly
communicating' with ‘a. website, email server, or another user; but the hacker is relaying the information, capturing
3 in. the process.

= Eavesdropping: Public: Wi-Fi networks, especially those without encryption (like WPA2), allow hackers: to "lister” t
data being transmitted over the network. Tools like packet analyzers. can capture: unencrypted traffic, making it: easy fm’
hackers fo extract sensitive information.

+ Rogue Hotspots: A-hacker sets: up a fake Wi-Fi metwork; often with. a name. similar to' a legitimate: network: (e.g.,
"CoffeeShopFreeWiFi" instead. of "CoffeeShop WiFi"): 1{msuspm:tmg nsers connect to this rogue-hotspot, and the hacker
can:monitor all traffic, capturing any sensitive data transmitied,

« Honeypot Networks: ‘Similar to rogue hotspots, these are malicious networks set up to lure psers. Onee: connected, the
hacker can deploy malware.or attempt to exploit vulnerabilifies-on the user's device.

= Spoofing: In:a.spoofing attack, the hacker impersonates another device on the network, redirecting; traffic through their
device: This ailows them to capture and manipulate data..
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« Session Hijacking: Here, the attacker hijacks a session bétweenthe client and server (e, g.,.a login session on 4 website).
This can allow them to gain unauthorized access to accounts or services,

» Malware Distribution: Public Wi-Fi can be used as a medium o distribute malware, For example, malware can be
injected into. software: updates or: downloads. Once the user's device -is- infected, the malware can steal information,
‘nionitor user activity, or enlist the device in a botnet;

» Login Page Phishing: Some public Wi-Fi networks redirect users to a login orterms acceptance page before granting
dccess; Hackers can replicate these pages to capture’ login credentials dr other personal information,

Protection Measures

To safeguard against these. threats when using public Wi-Fi:

‘For Hotspot Owners — leverage web filtering for: Wi-Fi hotspots, You will not only protect. your guests from malware and
harmful resources, but you will also increase customer loyalty. By informing. them that this cafe or library offers: a secure
Internet zone, parents can hand devices to their children withont worryirig about exposure to map;:ropnate content. Using
a DNS filtering service will also allow you to. gathef valuable:anonymized statistics about your users' preferences, which
can'beleveraged in marketing campaigns.

ForPublic Wi-Fi users:

*» Implement DNS filtering services, like SafeDNS: Install & roaming client on devices and choose cybersecurity categories
‘to-block malicious websites.

¢ Avoid accessing | sensitive sites or services, such as bankmg platforms

« Turn off sharing settings on your device.

= Always forget the network after. disconnecting to avoid automatic reconnections;

s Use HTTPS websites and ensure SSL/TLS is in use when transmitting sensifive data,

In summary, while public Wi-Fi. offers conveniérice, it's crucial to be aware of its 'vulnerabilities and take necessary
‘precautions fo ensure data security..

United States: Hacker Tool Used to Buy Information on
Any US Person for 15$

A 404 Media investigation found that criminals have managed:to tap into’ credit
header information, in some cases by stealing former law enforcement officer’s
identities, and are selling unfettered access: to. their criminal coherts online.
@ Eighty-two percent of American adults had a credit card.in 2022, according to
~ data from the: Federal Reserve. T other words, the majority of the adulf
population, by the simple fact.of how credif cards work, will have their personal
information collected and stored by these bureans;

I March, the FBI and National Counterintelligence and Security Center warned that foreign intelligence entities working
for repressive regimes have songht access: fo private mvestlgatms in part to obtain. ‘persondl information on fargets in the
1.8, 404 Media accessed around 10 Telegram groups where members discuss and advertise bots. that offer personally
identifiable data for sale, Prices fluctuate between around $15 and $40 depending on what type of data a customer wishes
to. buy.. and. as avaﬂablhty ebbs and flows. One person told a group that their tool finds anybody, Source:
bttps:/weww. 4ﬂ4med}a.ct;;’the-secret«weagon«h‘wkerswanuusento-éox-nearh-anvﬂne»m—amenna-fﬂr&:x~tio~
usinfosearch-transunion/
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PUBLIC SAFETY

Mosquito-Borne Diseases Reemerging in US

| The Eastern equine encephalitis (EEE) virus was reported in two people in
Alabama, one of whom died, and .in horses and mosquitoes in New York this
week. The Alabama. cases were reported. in. Baldwin County “in the: past few
weeks,” the state’s, Departmient: of Public: Health said Monday: The New: York
| cases were found in horses in St. Lawrenceé and Franklin countiés and in
" mosquitoes-in Onondaga County, the State Department .of Health. said Tuesiay.
Approximately 30% of people: with EEE die- and ‘many survivors have’ ongoing neurologic: problems according ta the
CDC. Alsothis week, a case of locally acquired malaria was reporied in Maryland for the first fime in over:4Q years. Last
:month, the CDC issued a health advisory over the spread.of eight locally.acquired malaria cases in Florida and Texas..

*Analyst Assessment® The CDC’s predecessor; the Office of Malaria Control in War Areas, was established in 1942 to
limit the impact of malaria ‘and other vector-borne diseases during World War IT around military training bases: in the
southern US and its territories, Its malaria eradication policy was. so successful that by 1951 the disease was no longer
considered to be endemic in the US. The CDC’s role now is primarily surveillance and natification.of these: vector-horne
diseases in the UUS and assistance of world-wide elimination efforts, Routinely obtain a travel history for any person:with a
fever of unknown. origin. Use ‘insect:repellent, wear Jong-sleeved shirts. and pants, and take sfeps to conirol- mosquitoes
indoors and ontdoors, Use screens, empty water-holding containers, Source; Watchline@fdny nyc.gov

S&T report evaluates g;msh‘ﬂt detection technology for first responders

The Department of Homéland: Security (DHS) Science and -Technology
Directorate (S&T) has released an Operational Field Assessment (OFA) of 4
gunshot. detection system developed for: first responders. First nsed. by the
military to detect incoming fire, gunshot detection systems use multiple sensor
units to detect and triangulate the: pregise: 1ocation of firearm: discharges. Over
the last decade, Taw enforcement -agencies in. many large- and medium-sized
cities have unplemr:ntf:d gunshot detection systems, Most agencies employ fixed
systems, where the sensors are installed indoors or at fixed outdoor locations to
provide gunshot detection over .a large, pre-defined area. (often ‘many square
miles). to an’ accuracy: of within ‘a few feet. An October 2022 Department’ of
Justice-funded. teport analyzed how: agencies: across the country are: currently
using gunshot detection systems. The report conchided that more research is still
needed to show whether gunshot detection. systems. are.¢ffective at deterring gun
violence orreducing crime; but that there are proven benefits of these systems
for first responders.

Benefirs to responders include significant. reductions in response times and betier
sitiational awareness. Gunshot detection systems are typically infegrated. into
compnter—axded dispatch (CAD) systcms enabling real-time alerting, Since:many gunshots: are-never reported to 911, this
capability enables responders to immediately d1spatch to the scene regardless of whethier 911 was called, Some systems
‘will bypass-the 911 system entirely and prowde alerts. directly to officers. This reduces response times by several vital
‘minutes; which gives responders a better chance ‘at neutralizing the threat and reducing casualties, Gunshot detection
systems: can also provide critical situational awarengss information fo- first responders before arrival on scene, such. as
precise: locations- where gunshots were fired and whether multiple types .of gunshots: were: detected, suggesting multiple
shootérs. The gunslhiot detection system evaluated by S& in the new OF A improves on the- technology curreintly available
on.the marketin several ways.

First, the: system is designed to be ‘portable, ‘While there are portable systems: currf;ntiy on the market, S&T’s system
‘prioritized the ease with which the technology could beinstalled, moved, and set-up by responders-without requiring more
than two officers or fechnical experﬂsa
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Second, most current. systems use acoustic-techriology to detect the sound, of gunshots, but this 8ystemn uses both light and
sound. The system.can detect the unigue: flash of light produced when. a bullets fired, This added light defection makes
the system more accurate than systems: ‘which rely: on sound. along. It is less likely to generate false positives when it
detects gun-like sounds such as a vehicle misfiring or fireworks,

Six: law enforcement officers: from Towa, New Hampshire, and New York served as evaluators to test and provide
feedback: on: the: gunshot detection system. These officers set up the outdoor sensors, overlayed maps and sensors: using
the sitnational awareness software; observed gunshot detection notifications on a PC and mobile device, and participated
i a debrief with: S&T’s National Urban. Secumy Technology Laboratory (NUSTL) fo gatherfeedback, Source; DHS.

NATIONAL

TERRORISM

(U/LES) Targeting of Electrical Substation in North Dakota Highlights Ongoing Threat to
the Sector

(U/LES) A May attack against an electrical substation in North Dakota underscores the ongoing threat against the
electricity subsector and the potential for firearms attacks to cause localized service disruptions across the United
‘States: The attack disrupted electrical services to nearly 250 customers and ‘may have been intended to force a temporary:
shutdown.of the Dakota Access P}gclmc ‘While. the tactics used in this incident are consistent-with.those advocated by
‘some: domestic violent extremists in recent years; the investigation into motives behind:the attack is ongoing.

-« (U//LES) A fitearms attack on 13 May destroyed two electric power transformers in North Dakota that provided power
1o local residents, businesses, 4nd the: pipeline, according to DHS reporting; Investigating officers observed “DAPL"—
likely reference:to the Dakota Access Pipeline—and other symbols spray -painted outside the substation, suggesting 1ts
proximity to the pipeline'may have factored into the targeting of this substation.

* (U//FOUO) This attack occurred amid an uptick in firearms aftacks against electrical substations:across the United States
(over the past year. The tactics used generally are consistent with guidance shared by domestic violent extremists onling,
though the perpetrators and motives for most of the atiacks have not yet been identified.

« (U/FOUO) On 12 Tuly, a Canadian citizen was charged with the 13 May destruction of thie electrical substation,

according to' DOJ information. The subject has resided illegally in Oregon since at least June 2018, according to federal
law enforcement information. Source; DHS
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Self-Proclaimed Neo-Nazi Arrested for Plotting to Blow Up Maryland Power Grid

[Tampa, Florida] Tampa defendant and self-proclaimed
‘ngo-Nazi, Brandon Russell, is back in the headlines for all
the wrong reasons. After serving five years-in prison on
explosive charges, Russell was recently arrested, while on
probation,. -for plotting -to: blow up the power grid in
Maryland. Attorney Anthony Rickman reviewed. the case:
Russell and his co-conspiraor, Sarali Beth’ Clendaniel,
planned sniper-attacks on several substations in Maryland.
"He wanted to shut down the grid system for.a period of
time during the cold of winter. And him doing, this if he
would’ve: accomplished his plan, people would’ve: died,”
explained Rickman.

fusseli anid Sarah Seth Geadaniel plsaned snipar atiscks.

*Analyst Comment* The Atom Waffen Division (AWD), which means “atomic weapons” in German, is a white
supremacist, neo-Nazi terrorist group swhich nses force and violence against groups of people with whom it- disagrees,
‘inchiding nion-whites, ethnic minorities, Jews;, and homosexuals. In 2016, Brandon. Russell helped to formalize the gronp
:and served as an organizer for several years. On 9 January 2019, Russell was sentenced to five-years in prison by a-federal
judge in. Tampa; for having bomb-making materials in. his:apartment. In May 2017, at the time of his arrest; Russell’s
roommate, Dévon Arihurs, a co-founder of the Atomwaffen Division, told. the police: that Russell had materials in the
‘house: "to Kill civilians and target locations like power lines, nuclear reactors, and synagogmes.” Upon Russell’s release
from prhson, while on prébaﬁbn the Federal Bureau of Investigation (FBI) determined that Russell and his girlfriend were
planning sniper attacks.on the power grid serving Baltimore, Maryland, The investigation revealed that the pair planned to
knock out the power during the winter when heating causes electricity to ron at max capacity, The criminal complaint
states that they were planning to. target five electrical substations. around Baltimore and noted. that Baltimore has a
predominantly African-American-population,. Source; Surface Transportation & Publie Transportation. ISAC Transit &
Rail Intelligence Awareness, Daily Report (TRIAD)

Pittsburgh Neighborhood Evacuated after Eviction Notice Prompts Active Shooter
Situation’

On 23 August 2 man facing eviction opened fire af officers from inside a
,Pmsburgh Jhome Wednesday, shooting: down. police drones -and
§ prompting evacyations ini the neighiborheod, in 4 gun battle and sisge that
| lasted much of the day and ended with: authorities saying he 'was dead.
Law enforcement authorities: evacuated ‘the Garfield nelghborhood in
Pinsburgh, Pennsylvania, after a gunman opened fire from -inside his
‘house when' police: officers attempted to serve: an eviction notice. The
gunman was reportedly killed following a standoff with police:

Police: Chief Larry Scirotto said the joint tesponse by’ personnel from
SWAT, state and county law enforcement the FBI and the federal
Bureau of Alcohol; Tobacco, Firearms and Explosives-“saved many ofﬁcers lives'in a very tense and rapidly uncertain
environment” and also protected the neighborhood, The shooterwas given evefy opportunity’™ to surrender peacefully; he
-added, and that was why the situation *took the amount of time that it fock, B

Drones-were used to try to communicate and to scopeout the home, but“every time we had deployed one of those, three
or four instances, it was disabled by gunfire.”

‘o Medis reporting identified the suspect as 63-year-old William Hardison' Sr., an individual prevmusly convicted of
offenses including cartying a firearm without a license, forgery, and harassment.
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»  Media reports also suggested Hardison identified as a “sovereign citizen” which'is a-movement of individuals
who believe they do not have to follow laws or pay taxes. Sovéreign citizéns have previeusly-been linked o the
murder of police officers, frand, and anti-government criminal activity,

»  The suspect also allegedly shot down two police drones.

e Onelaw enforcement officer sustained a non-gunfire related i injury. No other serious injuries were reported.

«  Around 1700 1ocal time, city emergency medical service responders pronounced the suspect dead,

Source; NYPD.

Fentanyl Awareness: Half of All Fentanyl Seized in U.S. is Caught in Arizona

‘Maricopa County, Arizona — [An attorney] warned abont: the importance
of drug-related education of youth in [a] National Fentanyl Prevention and
Awareness: Day statement Monday. [The attorney] cited the 2022 Arizona
Youth Survey, in ‘which 47% of eighth graders said they do not know of
{the: deadly drug, according to the Arizona Criminal Justice: Commission.

“This is somethmg that we can’t afford to have them not kriow about
because what we’re ﬁndmg ig'that fentanyl ig Jaced in all different sorts of
street drugs.”’. [The attorney] enmcouraged parents (o -talk: with thesr
children about the substance and said that *It’s not a drug. It’s 2 poison.”
As Arizona'is a’border state, it’s become a bub for fentanyl trafficking, as
the substance is reguiarly séized by U.8. Customs and Border Protection in large quantities:

The Drug Enforcement Administration said that: over half of fentanyl. is’ stemming from. the: Arizona-Mexico: border,
NewsNation reported earlier in August, Somi of those seizures are larger than others; as The Center: Square reported that
nearly & ton of fentanyl was seized by authorities af the Arizona border between March and May r:hr'ough “Operation Blue
Lotus” and “Operation Four Horseman,” “Of-all of the fentanyl seized across:the:nation, half of it-is seized in Arizona
‘becanse [Arizona] is 3 border state,” [noted the:attorney]. Source; Tennessee Star, Aug 23,2023

INTERNATIONAL

(U) Mexico Extradited DEA Most Wanted Alleged Sinaloa Cartel Leader to the US

(U) Last week; the: Mexican. government extradited alleged Sinaloa cartel leader and
Drug Enforcement Administration (DEA) Most Wanted person Adan -Salazar
Zamorano, aka ‘Don Adan.” Salazar was transferred late/Tast - week from: a prison in
Verdcruz, Mexico, to the Mexieo- City' International’ Airport. He was handed. over to
U.S. agents 'who flew him back to the United States, the-Mexican Attorney General’s
Office said in a statement. The U.S. Marshaly Service executed an arrest warrant
against Salazar on Friday in EI Paso, according to documents from U,S. District Court
for the Western District: of Texas.

Adan, whom Mexican law enforcement has identified as an. alleged leader of “Los
Salazar™ cell of the Sinaloa cartel operatmg in -the. northern. states of Sonora and
Chihuahua has been under indictment in the US since 2006, That’s when a grand jury
returned a sealed indictment against him for conspiracy to possess. a. controfled
substance (cocgine) with intent to distribute. The indictment accuses Salazar of
conspiring to procure: cocaine for smuggling and distribution in the 17.S. Salazar, 79, was listed by the Drug Enforcement
Administration as.a-fugitive from’justice and known to fravel byprivate aircraft throughout Mexico.

He was arrested by Mexican officials on various charges in 2011. The indictment accuses Adan of conspiring to procure
cocaine for smuggling and distribution-in the: US. Mexican officials have also tied Adan to a November 2019 ambush in
which nine Americans were: killed. Ini addition ‘to the 2017 assassination of Ch1huahua _]ournahst eroslava Breach
Source; KTSM News:
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Mexican Army says Drug Cartels are Increasing their use of Roadside Bombs

The Mexican army said Tuesday that drug cartels have increased
their use of roadside bombs or improvised explosive devices this
year, with 42 soldiers, gyoﬁce and suspects wounded by IEDs so far
| in 2023, up from 16 in 2022. The: figures provided by Defense
Secretary Lnis-Cresencio Sandoval appeared to inglude only those
wounded by explosive devices, but officials have already
acknowledged -that: at least one National Guard officer: and four
state police officers have been killed in two separate’ explosive
attacks: this year. Particularly on the ris¢ were drone-carsied bombs,
‘which were-unknown in Mexico prior-fo 2020, So-far-this-year, 260
such incidenfs have been reécorded. However, even that number
may be an underestimate: residents-in some parts of the western state of Michoacan say that attacks by bomb-dropping
drones are a near-daily occurrence: Six car bombs have been found so far in 2023, up from one in 2022, However; car
bombs were also occasionally used years ago-in northern Mexico. Overall, 556 improvised, explosive devices, of all types
— roadside; drone-carried and car bombs — were found in 2023. A tofal of 2,186 have been found during the current
administration, which took office in December 2018,

More than half of all the explosive devices found during the current administration — 1,411 — were found in Michoacan,
where the Jalisco cartel has been fighting a bloody, yearstong turf war against a coalition of local gangs. Most of the rest
were found in the states of Guanajuato and Jalisco. It was not ¢lear whether the figures for the number- of explosive
devices found includes only those that failed to explode. Sandoval said that the explosive’ devices frequently failed to
explode.. “All of these explosive-devices are homemade; based on tuterials: that can be found on the internet,” he said.
‘Sandoval said most of the devices appear to have been made with black powder “which is available in the marketplace;”
‘or more powerful blasting’ compounds stolen from mines, In July, a dmg cartel set oft a coordinated series of seven
roadway bombs in western Mexico: that killed four police officers and two civilians. The governor of Jalisco state said-the
‘explosions were 4 trap set by the cartel to kill law enforcément personnel In June, another cartel used a car bomib to kill &
National Guard. officer in. the. neighboring state of Guanajuato. Explosives also - wounded 10 soldiers in the neighboring
state:of Michoacan in:2022 and killed a civilian. Source; AP News

Austria Arrests Doomsday Preppers

-An EMS response 1o a home in southern Austria led to the arrest of two British citizens and
an. Austrian accomplice’ when -a. massive weapons cache was discovered, reported the
Mirror.. Police also discovered bomb making materials and believe: the trio of doomsday
preppers were planning on assembhng a radiation dlspersal device known as a dirty bomb,
Germany and Austria have seen activity of extreme doomsday adherents that are’labeled as
-accelerationist; those seeking to bring Day X (the collapse: of the world order) through acts
of viglence, said NYT.

*Amlysz Assessment* The US has several doomsday accelerationist groups, inspired by adherence to conspiracy theories

-and ideologies like those published in James Mason’s book, Siege; that advocates: the violent overthrow: of* the
government. A recent study suggests conspiracy theories build support for autocratic forms of government over
democranc, the driving forceis a feeling of political powerlessness. A QAnon fostered conspiracy theory that advocated
‘the coming of “The Storm,>where the deep state-would be’overthrown, was a common belief of many of the January 6th
rioters. Source; Watchline@fdny.nye.gov
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Other National/International Articles of Interest (Links):

"These predators are entrepreneurs:' Homeland Security talks efforts to shut down online
sex trafficking

‘hittps://www.fox]3seattle.com/news/these-predators-are-entre renears—homeland-secug'ltv-ta!ks efforts-to-shut-
‘down-onlifie-sex-trafficking ’ ’

Some violent crime down in Seattle, but homicides are up
htt;g AR AL fox13seattle.com/mews/some-viglent- ane-down»m-seattle-but—hommdes—are—gp_

Seattie removes netormus encampment

¥ crmae-klgg-c0untv~wsd0t~washmgt(m-state

Bothell shooting: teen killed, 3 wounded
‘https:/fwww. kiro7.cony/news/local/sheriff-teen-killed-several-injured-stiooting-bothell-apartment-
-complex/FXGRYIVOZBHTJOPKMKGO2LLWGA/

Deputies arrest 13 at Gorge music festival
hittps://www.kiroT.com/news/local/detectives:make-13-arrests-seize-aroiind-20800-worth- drggs«gorge-musu—
festival/NZG4BLXYZSAZIOYEDWAGLLERIA/

Four People Dead and Six Injured in Mass Shooting at Biker Bar
https fwww.chsnews. com/iﬂsangelesi’news/cﬁoksnwrner-dt-}east-3-lﬂiled~6«hosplt hzed-m-shmmng-dt-hlstoﬂc-
blker- ar-in-trabuco-canyon/’

Suspect dead after hours-long gunfight with police during Pittsburgh eviction attempt
‘hittps://apnews.com/article/pittshurgh-home-sheoting-gunfire-eviction-2dfb0d38d7e35544e(42e34792797458

New details from Calif. bar mass biker shooting

hitps://abenews. g&wm/US/muitlpgie—Qeenle-shnt~har-0range~wuntv—tahft)rma-trabuco-
canyon/story?id=102520201

CBP officers seize over $910K in cocaine at World Trade Bridge

https:/www.ch .4 Ovlnewsro(}m/!ﬂ;al-mgd)a-reiease/ch ~0fflcers~se1ze-aver-9li)k-cocamemerld-tradevbmﬂ e

UK police are investigating the deaths of 88 people linked to Canadian self-harm websites
:httgs.//agﬂews cﬁm!artwle/canada-webs;te-smude-deaths-uk—mvest;gatl en-h?SaBZdbc:sde"%Mf}Sﬂfcf58ui451

Do armed teachers improve school safety?

hitps://wwwipslicel, wmfsghﬂ0¥~sa€etv/art1cles/state-v0ur~i:zxseadﬁ-armed-teachers-;mQmw—sch()ﬂi~safetv~
2K3xDuerSrLCTr/"utm s@ur{:e-Poiac.el&utm c:ampalgn—f%ﬂdbaf&l-

EMAIL CAMPAIGN 2623 08 24 03 44&11&111 medmm-‘emall&utm term=0"5584¢6920b-ceec55802-
‘ZSBLIST BEMAIL ID%SD:

*TPD/PCSD Homeland Security Reports Received this week 6.

*** FOR OFFICIAL USE ONLY *** LAW ENFORCEMENT USE ONLY ***

PCSO P026498 Hendricks 001656



To: DIST- ALL TPD Police Departmentfxdl-police@cityoftacoma.org]

From: Smith, Gary (TPD)

Sent: Fri7/7/2023 3:04:41 PM

Subject SSRIG Weekly Intelligence Summary 27 - 2023 (July 07, 2023)
Received: Fri 7/7/2023 3:06:08 PM

SSRIG Weekly Summary 27-2023.pdf

23-0100 WSFC SETA - Tacoma Pride Festival (08Jul23) - 23Jun23 {(U-FOUO).ndf

Also Attached to this email is The Washington State Fusion Center (WSFC) Special Event Threat
Assessment for the Tacoma Pride Festival 8 July 2023

South Sound Regional
Intelligence Group

Weekly Summary
#27-2023 July 07,2023
Gary Sauth This document is a FOUO communication and is not
Intelligence Analyst 1o be disseminated oufside of the law enforcement or

intelligence communities.

Gary.Smith{@ci.tacoma.wa.us Dissemination fo media sources is not authorized.

(253) 594-7964

REGIONAL

Authorities hunt for suspects linked to over 30-armed robberies across region; $15K reward
offered

Upcoming Large Crowd Venues in Pierce County; Summer FEST (Lakewood)

Washington: Bomb Threat on Plane Leads to Flight Diversions at Spokane International Airport

OFFICER SAFETY

OFFICER SAFETY CONCERN — MURDER SUSPECT
Officer Safety/Attempt to Identify Drive-By Shooting Vehicle; TPD case # Juv. Off

OFFICER AWARENESS

ATL PC to Arrest Assault 2nd degree and UPOF 1ST degree

PC to ARREST: Robbery 1, Assault 1, Theft of Motor / Vehicle & Hit and Run property
(Lakewood)

Fake Gold Scammers
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To: DIST- ALL TPD Pulice Deparimentfxdl-police@cityoftacoma.org]
From: Smith, Gary (TPD)

Sent: Fri 9/1/2023 3:29:37 PM

Subject: SSRIG Weekly Intelligence Summary 33- 2023 {September 01, 2023}
Received: Fri 8/1/2023 3:30:45 PM

SSRIG Weekly Summary 33-2023.pdf

South Sound Regional

Intelligence Group
SSRIG email: PCINTEL @piercecoimiywa.goy

Weekly Summary

#33-2023 September 01, 2023
Gary Smith This document is a FOUO communication and is not
Inte}ﬁgence AnaEyst 1o be disseminated owiside of the law enforcement or

intelligence communities.

Gary.Smith(@cttacoma. wa.us Dissemination fo media sources is not anthorized.

(253) 594-7964

REGIONAL
Labor Day Travel & Event Security Awareness

Washington State Fair retarns
Five Facts About Mass Shoetings in K-12 Schools
Supporting Individual Willingness to Report School Safety Concerns

OFFICER SAFETY

Warrant Subject (Puyallup PD)
Attempt to Identify; 23-241-01675 (TPD)

OFFICER AWARENESS

Stolen 1L.LE Equipment
Washington State Department of Health notification for your situational awareness:
CYBER THREATS

FBI Takes Down Qakbet

TEXT MESSAGE HACK REVEALS THE IDENTITY OF UNKNOWN SENDERS: ‘YOU JUST
SOLVED A THREE MONTH MYSTERY FOR MFE’

Chinese Law Enforcement Linked to Largest Covert Influence Operation Ever Discovered
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PUBLIC SAFETY

United States: 5,000 Pilots Suspected of Hiding Major Health Issues, Most are Still Fiying
Emerging group of synthetic opioids may be more potent than fentanyl, study warns
NATIONAL

“Nonviolent Crime” Is a Myth

Hate Crimes in Big Cities Hit Record High for Second Year in a Row, New Data Shows

Active Assailant Prevention And Response

Graduate Student Charged with Murder after Deadly University of North Carolina Campus
Shooting, Online Users Spread Reactionary Conspiracy Theories

INTERNATIONAL

Smuggler With Ties to [Islamic State Group (ISG)| Helped Migrants Enter US From Mexico,
Raising Alarm Bells Across Government

Other National/International Articles of Interest (Links):

Gary L. Smith

Gary L. Smith

Criminal Intelligence Analyst
Regional Intelligence Group
TPD/PCSD

Tacoma, WA

(253) 594-7964

(253) 405-6214 (C)
sary.smith@cityoftacoma.org
oary.smith(@piercecomtywa.gov

“There must be a Lone Ranger!” W
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TACOMA /PIERCE COUNTY

REGIONAL INTELLIGENCE
UNIT

WEEKLY SUMMARY
33-2023 Friday, September 01, 2023

Det:'Sgt. John Pelgado (253)341-1369
gohn delgado@pierceconntywa 0V,

Gary 1. Siith, Intel Analyst )
‘gary. smath@mivcftacoma org: (253} 594 7964

REGIONAL
Labor Day Travel & Event Security Awareness

Currently there is-no/information thatindicates a.specific, credible threat to
the:UL.S. Homeland or to'local events associated with Labor Day 2023,
However, the DHS National Terrorism Advisory System Bulletin warns that
the U.S. remains in a. heightene,d threat environment. Furthermore, the
Intelligence. Community remdins concerned-about pmemxai threats posed by
unaffiliated long offenders, homegrown violent exiremisis (HVES), and
DVEs: Violent extremists—regardiass of 1deology or afﬁhatwn—could

infrastructure without wammg,

Lone offenders and small groups motivated by a range of ideclogical beliefs and personal grievances remain a persistent
and lethal threat to the Homeland, Both domesticviolent extremists {DVEs) and those associated with forelgn terrorist
organizations continue to atiempt to motivate supporters to conduct attacks in the Homeland, including through viclent
extremist messaging and online calls forviolence, Violent extremists have a demonstrated interest in‘targeting criiical
infrastrocture such as power grids.

The: Intelligence: Commumty confinues to assess that lone: offenders and small groups motivated by a range of ideological
beliefs and/or personal grievances: pose-a persistent and lethal threat to the Homeland.

»Threats include thosé posed by DVEGs; individuals: and groups engaged i gnevzmce—based violence, and HVEs msplred
orinfluenced by foreign terrorists and other malign foreign-influences:
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+ Racially or ethnically motivated vislentextremists (RMVEs) who espouse the superiority of the-white race’conducted 11
Tethal attacks in'the United States from 2017 to 30 June 2022, These attacks killed 54 people.

»Threat acfors exploit social media and online forums to influence and spread violent extremist narratives and activity.

= Most violent extremists attempting a near-term attack likely would use simplistic tactics.and easily obtainable- weapons
such as firearms; knives, and vehicles—although some violent extremists have sought to use explosive.devices.

HVEs inspired by « jihadist ideology remain a concern due tortheir ability to act with little or no-warning; willingness to
attack civilians and soft targets,-and ability fo inflict significant casualties nsing simple weapons,

:mtmstmcture laﬁdmarks and mass gathenng_s

#*Recently, atfacks:by long offeriders demonstrate the complex threat environment and’ hlghh ght an ineredse in DVE
aitacks targeting public spaces.

* On 26 Angust: 2023, an individual in Jacksonville, Florida, fled.secuxity at.a historically black college before carrying:
out 2 shooting in 3 Dollar General store during which the suspect shot and killed three people before:shooting and killing:
himself. The event is being investigated as a racially motivated hate crime,

* On 4 July 2022 during an Independence Day parade in Highland Park; Tllinois, a mass shooter killed seven people; 46
-others were-wounded.

« The suspect in the May 2022 grocery store attack in Buffalo, New York; claimed he was motivated by racist, anti-Black,
and anti-Semitic conspiracy theories, often referred to as the “great replacement” or “‘white genocide:”

In April 2022, an individnal wearing & gas mask threw two smoke canisters and opened fire on'a New York City subway
dmmgmormng rush hour, resulting in injuries to.dozens of individuals. Seurce; AMTRAK Police: Department Office of
Intelligerice: Analysis.

-Lone Offender Sheotmgs continue Ebroughout the nation. Just within the Iast 24hrs, AustinPolice Department provxded a
live update on.socidl media on Thursday evening logal time: regarding the shooting incident near the’ Arboretum. outdoor
shepping mall, indicating.that the shooter was among. the two:deceased at the scene and three others were injured. The
incident occnrred around 5 p.m., and police initially responded to reports of shots fired and a bomb threat, The police
bomb squad was called in fo search the business for explosives; however, no gxplosives were found at the scene: Police
report that the relationship between' the shooter and the victims is unknown, and the investigation continues,

~On Wednesday Aug 30, during evening local time, six people were injured, two critically, during a shooting incident in
Peoria, 1L, according to the Peoria Police: Department -At approximately 9:00 p.m.;  Peoria police responded to the 2200
block of West Marquette: Avenue after receiving two alerts indicating that shots were fired. When officers arrived af the
scene, they located a-crime scene and multiple victims with gunshot wounds. Six victims were transported to a Tocal
hospltal Five of the victims sustained gunshot-wounds; and the other victim sustained a laceration,

Law Enforcement personnel should remain vigilant for indications of suspicious activity and be aware of all
suspwxous persons, activities, and imattended bags during Labor Day celebrations, events and parades.

Terrorism or Lone:Offenders can strike at-any givenrtime or place. Random acts of violence, such as detonation of 'an explosive
device in a public area, especially areas with large concentrations of people; or mass shooting by a single individual are also:
‘within the s¢ope of terrorism;, First responders need to also be:alert for secondary devices targeting them, Although motivations
for committing-a terrorist attack may-vary, two weapon types have remained constant over time, explosives and incendiary
devices;.
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" The Washington State Fair returns Eriday, Sept. 1 on Labor Day Weekend! The fair opens
Friday, Sept. 1.and runs through Suzday, Sept. 24, The fairis closed every Tuesday, and also
closed on ' Wednesday, Sept. 6.

State Falr

1. Active Shooter or “Low-tech” assaults involving edged. weapons and blunt objects, targeting spectators in the
fairgrounds or those just walking towards the fairgrounds

2. TED attack ‘with a bomb or some type of device strategmaily placed to bring harm & injury (o crowds

3. Vehicle ramming targeting large crowded areas in, or just outside the fairgrounds, or at displays.

4. Drone attack dropping a bomb or some type of explosive device in a congested area, or just malicious use of
drones during concert events,

5. Gang confrontation

Othaer Criminal Activity of Concern:
—Passing counterfeit money
~-Employee theftissues

--Vehicle prowl/theft

~-Police/First Responder Impersonators

**Currenily, there is no information indicating a specific terrorist threat fo any venue or event related to the Washington
State Fair in Puyallup. There is also no specific evidence of a criminal group or. element intentionally targeting observers
or participants for criminal purposes. The above information is;a reminder for those Law Enforcément officers covering
this to be aware of for security purposes. If any Law Enforcement Officers or Fair Officials see or receives any suspicious
activity/behavior such as possible surveillance;, questions by individuals about security postures: at critical infrastructure- or
locations where an event that may experience d large number of people in a confined space, please notify the SSRIG at
PCINTEL @co.pierce.wa.us.

Five Facts About Mass Shootings in K-12 Schools

As we start thenew sehool season this week and next for scheols at all
levels: in Pierce County, below :are some good information points' to
consider and adhere to for school safety,

Preventing mass shootings in the: United Statés, particularly those
‘occurring in school settings, is an important priority for families, government leaders and officials, public safety
agericies, mental health professionals; educators; and local communities. What does the evidence say about how to detect;
preveni, and respond to these tragic events? Here's NLJ-sponsored research:

1. Most: people whio commit a mass shooting are in crisis !eadmg up to it and are likely to leak their plans to
others, presenting opportunities for intervention.

Before their aets of violence, most individuals who carry out 4 K-12 mass shooting show outward signs of erisis. Through
-social media and other means, they often publicly broadcast a high degree: of personal instability and an inability to-cope
in théir current mental state. Almost-all are actively suicidal.

Case studies show: that most of these individuals engage in ‘warning behaviors, usually ledking their plans: directly to
peers or through social media. Yet most leaks of K-12 mass shooting plans are not reported to authorities: hefore the
shooting:

Research shows that leaking mass shooting plans:is assnciated with-a cry forhelp. Analyses of case reports from.
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successfully averted K-12-mass: shootings point to erisis infervention ay a-promising strategy: for K-12 mass shootmg
‘prevention. Programs; and strategies found to prevent school shootings and school violerice' generaliy could hold: ‘promise
for preventing school mass shootings as-well,

2. Everyone can help prevent school mass shootings.

Most individuals: who carty out & - K-12'mass shooting are insiders, with some connection to the school they: target: Often;
they are current.or former students,

‘Research suggests that communities can help prevent school mass shootings: by workmg together to address student crises
and trauma, recognizing and reporting threats of violence, and following up consistently.

Two-thirds of foiled plots in all mass: shootings (including school:mass shootings) are detected through public reporting.
Having a‘mechanismin-place: to collect information on threats of possible school viclence.and thwarted attempts is a good
first step..

The School Safety Tip Line Toolkit is one resource to consider for developing and implementing a school tip line: The
‘Mass. Attacks Defense Toolkit details evidence-based suggestions for. recognizing ‘warning signs and creating
collaborative systems to follow up. consistently in gach case: The: Averted School Violence Database enables schools fo
share details about averted school violenice incidents and lessons learned that can prevent future acts of violénce,

3. Threat asséssment isa promising prevention strategy to assess and respond to mass shooting threats, as well
as other threats of violence by students.

"For schools that adopt threat assessment protocols, school communities are educated (o assess threats of violence reported

to- them, Threat assessment teams, including school officials, mental health personnel,-and law enforcement; respond fo
each’ threat as warranted by the circumstances. An appropriate response mmight include referral 'of & student to mental
‘health-professionals, involvement of law enforcement, or both,

Emphasizing the mental health needs of students who pose thrédts can encourage their student. peers to repoit on thosg
threats without fear of being stigmatized: as. a “snitch.” Tn an evaluation study, educating students on:this: distinction
increased their willingness to report threats,

‘Many educational and public safety experts agree that threat assessment can be a valuable tool. But an ongoing challenge
for schools is to implement threat assessment in'a manner that minimizes unintended negative consequenees.

4, Individuals who commit a school shooting are most hkely to obtain a weapon by theft from a family member,
indicating a need for more secure firearm storage practices.

In an open-source database stidy, 80% of individuals who carried ont a K-12 miass shooting stole the firearm used in the
shooting from a family member. I contrast; those who committed mass: shootings oufside of schools often. purchased
‘guns lawfully (77%).

K-12 mass shopotings were more likély to involve the use of a semmni- -automatic assanlt-weapon than mass shootings in other
seftings, but handguns were still the most. common weapon used in K-12 mass shootings..

Explore more ‘information about ‘the backgrounds; guns; and motivations of individuals who commit mass shootings
using. Hitps://www.theviolénceproject.org/mass-shooter-database/:

5, The overwhelming majority of individuals who commit K-12 mass shootings struggle with -various aspects of
mental well-being,. ' ' , > |

Nearly all individuals who' carried out a.K-12 mass shooting (92%-100%) were found to be suicidal before or during the

shooting. Most experienced significant childhood hardship or trauma. Those who commit K-12 mass shootings: commonly
have histories of antisocial behiavior and, in a minority of casgs, various forms of psychoses.
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Despite the prevalence of mental well- being struggles in. these: individuals’ life histories, studies suggest that profiling
based on mental health does not aid prevention. However, research on common psychological factors associated with K-
12 mass shootings, along with other factors that precipitate: school violence; can help inform fargeted: intervention in
¢oordination. with .crisis intervention, threat ‘assessment, and Jmproved fircarm. safety practices.  Soutge;
htips://www, homelandsecumvﬁewsmre com/dr20220830five-facts- about—mass-ahoem;zs -in-k12-schools

*Analyst Note* Reducmg school violence takes cooperation from everyone including students, staff, teachers, parents, and
law enforcement agencies. The ability to share information is essential in preventing and mmgatmg v1olence against,
schools, their faculty and staff, and their students. School violence is defined as youth violence that occurs on school
property; on.the way to or from school/school-sponsored events, or during a school-sponsored event.

##Recently, Youths exchange gunfire ountside alocal school. Two sets of boys fired shots at each other in a field at-a Des
-Mcames elememary schoal Thursday, police: salti No mJ unes were 1mmed1ately repoﬂed in the shootmg uutmde Narth
Oak said the boys ﬁred at each other then ﬂed in opposute dlrec:tmns Two of them unsuccessfuﬁy tried to car]ack a
driver; Oak said in an email; Police were séarching for the boys Thursday afternoon; Oak said, and investigators found
shell casings at the school. No additional information about the circumstances of the shooting was immediately-available,
North Hill studenis return'fo ¢class Wednesday SEP 6. N

Supporting Individual Willingness to Report School
Safety Concerns

Findings from the Literature and Interviews with
Stakeholders Across the K-12 School Community

Despite the:consensus about the importance of violence prevention efforts
in kindergarten through: 12th grade (K~12) schools, research has revealed
little about how 10 promote reporting among people who becoms aware. of
possible: threats so: that action can be ‘taken. The: authors of ‘this report
believe that the effectiveness of different approaches to reporting is likely to vary considerably across different school
contexis,

This report helps fill this gap by illuminating the variety of threat reporting models available to K~12 schools across the
country, as well ashow school leaders can support individuals' decisions to report threats ima way that will work best for
‘their school environments:

This study drew on a review of the literature focused on threat Teporting: and threat reporting systems, with particular
attention to how their design and structure; as well as student- and school-level factors, can affect student willingness to
report potential thredts. Tt also drew on more than 30 interviews conducted. with stakeholders across the 11.8. K12 school
community to ldennfy current: approaches to encourage reporting; strategies for suceess, and the challenges- that: schools
and districts face in this area, Interviews with stakeholders at the state, district, and school levels provided msight into &
varied set. of reporting models in place across the country at state, school district, county, and community levels.

Key Findings: )

»  Strong relationships between students and school staff are essential to'building trust and robust reporting cultures.
Trusting school .climates in which students feel comfortable going to an. adult ‘with their concerns are the
foundation of productive approaches fo reporting.

* Approaches to reporting are likelier to support all members of the reporting community, including students, -if
they emphasize accesgibility and cater to'common ways in which today’s student:population communicates.

* An anonymons reporting option.can help address student fears of being ostracized by their peers as. a result of
reporting. Although anonymity poses: some complications: in following up on' tips, stakeholders in the K-12
community across the United States agree that the benefits:far outweigh the cosfs.
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*  Reporting programs with the- option to speak or chat directly with someone ‘trained in crisis: communication
provide additional support and can lower barriers to reporting for those not comfortable speaking directly with
law enforcement;. ) '

»  Building: awareness and implementing. training on the importance of :reporting and. how students -can report
information are critical fo supporting people'seeking to come forward,

» Transparency in:and communication of how schools act on information reported through a tip line or via other
methods influence students! willingness to:.come forward.

»  Gaining buy-in from school leadership, teachers; and other school staff increases. the. chances that a reporting
program will be effective and sustainable.

Recommendations

s Increase opportunities for:teachers and staff to interact informally with groups of students outside the. classroom,
and ensure’ that: security personnel receive training to help them work and communicate: effectively with the
school commuinity.

» Make avenues available {0 students and other community members who want to come: forward with information.
Set up formal programs so that they offer: widely accessible. reporting platforms: to students and. the broader
reporting COMmIMumnity..

+ Communicate: to potential. and actwal users of anonymous reporting systems: whed their. anonymlty could be
forfeited, .or have schools and districts host confidential systems: that collect reperter information but: keep: it
private,

s Use trained operators tosupport: people reporting suicidal ideation or self-harm, Decide who should. be
responsible for fielding reports and whether they will require law enforcement support 10 field and triage tips,

« Make students ‘aware of the -means at their disposal and when and what to report, Build this knowledge through
regular fraining and outreach,

- Tailor training materials for relevance to: specific school contexts and more resonance 1o many student bodies:
Engage students themsélves in training and outreach, to lower barriers to’ reporting among their more-reluctant
peers.

¢ Publish. annual and. other periodic’ reports fo: the reporting community o increase transparency around critical
issues, such as when information ‘is. shared with law enforcement and when situations are left: exclusively to
school administrators.

»  Offer clear guidance and training on staff'roles in the reporting process, and provide staff with {eaching. material
to ingrease students’ knowledge about reporting, Source; Rand Corporation;

Rand Site: bitps: S rami org/pubs/research reDorts/RRAlW%

‘3. himl?utm %ﬁurce—AdantweMnler&utm medlum—emaﬂ&utm campaign=7014N000001 SnimQAC&utd  term=00v4N
OOODOfCIbRQAS&m gml 675&]\/}“‘100&&6—268278&}8&“1097395&&1‘”‘0&031'""3 trtk=a0wANOO0007aDIrOAES sm &
0w -1stMf)1’V1Pr1VHSJ

A 2018 study conducted by Pew Research Center found that 57-percent of teens, 13- to 17-years-old, are- worried they will
experience 4 school shooting, The same study found that 63-percent of parents sdid they were at least somewhat wortied
;about the possibility-of a.school shooting happening at their child’s school. School shootings are not the enly threat of
violeénce to teachers, staff, and students. Other methods include bodily injury, chemicals, murder, sex trafficking,
stabbings, suicides, and violence committed with another weapon. School violence threats can'be reported as suspicions
activity through available reporiing mechanisms offered by local law enforcement, A suspicious activity report (SAR}is
defined as “official documentation of observed behavior reasonably indicative of precsperatmnal planmng associated with
terrorism or.other criminal activity:” SARs may-be filed via specific-websites or by-phone. This mechanism allows the
threat to be reported without the staff, students, or parents potentially being seen by the perpetrator talking to law
.enforcement. -Source Sonthern Nevada Courter Terrorism Center:

*Analyst Note® Law enforcement and security’ personnel are cncouxaged 10 1dent1fy and report all threats involving
schools. Threats of violence against educational facilities often cause interruption. of operations. and require significant
‘public safety resources ‘1o investigate and mitigate; While: the ngonty of threats are hoaxes or unsubstantiated; the
potential harm caused by dismissing a legitimate threat. necessitates: the swift and effective: handling of all threats. All
threats are: to be treated seriously until the threat is: deemed not credible or transient.
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OFFICER SAFETY

Special Bulletin
PUYALLUP POLICE DEPARTMENT

Case Number: 2130400433 Thursday; August 31st, 2023

Bulletin approved by: Capt. Visnaw Prepared by Det. Habeck 253-841-5565
shabeck@puyallupwa.gov

Warrant Subject

Subject: David Rivera-Frausto
DOB: 05/23/1994.

WA OLN: EUEREE]

LKA: 14620 NE 31st Street #£105
Bellevue, WA

816'NE 4th St #10

Renton, WA

134.SW 312th Street

Federal Way, WA.

David Rivera-Frausto is one of the suspects involved in.the 2021 shooting of an
off-duty Federal Way Police Officer in Puyallup.

Rivera-Frausto currently has a No Bail Pierce County Superior Conrt
Warrant for Attempted Burglary/Possession of Stolen MV (with firearms
enhancement),

David Rivera-Fransto 05/25/1994

He has extensive MVT and Burglary history from multiple King County
Agencies: He has typically been located in the Renton, Bellevue, and Kent
areas of King County,

If located/arrested, please do not speak to him about the shooting case or
burglary warrant charges. He should be booked into a local jail to be
transported to the Pierce: County Tail.

If he is located/arrested, please notify: This guy is one of the possible suspects
in the 2021 shooting case of an off duty FWPD officer while he was out for a
jog and observed a burglary in progress. His warrant is for attempted burg / and
Poss MVT which is all involved in the case. Please let me or Det.- Koshak
know if he is picked up,

Det. Habeck: (253) 507-6231
Det. Koshak: (253) 290-1533
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‘Attempt to Identify
23-241-01675

Suspect

-Heavy set male, 30 years of
age: ,

-Pacific Islander.

-Light skinned.

Suspect2 )
-Slim build, 30 years of age.
~Pacific Istander.

~Braided hair.

On August 29th, 2023, at approximately 1555 hours an armed robbery’
and earjacking occurred at 3502 § Madison St, Friendly Place:
Laundromat, Suspect? entered the laundromat and sat down. Suspect1
then entered and pulled ot a black handgun and pointed it at the head of
the victim, demanding her purse and vehicle keys. Suspect] then handed
‘the items to Suspect2. Both suspects walked out of the laundromat
together and drove off in the victim’s-vehicle, The victim’s cellphone

was recovered, The vehicle was recovered in Umatilla County, OR.

The -weapon has.not been recovered. Considerthe suspect(s) {o be armed
and dangérous;

If you have any information on this incident or can assist in the identification of the suspects, please notify Detective
Garrett Walk at 253-830-6523 or at the above listed email address.

NO PC AT THIS TIME ~ SUSPECT IS ARMED AND DANGEROUS ~ ATTEMPT TO LOCATE / IDENTIFY
ONLEY
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OFFICER AWARENESS

2023- 10131660 — On 8/31/2023, a WA State Trooper patrol vehicle ‘was prowled in Spokane
Villey. The trooper’s issued rifle, weapon light; and cell phone were stolen.

The serial numbers for the stolen-items aré as follows:
- Bushmaster AR-15: BK1810041

- Weapon light: 455032

- iPhorne 11; 355230354578520

Tf you have any information or locate any of these items, please confact the RIGY at.
rig9@spokanesheriff.org.

Washingsen Stats Hanininant tof Washlngt!)ll Staﬁe Department Of Health nﬂtlﬁcaﬁoﬂ fOP yi}lll’

?& ’ H E A l:? H sitnational awareness:

Washmgton State Department of Health is sendmg you this notification to inform you of & agmﬁcant loss:of pain.
management care capacity in Eastern and Central Washington. Lynx Healthcare, a pain management clinic with locations
in Spokane Valley and Kennewick;. ‘announced that it will close on Friday, September 8, The closure will affect
‘approximately 2,000 patients, mostly from Spokane and Benton Counties, but many other communities will be affected.
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Most of the patients are:being treated for pain management, and a small number: are being treated for opioiduse disorder.
Several agericies and organizations are- working together to ensure patients continue to.receive care with as little
disruption as pessible. However, with the suddenness of the closure we: believe some patients may have some difficulty
obtaining services, at least for a short time.

We are especially concerned because abruptly stopping prescribed pain medication, especxaily after long:term use or hlgh
doses, can lead fo a range of withdrawal symptams and-potential health risks, including potentiat for elevated risks of
‘overdose-and suicide. We are working to mitigate those risks for all Lynx patients.

Some potential impacts include;

‘Local Hospitals and Clinics; The closure could lead to.an influx of patients exhibiting withdrawal sympfoms; requesting
referrals, or seeking preseription refills at local emergency departments; urgent care; and primary care clinics. Medical
‘pmfesswﬂals should be prepared for that posmblhty

Local Law Enforcement and Emergency Medical Services: The. closure could cause an increase-in emergency service calls
due to withdrawal symptoms or other medical issues stemming from alterations in patients’ pain management routines.
Authorities and. emergency medicdl services should be prepared for these sifuations,

Lynx Healthcare has posted a notice on their website announcing the closures that includes guidance for patients on:
receiving afinal appointment, obtaining their medical records, and.a list of alternative pain clinic and addiction medicine
‘options in the area, This announcement can be:found at: bitps: /f]YI‘iX healthcare/lvnx—healthcare~spak'me»and kennewmk{
.clinic-closures/

Patients should contact their primary care provider and/or their health insurance plan to explore alternative options.

For more/information about this davelopmg situation;, or for assistance witls messaging of resources please contact the
Washington Health Care Authority at HCAMediaRelations@hca.wa.gov. Source; Wasjhington State Fusion Center

CYBER THREATS

FBI Takes Down Qakbot:

On. August. 29, the FBI.and DOJ announced the success of a multinational operation: aimed at
the ransomware hacking group using Qakbot malware; who have stolen $58 million between
October 2021 and April 2023. The effort: is considered. the largest disruption of a botnet
infrastructure responsible for ransomware attacks, financial fraud, and cyber-enabled criminal
Activity, Officials have: identified over 700,000 compuiers infected with the Qakbot mafware
and have seized $8.6 million in cryptocurrency, reported Forbes. Ransomware attacks: have
risen steadily as malware has: become ‘more sophisticated and available, 28% of astacks ‘are
-aimed at. critical infrastructure, and.the average cost per incident has risen to $1.85 million,
Astra said;

dowr prolific-Qakbot malware:

#Analyst Assessment® The UK Metropolitan Police announced a security breach ofits: sysfems and the thefi of data: of
47,000 of its employees, the data includes names, ranks, and photos, reported The Guardian. The main causes of
ransomware attacks are from phishing, poor practices and wedk passwords. It is estimated that 41% of attacks are the
result of phxshmg where malicious links are embedded in e-mails that are linked fo web sites controlled by hackers, A
good practice is to participate in available cyber training and follow accepted cyber security guidelines.
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TEXT MESSAGE HACK REVEALS THE IDENTITY OF UNKNOWN SENDERS:
“YOU JUST SOLVED A THREE MONTH MYSTERY FOR ME’

If yon've ever received: a. text message from. a
number you don’t recognize, a viral text message
hack might. help you crack the: case. TikToker Liz
Perez (@_ therez95) gained over 600,000 views,
63,000 likes,9,700 saves and over 500

comments when she. uploaded the text message
hack to her account. Now, much like- the’hack that
reveals how to properly use the iPhone Notes app,
Perez’s hack:is helping cellphone users navigate the
world of digital connectivity.

How does the hack-work?

As Perez explains in her video, if you receive.a text
‘message from an unknown sender, utitizing mobile payment apps could help put-a name 10'a number. By copying the
number and pasting it into apps like Venmeo, CashApp, Zelle or PayPal, your mystery sender could suddcnly be lmkcd toa
first and last name. Aceording to Perez, it was her best friend who taught her the’ hack — which she: says: is: a “game
changer.” Avoid the awkward “who is this?” exchange Thanks to Perez’s hack, sending the dreaded “Sorry, whose
numberis this?” text could be a thing of the past. It can. also be a-way.of keeping doors: of communication closed, if the
hack reveals the sender o be someong you, erased from your contact Jist for a reason. The hack could also help confirm
someone’s identity —a useful tool in avoiding potential scammers, Beware. of “smishing” attempts. While your mystery
sender-conld, in fact, be a real person whose number-you simply forgot:to: save:in your-phone; the person lurking behind
that unknown number could also be a scammer.

According to the cybersecurity and anti=virus provider Kaspersky, text messages sent from an unknown number could be
an SMS phlshmg attack, knowri as “smishing.” I a smishing dftack, scammers hide behirid decoy phone numbers — 4
‘method known as “spoofing” —to pose as nonnal people. “As the atfacker assumes an 1d€nmy that-you might trust, you
‘are more hkely to succumb to their requests,” " Kaspersky states, ‘Using ‘social engineering principles, attackers then
manipulate victims using the following tactics:

1. Trust: By posing as legmmate individuals and, orgamzataons c:ybexc;:mnnals lower their: taxget’s skepficism, SMS
texts, as a more personal communication channel, also natura]ly lower a person’s defenses against threats.

2. Context: Using a situation that could be relevant to targets allows an attacker to'build an' effective disgnise. The
message feels personalized, which helps'it override any suspicion that it might be-spam..

3. Emotion: By heightening a target’s emotions, attackers can override their target’s critical thinking and spur-them
into rapid action;

Using these methods, attackers write: messages. that will get a recipient to take: action. “Typically attackers: want the
recipient to open a URL: link within the text message, where they then are led 1o a phishing tool prompfing’ them to
disclose their private information,” Kaspersky explaing. “This phishing fool often comes in:the. form of a website or app
that also' poses'under a false identity.” “Can’t bélieve I never thought of this...” While the text message-hack will only
work if you have an account with any of the aforementioned. mobile payment: apps—and only if the text message sender
uses their phone number and name on the apps — many users took to Perez’s comment section to praise the hack. “thank.
you, you just solved 4 three month mystery for me,” commented @freeradical§2. “Literaﬂy have been sitting on:a bday
text: for 7-yearsss not knowing who it was till: now ... thank you LOL,” wrote @charlecene98. “Can’t believe I never
‘thought of this!” commented @somethincleverish,
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| Chinese Law Enforcement Linked to Largest Covert
Influence Operation Ever Discovered

Meta announced on: Tuesday the removal of thousands of fake accounts
from Facebook that were operated as ‘part of “the largest known. cross-
platform covert influence operation in the world,” and which researchers
believe. is linked to individuals associated with Chinese law: enforcement.
Despite the campaign’s unprecedented size and spread — detailed in the
company’s latest adversarial threat report — its spammy attemnpts to: shape
public opinion were generally of very low quality, and often failed to.reach their targeted audiences in Taiwan, the United
States, Australia; the United Kingdom and Japan, The network-was uncovered by linking separate clusters of fake posts
and propaganda that hiad. been tracked since 2019, including an operation named Spamouflage by researchers at the social
‘media_ analytics business Graphika. Experis at: Graphika — 'including Ben: Nimmo, the company's director of
investigations who has since become Meta’s global threat mteihgence lead — first exposed Spmouﬂage in 2019,
Source; he Record; 8/29/2023

*Anlyst Comment* On 29 August 2023, Meta, the parent company of Facebook and Instagram, claimed they had
disrupted a disinformation campaign linked -to Chinese law enforcement in-what they described as the “largest known
«cross-platform covert. influence: operation in the world” Accardmg to Metg, the. inflience. operation ‘was' spreading
negatlve commentary about the 1.S,, disinformation ragardmg the origing of the COVID-19 pandemic, and spreading

“positive commentary’” regarding. China’s treatment of ethnic Muslims known' ds Uighurs in the Xinjiang region, which
the U8 and. many other Western nations have claimed is. the site: of an ongoing genocide. perpetrated by the: Chinese
government. Meta announced:that: 7,700 Facebook: accounts and 930 Facebook pages had.-been removed for sharing this
«confent, and that the disinformation sharing network was also presént on Medinm, Reddit, Tumblr, YouTube, and X,
formerly known as Twitter. Meta’s researchers were able to link this latest disinformation. campaign to a.2019  cross-
'platform disinformation’ campaign code-named Spamouflage which was: also carried out by individuals associated with
Chinese law enforcement and geared fowards discrediting. critics of the Chinese government. According to Meta
researchers, the Iatest: dlSﬁlfOﬂB&[lOn network had 5604 000 onling foﬂawers, however 1t has heen dcemcd meffectwe
:fram Vlatnam, Baugiadf:sh and Brazﬂ » Meta has aIso sald that much of thc dlsmfermatlon cantani shared in Enghsh ﬂnd
Chinese was “almost exclusively followed by accounts from countries outside of their target regions:”

_PUBLIC SAFETY
United States: 5,000 Pilots Suspected of Hiding Major Health Issues, Most are Still Flying

Federal authorifies have been mvestlgatmg nearly 5,000 pilots suspected
of falsifying their medical records to: conceal that they were Teceiving
benefits for mental healthi disorders and other serious conditions that
could make theny unfit to fly, documents and interviews show. The pilots
under scrutiny. are. mlhtary veterans who told the Federal Aviation
Adminisfration that they are healthy eénough tofly, yet failed to report —
-agrequired by law —that they were also collecting veterans benefits:for
disabilities that could bar them from the cockpit. Veterans Affairs
investigators discovered the inconsistencies more than fwo years ago by
cross-checking federal databases, but/the FAA %ias kept many details: of
the case a secrét from the public,

ani an

FAA spokesman Matthew LehnerUSPER ,acknowledged in'a statement that the agency has been investigating about 4,800
pilots “who mi ight have submnitted incorrect or false information as. part.of their medical a;)phcatlous
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The FAA has now closed about half of those:cases, he said, and has ordered about 60 pilots —who Lehnersaid “posed a
clear danger 1o aviation safety” —to cease: flying on an emergency basis while their records are reviewed, About 600 of
the pilots under-investigation are licensed to fly-for passenger airlines, according to- a senior US official familiar with the
‘matter who spoke.on-the condition of anonymity to: discuss' an ongoing case. Most: of therrest hold commercial licenses
that allow* theény fo fly for hire, including with cmgo firms, corporate clients or tonr compames Experts said that the
inquiry has exposed long:standing vulnerabilities in the FAA’s medical system.for screening pilots and.that-the: sheer
number of unreported health problems. presents a risk to aviation safety. Source: The Washington Post

Emerging group of synthetic opioids may be more potent than fentanyl, study warns

~ August 29, 2023 (CNN Health). Icahn School of Medicine at Mount Sinai in New.:
York -~ A group of novel synthetic opioids’ emerging in illicit drugs in the Uhited.
States -may be more powerful than feritanyl, 1,000 times more potent than morphine,
and may even require more doses:of the: medication naloxone fo reverse an overdose;.
a new study suggests, Nifazenes are a synthetic’ opioid, like fentanyl, aithough the
two drugs are not structurally related.

I’s estimated that-more than 150 people die every day from overdoses relafed to
synthetic opioids. Fentanyl has been: involved in nearly two-thirds of all overdose

deaths in the United States:

Nitazenes appear to be even more potent. The study included data on 537 adults who had been admitted to an emergency
department for suspected overdose between 2020 and. 2022 and who had completed lab testing. Of them;, 11 tested
positive:for only fentanyl, and nine tested positive fornitazenes only, such as brorphine; isofonitazene; metonitazene, or
N—plpendmyl etonitazene:. https Jfwwiwicnm.com/2023/08/29/hedlth/mitazenes- svmheﬁc-smmds-naloxone/mdex html

NATIONAL

“Nonviolent Crime” Is-a Myth

()  Two ubiquitous phrases in debates about policing and criminal-
R Jjustice policy are “nonviolent crime” and * ‘nonviclent offender;”
—4r Are these categorizations really useful? The best fest.of whether
an offense or offender is truly nonviolent is to intervene and try
to put a stop to a so-called low-level offense: and see  ‘what
reaction you get, It's not hard to see how getting involved in
many such scenarios could prove dangerous. Tragically, a récent
case in San Francisco-llustrates these dangers vividly.

‘Five days after sustaining serious injuries, a San Francisco: store
clerk' named Yowhannes “Johri” Tewelde has died; He was
'beal:ezz with a baseball bat by a man; whomi he tried to stop from siealing beer from his store. Tewelde’s death marks yet
another homicide:in the Bay Area, which, between San Francisco and Odkland, has seen an enormous amount of crime
‘and mayhem in recent years.

Eatarthi

The nature of Tewelde's death illustrates: an importantf reality that progressives working to- ease up on supposedly
nonviolent crimes don’t seem io: appreciate: even “minor” offenses like retail theft, open-air drug use, and. smoking on
subway platforms are frequently backed by a threat of violence, Had Tewelde not intervened, allowing the thief to take
what he wished, progressive prosecutors like formier-San Frangisco district aftorneys George Gascon and Chesa Boudin
probably would have refused to-prosecute him, citing the nonviolent nature of the offense. All-we’d have is a lowly shop
owner forced to shoulder the cost of a few cheap beers. No-big deal, right?
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‘Wrong. The decision toignore:the theft would allow an individual who was
in truth both W1ng ‘and able to kill over $10 to rémain on the stréet. It
wonld be only a matter of time before he did something terrible..

Tewelde's death is one among many tragic instances in -which attémpts to
stop thieves: from running roughshod over theirvictims. are-met with deadly
violence, Earlier this 'year; a loss-prevention worker at a California Home
Depot -was: shot: and killed after confronting a female suspected of'
shoplifting. At another Home: Depot this past January—this time in North
Carolina—an 83-year-old worker was killed after being shoved. to the
ground -when he confronted & man suspected. of shoplifting. In Georgia, a.
Lowes employce was beaten by suspecied. shoplifters. arlier this year when
she-intervened to prevent the theft (and for her trouble, Lowes fired her for
violating store policy .on dealing with: shoplifters). Tn 2018, a-man detained under suspicion of: shoplifting at a Da]las
Horne Depot was acensed of shooting and killing a police officer.

I¢'s'not-just thieves: Other supposedly low-level offenses are often carried out by individuals willing to resort fo violence
if they don’t get their way. In March of this year, a New York City subway:rider was stabbed after asking another man to
stop smokmg manjuana 1n51de Ehe train car; In. 2020 two others were: stahbed aboard a New York: Clty subway train afl‘,er

medlcaﬂy mdﬁccd coma, after he asked his nei g,hbors to turn down their music.

In the era of criminal-justice. reform, advocates of the fougher approach to.crime and punishment: that characterized the
'mid-1990s and early 2000s have grown increasingly perplexed. How could anyone believe that cutting the prison
populatzon i hatf won't make us less safe? What possible justification could there be for adopting an official puhcy of not
-pmsecutmg retail thefi? The people backing the policies that prompt these exasperating qaesnons don’t just differ in their
views about how to-solve such problems. They fundamentally misapprehend the reality of crime,

What progressives: seem not to understand-is: that “minor offenses” are. often manifestations of the broadly antisocial
dispositions of individuals who likely have a much greater propensity for viglence than the law-abiding. How much morg
violence: will it fake for the: reformers to realize this fundamental. error? Source; article by Rafael A.. Mangual
httpss/fveww.city- DumaE OF, /artwle/nonvno]ent-cnme-1'5 -a-myih

Hate Crimes in Big Cities Hit Record High for Second Year in a
Row, New Data Shows

The :man. who i:vpened fire ‘in. a Dollar: Tree supermarket in Jacksonville, Florida, on
Saturday targeted Black people because of their race; local police said. Using arifle with
a swastika: drawn on it, he killed three people, deliberately targeting Black patroms,
according to local avthorities. “He hated Blacks, and'T think he hated just about everyone
that ‘wasn’t White,” Jacksonville Sheriff T-X. Waters told CNN. “He made that VETY
clear.” The.events that unfolded in Jacksonville were tragic, but hardly unique. In recent
years, other racist shootings left people dead in Allen and El Paso, Téxas; and in Buffalo,
New York. Hate crimes also expand far beyond those headlines,

A leading group of experts, in'a tew study provided exclusively to USA TODAY, has
found the number of hate erimes rap@rted to police in:42 major U.S. cities rose' 10% last
year from the ;year before. And in just the country’s largest: 10 cities; the number of
reported hate crimes rose even more — 22% from 2021 to 2022, making last year the
second c:oasecunve year they hit-a record high, What consiifutes a hate’ crime- varies by
locaie, it includes murder, but also offenses such as.assault and stalkmg In general, 4 hate
crime:is determined by the way a-perpetrator targets a specific kind of victim,
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Last year; as Ihas been the case every year since the count began, most hate-crime victims: were: Black; according fo the
Center for the Study of Hate and Extremism at California State: University-San Bernardino, -which collects and analyzes
official state and municipal hate crime data sets. Source; USA TODAY, 8/29/2023

FAnalyst Comment® On 26 August: 2023, three ‘people were killed after' a gunman’ opened fire in g ragially-motivated
attack at a Dollar General store in Jacksonville, Florida before killing himself, According to local authorities, the shooter
shared multiple manifestos that suggested the shooter’s hatred of Black people was the motive behind the attack. A week.
,pri’or on 18 August 2023, a 66-yearold woman. was'shot and killed in Lake Arrowhead, California by a man who made
#several disparaging rermarks dbout a rainbow flag that stood outside [her] store before shommg [ber].”” The suspect, a 27~
:year-old man; dllegedly tore down a Pride flag flying at the woman’s store and- yelled a series of homophobic slurs before
shootirig her, and then, was subsequently shot and killed shortly ‘afterwards by law' enforcement. According to USA
TODAY, & recently released study from the: Center for the Study of Hate and:Extremism (CSHE) has found that “the
nnmber of hate crimes reported to police in.42: major 11.S. cities rose 10% last year from'the: year before” gomg from
3,026 reported hate crimes in 2021 to 3,320 reported hate crimes in 2022,

In addition to that; hate crimes in the U.S.’s 10’ largest cities, many of which also host the nation’s largest transit
.organizations, rose by approximately 22% between 2021 and 2022, hitting record highs for the second year in a row.
CSHE also-claimed that hate crimes motivate by bias against the victims’ perceived race or ethinicity rose by 94%, anti-
‘LGBT hate crimes rose by 52%, anti-Gender honconforming hate crimes (inclnding crimes committed against individuals
in drag) rose by.47%, anurlemsh hate crimes rose by: 29%;. and anti-transgender hate crimes rose: by: 28%. Source;
Surface Transportation & Public Tra.nsportanon ISAC Transit & Rail Intelligence Awarenéss Daily, Report (TRIAD)

Active Assailant Prevention And Response

Identifying ‘the “correct” level of physical- secumy has challenged facility
managers for millennia. One important lesson is that as physical seécurity
measures are hardened, the nature: of the threat and. their capabilities - will be
modified. We' see tactics constantly evolving and physical security measures

- must be modified to address the current’ threats, Recent events. have been
challenging for facl.hty managers, beyond dealing with the pandemic. Violent protests and riots affected many cities
‘across the pation, changirig the nature of the threat facilities face: Addressing these challenges requires a diligent approach
to identify andimplement security measures, Source; Facility Executive; 8/28/2023 .

*Analyst Comment* Facility managers and risk managers are charged with disaster preparedness, which includes
preparing for an active assailant er other workplace violence incident. Facility Emergency Action Plans (EAP) should be
reviewed annually along with Continuity of Operations Plans (COOP) to mitigate the effects of violence and disruptions
to. operations, This involves training and, profecting: employees and. customers, modifying faciliies, entry confrol, and
traffic flows w0 maximize safety. Crime Prevention Through Environmental Des1gn (CPTED) emphasxzes the nse: of
physical design elements to'make a business more resistant to attack, such as using planters to serve as vehicle barriers, or
shrubs to discourage: people: from wandering into: prohibited areas. Quality enfry control programs, security cameras, and
Tighting can dlso help ‘make facilities: ‘more’ resistant’ to opportunist crime: Duress: alarms,. emergency notification
procedures, cover, and conceatment should all be discussed with employees to encourage consistency and survivability
under stress. Cyber vulnerabilities should also be reviewed during-this process as; according to the Federal Burean of
Investigation (FBI), appmxlmately 33% of cyber-attacks in 2022 fargeted critical infrastructure. The Federal Emergency.
Management: Agency (EEMA) provides many resources for risk managers to prepare theix facilities for a variety of
emergency situations; including active assailants, throngh its ‘website: Ready gov.. An employee specific resource for
Active Shooters or  Assailants can be. found at: hitpsi/facilityexecutive. cem/aczlve~aesmiant-vreven’uon—md—
response/? sm- au ml%VtSfV6SNvM4JiO ‘Source; Surface Transportation & Public Transportation ISAC Transit & Rail
Intelligence - Awareness Daily Report (TRIAD)

*** FOR OFFICIAL USE ONLY *** LAW ENFORCEMENT USE ONLY ***

PCSO P026498 Hendricks 001695



| Graduate Student Charged with Murder after Deadly
University of North Carolina Campus Shooting, Online Users
Spread Reactionary Conspiracy Theories

On 28 Angust, 34-year-old Tailei Qi allegedly engaged in an.active shooting at the
University of North Carolina— Chapel Hill, killing at least ong person, a faculty
member, After he fired shots, the campus was locked down forapprokimately three
hours as administrators instructed students and faculty to barricade themselves
‘inside; A mofive for the shooting remains unknown.

‘s Law enforcement authorities charged Qi with. ﬂrst—degrea murder and carrying 4 firearm on educational property’
foliowmg the fatal shooting: of a faculty member on the University of North Carolina’s.Chapel Hill campus the
day prior.

s Media sonrces reported that the victim was an associate profe*;sor in the Department of Apphed Physical
Sciences, and Qi was a graduate student in his:research group. Qi réporfedly moved fo the United States after
receiving a bachelor’s degree in physics ai Wuhan University.

+ In response to the incident, the NYPD Intelligence & Counterterrorism Bureaw observed several online postings
referencing the perpetrator: while makmg derogatory, racist comuments against Asian individuals,

¢ Users spread disinformation and conspiracies about the:incident, For example, one user-wrote, “Is the FBL
ontsourcing their false flags now?”—suggesting that the shooting was a fabricatedincident orchestrated by-the
gavemment Others. emphasmed that the ‘perpetrator studied in Wi uhan, likely because of its association-with the
origins of COVID-19, issuing stafements like “He is...from WUHAN. ..but people here don’t want us to kiow
about:that.”* ‘Source; AP

#Analyst Comment® This incident came just two days after the shooting in Jacksonville, Florida, where the perpetrator
appeared initially to target Edward Waters University: The two attacks highlight the persistent- threat towards schools as a
soft target formass shootings by a range of malicions actors, Onling chatter referencing the shooting underscores that acts
of violence may resonate with: extremists and conspiracy-driven malicious actors even if an incident itself is not:
xdeologlcal i nature or the motive remains unknown, Source; NYPD'

INTERNATIONAL

Smuggler With Ties to [Islamic State Group (ISG)] Helped Migrants Enter US From
Mexico, Raising Alarm Bells Across Govermment

The FBI is investigating: more than a dozen migrants. from Uzbekistan
and. other countries allowed into the US afier they sought asylum at the
sonthern border with Mexico: earlier this year, 4 scramble set off when
US intelligence officials found that the migrants:traveled with the help of
-a. smuggler with ties 1o ISIS, according to multiple US officials. While
the FBI says no specific 18IS plot has been identified, officials are still

orking:to “identify-and. assess” all of the individuals who gained entry
o the United States, decording to a statement from National Security
Council spokesman Adrienne Watson. And they are closely scrutinizing
a-number of the migrants: as possible crimingl threats, according to two
US officials: Though there-is no: evidénce at this point_to: Jusufy detaining dnyone; the episode was. so a]annmg that an
urgent classified intelligence report- was circulated to President JoeBiden's top Cabinet officials-in their morning briefing
book. “The: U.S. has not. yet located all the individuals who' travéled as part of the network according-to Watson’s
statement to media outlets, and more: than 15 of the migrants tracked down: are still under scrutiny by the FBI as: possible
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criminal. threats, accordingito one US official.” Investigation into the' smuggling ring revealed: that at least.one of the
smugglers has: ties to the Islamic-State Group (ISG); It has niot been reléased whether this individual was acting dlrectly on
behalf of the ISG or if the human smuggling is a eriminal enterprise nnrelated to the ISG. Source; CNN, 8/30/2023

*Analyst Assessmenr™ Human trafficking is used by téfrorist organizations for both exploitative purposes and financial
gain. Smuggling represents a fraction of the terrorist: inferests, the majority is:the enslavement of people to be exploited
sexually, for Tabor; for ransom, 1o drive recruitment, and for organ removal, reported ACAMS Today. A report by DHS on
‘human organ trafficking found that in: IS controlled Syria.there were more than 25,000 operations to remove:organs which
‘were sold on the black-market. S;)readmg influence of IS in Africa and its associated violence and human suffering should
pmwde an environment that igripe’for an’incredse in human trafﬁckmg T 2022, 478 individuals were: identified as being
con. the: Terrorist Screening Dataset (TSDS), also known as the: “watchlist,” attempting to' enter the US, according: to
Customs and Border Patrol data; Source; Waichline @fdny.nyc.gov

Other National/International Articles of Interest (Links):

Mass shootings are hitting as close as one mile to home
‘hittps://www.cnn.com/interactive/2023/08/us/americans-livi ‘»near«mass-sho0tmgs~stat1shcs—dg/

Police warn: western WA anto thefts spike
hittps://wwwkingS. cam/artlcle/news/crame/smke-vehule-thefts—western-waslnngtenlzsl -7afff7a2 d991~414i)»88{:1-
DEE2d256519F

Thurston sheriff: will pursue smash, grab
httns //kcamcmews com/news/local/thurston-county-sher iff-derek-ganders-smash-and-grab-crimes-pursning:

? ‘ursmi—iaw-washm’ on-state-were-going-to-be-relentléss-in-capturing-you-burglary-burglaries-erimes-
Stelemvehlcles»kla~hvunéa1

Test-ride thefts: alarming bike shops trend

https://komonews. cemfnewsf!ma!/iest-nde-thefts -an-emergin -trenid-alarming-bike:shops-in-western-washington-

Seattle on pace for record high homicides

Mo rules plaveround': Seattle records:50ih homicide of the vear. on pacefor record hig

jkemtmews csml

vYauths exchange gunfire. 0uts1de schoal (Des. Momes)

'@Lhoolnpahw-sagl

Multiple child-luring cases spark concern
‘Multi) le child luving cases in the past month spark concern — KIR0 7 News Seattle

htt s.v//www km 5. cemfamclefnews/edﬂe_atisn'/washin ton-schools- ¥ ‘le-féntanvl'-smdégts]?ﬁl-35?)‘8’732&4!—&&0-
-y428f-9fb6-69538b70682b ‘ o ' o ‘ ’

‘Washington's Most Dangerous Cities
https llonmnal newsbreak.com/! @dr-allen-lvcka-ﬂ 317 34/3141770847909-washmgtan-&-most»dangermzs-cntles
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Armed Ambridge Man, Arrested After Trying To Enter Church, 'Appeéared Ready For A
Standoff’

httpsi//www.wiae.com/ar B ED % AF%80%ED %B6%9Fcle/3mbndge%E2%8{] %902reater%E2%80%9i)dﬂm;m0 :
n%E2%80%90church % E2 %80% 90armed % E2 % 80% 90man!44929341

Faculty Member Fatally Shot on UNC Chapel Hill Campus

hitps: o/fmyfox8.com/news/north-carolina/piedmont-friad/suspect-charged:in-fatal-unc-cha gl;hi'llnshﬂdﬁnk' g

Indiana — Police Axrest Second Man for July Shooting at Massive Block Party that Killed
Onme, Injured17 . o
hbittps://apnews.com/article/indiana-block-party-shiosting-second-arrest-329¢7eafe22bd3ac33710c0c1 2fe505¢

22 counties take on Washington State over mental health crisis, plans to release patients
hittps://www.fox13seatde.com/news/22 - connties-take-on-washingion-state-ove sr-mental-healih-crisis-plans-to-
reledse-patients

*TPD/PCSD Homieland Security Reports Received this week 7.
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